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ANALYSIS OF JURISDICTIONAL CHALLENGES
IN THE FIGHT AGAINST CYBERCRIME

The rise of cybercrime as a global menace has presented significant challenges to law en-
forcement agencies and legal systems worldwide. This article explores the complex jurisdictional
issues surrounding cybercriminal offenses, shedding light on the unique dynamics introduced by
cybercrime within the broader context of transnational crimes. While various forms of transnation-
al criminal activities have required international cooperation in the past, cybercrime's distinctive
characteristics, including its borderless nature and the dispersion of evidence and actors across the
globe, have added a layer of complexity to the jurisdictional landscape. This article emphasizes the
imperative for collaboration among diverse law enforcement agencies, both within and across in-
ternational borders, in the fight against cybercrime. The exchange of critical data and intelligence
is central to this collaborative effort. However, it also underscores the need for nations to grapple
with intricate jurisdictional challenges to ensure the effective and efficient combatting of cyber-
crime. In a world where cybercriminals can operate with impunity across borders, addressing ju-
risdictional dilemmas has become increasingly critical, leading to a proliferation of concurrent or
competing claims to jurisdiction. This article serves as a comprehensive analysis of these jurisdic-
tional intricacies within the context of cybercrime, highlighting the urgency of global cooperation
in the face of this evolving threat.

Keywords: cybercrime, jurisdiction, international cooperation, the principle of territoriality,
the principle of nationality.

1. Introduction

Cybercrime effortlessly transcends geographical boundaries and often evades state control.
Nevertheless, cybercrime is not the first nor the sole category of criminal activity that can cross
state borders, presenting investigative and prosecutorial challenges. In recent decades, global efforts
have been necessary to combat various forms of transnational crimes, including illicit drug and fire-
arm trafficking, terrorist actions, theft of art and cultural artifacts, human trafficking and commer-
cial sex trade, maritime crime and piracy, and money laundering (1). However, cybercrime intro-
duces distinctive complexities to national criminal justice systems. This is due to the widespread
dispersion of evidence, perpetrators, and victims on a global scale, as well as the rapidly growing
demand for specialized technical expertise essential for investigation and prosecution (2).

Cybercrime is often regarded as having a ‘transnational dimension’. Therefore, it is essential
to clarify the meaning of cybercrime acts that exhibit 'transnational dimensions’. According to the
United Nations Convention against Transnational Organised Crime, an offence is ‘transnational in
nature’ if:

‘(a) it is committed in more than one state; (b) it is committed in one state but a substantial

part of its preparation, planning, direction or control takes place in another state; (c) it is

committed in one state but involves an organised criminal group that engages in criminal ac-
tivities in more than one state; (d) it is committed in one state but has substantial effects in

another state.” (3, Article 3.2)

While this approach has indeed highlighted crucial elements, it may not entirely align with
cybercrime acts. This is because 'organized criminal groups' are not a focal point in cybercrime, and
the transnational 'dimension’ can manifest without involving 'preparation, planning, direction, or
control’ within another state (4). In its most basic form, transnational crime can be defined as crimi-
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nal activities that cross borders, violate the laws of multiple states, or possess actual or potential
cross-border impacts of national or international significance. Therefore, cybercrime can be classi-
fied as a typical transnational crime because it often impacts and implicates various jurisdictions. In
practice, a significant proportion of cybercrime incidents include a ‘transnational element," as indi-
cated by a UN study (note: according to a study conducted by United Nations Office on Drugs and
Crime, percentage of cybercrime acts involving a transnational dimension was over 70% in re-
sponded European countries) (5), and Azerbaijan is no different in this regard, as many reported
cybercrime cases under investigation by law enforcement agencies (LEAS) also exhibit transnation-
al dimensions.

The inherently global nature of cybercrime underscores the imperative for collaboration
among diverse law enforcement agencies (LEAS), spanning both domestic and international bound-
aries. This collaboration revolves around the exchange of critical data and intelligence. Neverthe-
less, to ensure the effective and efficient combatting of cybercrime, nations must confront the intri-
cate challenges related to jurisdiction. It is essential to acknowledge that the landscape of cyber-
crime has given rise to intricate jurisdictional dilemmas, leading to a proliferation of concurrent or
competing claims to jurisdiction.

2. Jurisdictional challenges in the realm of combatting cybercrime

The concept of jurisdiction within a state primarily pertains to the authority of a sovereign na-
tion to govern, adjudicate, and enforce specific norms or regulations, which extends over its territo-
ry, citizens, and activities occurring within its borders, allowing the state to maintain order, ensure
compliance with its laws, and protect the rights and interests of its residents (6, Annex E, 517). In
the context of prosecuting and investigating cybercrime, ‘jurisdiction’ assumes a critical role and can
be comprehensively defined as the legal authority conferred upon a state to both assert and exercise
its domestic laws in response to cybercrimes committed within or impacting its boundaries (7, p. 5-
6).

The location of the criminal act stands out as the most commonly employed determinant with-
in jurisdictional provisions, a principle explicitly underscored as the primary factor for jurisdictional
establishment by the Convention on Cybercrime (8, pp 10). The jurisdiction clause outlined in Arti-
cle 22 of the Convention acknowledges the principle of territoriality by mandating that Parties exer-
cise jurisdiction over any offense established in accordance with the Convention when said offense
occurs within the state's geographical territory (9). Furthermore, States Parties are obligated to
establish criminal jurisdiction over offenses committed on ships flying their flag or aircraft
registered under their laws (9, Article 22 (1)(b)(c)).

Much like the Convention, the Code of Criminal Procedure and the Criminal Code of the Re-
public of Azerbaijan incorporate jurisdictional clauses that adhere to this principle. According to
Article 11 of the Criminal Code, individuals who commit crimes within the territory of the Republic
of Azerbaijan are liable for criminal prosecution under the Criminal Code (10, Article 11). Within
the Republic's territory, as well as on ships bearing its flag or aircraft registered under its laws, only
the criminal procedure legislation of the Republic of Azerbaijan shall apply, unless stipulated oth-
erwise by international treaties to which the nation is a party (11, Article 3). Furthermore, it is firm-
ly established that any criminal act that is initiated, conducted, or concluded within the territorial
boundaries of the country shall unequivocally be considered a crime committed within the Republic
of Azerbaijan (10, Article 11). This legal doctrine, rooted in the principle of territoriality, forms the
bedrock of the nation's jurisdictional framework, empowering it to exercise its sovereign authority
over offenses occurring within its geographical borders. This provision embodies the concept that
for the country to assert territorial jurisdiction, it is not obligatory for the entire offense to occur
within the country. In other words, the application of territorial jurisdiction does not necessitate that
all elements of the crime transpire within the state's territory.
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This approach finds support in the Explanatory Report to the Convention on Cybercrime,
which elucidates that under the principle of territoriality, a party can assert territorial jurisdiction if
the computer system targeted is within its territory, even if the attacker is not physically present
within that territory. This principle applies not only when the attacker is targeting a computer sys-
tem and victim system both located within its territory but also when the attacker targets a system
within its territory from elsewhere (12, para. 233).

The location where a crime has an impact has long been recognized as one of the essential el-
ements of the offense within the criminal context (13). This critical aspect not only helps determine
the jurisdiction of the legal proceedings but also plays a pivotal role in shaping the legal and inves-
tigative processes associated with the alleged criminal activity. According to Ryngaert, international
law appears to have settled for the condition that either the criminal act itself or its repercussions
must occur within a state's territory for that state to legitimately exercise territorial jurisdiction (14,
p. 278). This principle is likewise evident in the Criminal Code, where it is specified that foreign
citizens and stateless individuals who have committed a crime outside the territorial boundaries of
the Republic of Azerbaijan against its citizens or interests can be subject to criminal liability within
Azerbaijan, particularly if these individuals have not previously been convicted for the same offense
in the foreign state (10, Article 12.2). This underscores the country's commitment to upholding
justice and safeguarding its interests beyond its borders. Hence, Azerbaijani law enforcement agen-
cies (LEASs) have the authority to issue indictments when the consequences or effects of a crime
occur within its territory, even if the actions and whereabouts of the perpetrator are beyond its bor-
ders. Nevertheless, enforcing this provision presents significant challenges and could potentially
lead to a complex scenario of concurrent jurisdiction. This dynamic underscore the need for precise
legal frameworks and international cooperation to effectively address cross-border criminal activi-
ties Furthermore, both national laws and the Convention on Cybercrime often overlook the com-
plexities of jurisdictional concurrency. Consequently, there is a pressing need for more straightfor-
ward and precise solutions to resolve existing ambiguities and intricacies in concurrent jurisdic-
tions. Addressing these issues is vital to ensure a more effective and streamlined response to cross-
border cybercrimes. Otherwise as articulated by Kohl, 'territorially centred criminal law is edging
closer to a tipping point, not because it is excessively intricate, but because it is equitable neither for
individuals nor for states' (15, p. 106).

The nationality of the perpetrator is broadly acknowledged as the second primary determinant
of jurisdiction in cybercrime cases, following territoriality (8, p. 24). This principle of nationality is
also explicitly included in the Convention, compelling Parties to assert jurisdiction when the act is
carried out 'by one of its nationals if the offense is punishable under criminal law where it was
committed, or if the offense occurs outside the territorial jurisdiction of any State’ (9, Article 22
(1)(d)).

Azerbaijan has a comparable clause, incorporating the prerequisites of dual criminality and
the 'ne bis in idem' principle within its legal framework (Ne bis in idem principle has been described
as a fundamental principle of law, which restricts the possibility of a defendant being prosecuted
repeatedly based on the same offence, act, or facts) (16). As outlined in Article 12 of the Criminal
Code, Azerbaijani citizens who commit a crime outside the nation's borders, along with stateless
individuals permanently residing within the country, are liable to face criminal prosecution under
the Criminal Code. This prosecution is contingent upon specific conditions: firstly, the act in ques-
tion must be recognized as a criminal offense both in the Azerbaijan Republic and in the state where
it was committed. Secondly, the individuals in question should not have been previously convicted
for the same offense in the foreign state. This provision demonstrates Azerbaijan's commitment to
ensuring that its citizens and residents are held accountable for their actions, even when those ac-
tions transpire beyond its territorial boundaries. It also underscores the significance of aligning the
legal standards of both the Republic of Azerbaijan and the foreign state where the crime occurred,
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thus upholding the principle of dual criminality. Moreover, the inclusion of the 'ne bis in idem' prin-
ciple reflects the nation's dedication to preventing double jeopardy, ensuring that individuals are not
subjected to multiple prosecutions for the same offense, both domestically and abroad.

In the realm of cybercrime, the principle of nationality assumes a somewhat diminished sig-
nificance compared to traditional crimes, primarily because cybercrime doesn't necessitate the phys-
ical presence of the perpetrator in another country to commit an offense abroad. Nevertheless,
Arnell contends that the principle of nationality should be considered on par with territoriality as a
fundamental basis for criminal jurisdiction, given the limitations of the existing territorial jurisdic-
tional framework. This is especially pertinent in an era where borders and territorial boundaries are
losing their once-central role in jurisdiction due to the increasing capacity of individuals to commit
crimes from remote locations (17, pp 955-962). Arnell's proposition highlights the need for legal
frameworks to adapt to this changing landscape by considering the principle of nationality as a key
determinant of jurisdiction in cybercrime cases. It recognizes that individuals, regardless of their
physical location, can inflict substantial harm and commit crimes against other states and their citi-
zens through digital means. Thus, emphasizing the principle of nationality in the context of cyber-
crime jurisdiction helps ensure that cybercriminals are not immune from prosecution solely due to
the intangible nature of their actions.

These factors appear to hold practical significance in underlining the importance of the na-
tionality principle, particularly from an enforcement standpoint. Simultaneously, it underscores the
collective interest of individuals in having an effective criminal law system in place, which eluci-
dates the state's normative authority to impose penalties. Inhabitants of a state may indeed feel a
sense of shock or dismay when a co-national commits a crime outside its borders. However, these
offenses do not invariably erode their confidence in the criminal justice system under which they
reside (18, p. 60-61). In essence, one could contend that unless the actions of its citizens abroad
directly impact the state's interests, the government may exhibit limited interest in intervening or
prosecuting such individuals. This reluctance could stem from a desire to sidestep the inconven-
ience, complexity, and substantial costs associated with mutual legal assistance that invariably ac-
company cross-border criminal cases. Consequently, Brenner posits a thought-provoking perspec-
tive in the context of cybercrime: that the perpetrator's nationality should be considered as a factor
that discourages, rather than encourages, the assertion of jurisdiction (19, 202). Brenner's argument
highlights the need for a balanced and pragmatic approach to jurisdiction in cybercrime cases.
While nationality can be a relevant factor, it should not be the sole determinant in asserting jurisdic-
tion. Rather, a more comprehensive assessment that considers the impact on the state's interests, the
severity of the offense, and the potential for international cooperation should guide jurisdictional
decisions. This approach ensures that nations can effectively address cybercrimes while minimizing
unnecessary impediments and complexities in the pursuit of justice across borders.

An examination of the two primary determinants of jurisdiction reveals that multiple countries
may assert jurisdiction over a specific cybercrime offense. It can be reasonably posited that within
the realm of cybercrime, jurisdictional conflicts are poised to escalate even more rapidly in the near
future. This escalation is propelled by the expansive nature of cyberspace and the architecture of the
internet, which has empowered states with the capacity to conduct extraterritorial investigations
and, consequently, assert jurisdiction over a broad spectrum of offenses.

Hence, there is a compelling need for the development of specific legislation in this domain,
notably absent in Azerbaijan's legal framework. Addressing this gap, Article 22 of the Convention
on Cybercrime presents a mechanism for consultation in cases of overlapping jurisdiction. Accord-
ing to the Convention, with the aim of enhancing the efficiency and fairness of legal proceedings,
when more than one Party asserts jurisdiction over an alleged offense, the concerned State Parties
are encouraged to engage in consultations to determine the most suitable jurisdiction for prosecu-
tion (9, Article 22). It is important to note that this consultation is not an absolute obligation but is
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expected to occur 'where appropriate,” allowing a Party the flexibility to postpone or decline consul-
tation if it believes it could hamper its ongoing investigations or proceedings (9, Article 22).

It is evident that the Convention does not offer specific criteria for resolving jurisdictional over-
laps in cybercrime cases, nor does it provide clear directives on the circumstances under which multi-
ple parties can or should assert jurisdiction over the same offender or offense (19, p. 197). In light of
this, there is a recognized need for a mechanism to prioritize jurisdictional claims, even though certain
traditional factors used for prioritization, such as the location of the crime, the perpetrator's custody,
the extent of harm, nationality, the strength of the case against the perpetrator, punishment considera-
tions, as well as considerations of fairness and convenience, appear to have diminished applicability
in the context of the Internet (7, p. 25).

The borderless nature of the digital realm and the unique characteristics of cybercrimes pose
significant challenges to the conventional principles governing jurisdiction. Consequently, the de-
velopment of innovative and adaptable criteria for prioritizing jurisdictional claims in cybercrime
cases is essential. Such criteria should align with the realities of the digital age, accounting for the
global reach of cybercrimes, the ability of perpetrators to operate remotely, and the interconnected-
ness of cyberspace.

This evolving landscape underscores the importance of international collaboration, legal har-
monization, and the establishment of clear guidelines for addressing jurisdictional challenges in
cybercrime. As nations grapple with these complexities, there is a growing recognition that tradi-
tional jurisdictional principles must be adapted to effectively combat cyber threats and uphold jus-
tice in the online environment.

3. Conclusion

The dynamic and ever-evolving landscape of cyberspace, marked by its borderless nature, has
provided a fertile breeding ground for complex jurisdictional challenges. As nations increasingly
wield their authority to investigate and prosecute cybercrimes that transcend their territorial bounda-
ries, conflicts over jurisdiction have become a pressing concern. These disputes are poised to esca-
late in intensity as the internet's global interconnectedness continues to erode traditional geograph-
ical boundaries. This evolution grants states the ability to assert jurisdiction over a broad spectrum
of cyber offenses committed by individuals situated virtually anywhere in the world.

In response to these challenges, there is a growing recognition of the need to establish innova-
tive and adaptable criteria for prioritizing jurisdictional claims in cybercrime cases. These criteria
should align with the realities of the digital age, acknowledging the global reach of cybercrimes, the
capacity of perpetrators to operate remotely, and the inherent interconnectedness of the digital
realm.

Within this context, the imperative for robust international cooperation, the development of
clear legal frameworks, and the establishment of shared standards for addressing jurisdictional is-
sues in cyberspace becomes paramount. These measures are indispensable for promoting collabora-
tion among nations, mitigating conflicts, and ensuring that cybercriminals do not exploit jurisdic-
tional ambiguities to evade accountability on the global stage. The proactive pursuit of these initia-
tives is essential to uphold the rule of law and combat cyber threats effectively in this rapidly evolv-
ing landscape.
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Azarbaycan Kibertahlikasizlik Taskilatlar: Assosiasiyasinin sadri,
hiquq tzra falsafa doktoru

KiBERCINAYOTKARLIGA QARSI MUBARIZODO
YURISDIKSiYA PROBLEMLORININ TOHLILI

Kibercinayatlorin qlobal saviyyada siiratlo artmasi hiiquq miihafiza orqanlart va hiiquq
sistemlari qarsisinda bir sira miihiim ¢atinliklorin yaranmast ila naticalonmisdir. Bu moaqgala
transmilli cinayatlorin daha genis kontekstinds kibercinayatkarligin yaratdigr unikal dinamikaya
isig salmaqla kibercinayatkarliq cinayatlori ilo bagl miirakkab yurisdiksiya masalalorini arasdirir.
Transmilli cinayatkarligin digar formalarindan forqli olan kibercinayatlorin bir sira oziinomaxsus
xtisusiyyatlora malik olmasi, xiisusila da fiziki sarhadlorlo mahdudlasmamasi va zoruri siibutlarin
alds olunmasi ila bagh yaratdigi ¢atinliklor bu cinayatlorlo miibarizada beynalxalq amakdaslhigr va
qarsiya ¢ixan yurisdiksiya masalalorini bir az da miirakkablasdirmisdir. Magalada kibercinayatlorla
miibarizada miixtalif hiiquq miihafizo organlart arasinda ham milli, hom da beynalxalg saviyyada
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amakdashgin, o ciimladan zoruri malumat miibadilonin hayata kegirilmasinin énami geyd olunur.
Kritik malumatlarin va kasfiyyatin miibadilasi bu amakdasliq sayinin morkazidir. Eyni zamanda,
kibercinayatkarligla effektiv vo samoarali miibarizonin tamin edilmasi magsadila doviatlar tarafindan
miirakkab  yurisdiksiya  problemlorinin  hall  edilmasinin  zoruriliyi  digqato  ¢atdwrilir.
Kibercinayatkarlarin sarhadlori asaraq cazasiz faaliyyat gostora bildiyi bir diinyada yurisdiksiya ilo
bagl dilemmalarin halli getdikca kritik hala galdi va bu, yurisdiksiyaya paralel va ya raqabat
aparan iddialarin ¢oxalmasina sabab oldu. Bu moagals kibercinayatkarliq kontekstindo bu
yurisdiksiya incaliklorinin hartorafli tahlilino xidmat edir va bu inkisaf edon tahliiko qarsisinda
global amakdashgin aktualligint vurgulayr.

Acar sozlor: kibercinayat, yurisdiksiya, beynalxalq amakdaslq, arazi prinsipi, vatondashq
prinsipi.
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IIpencenaresp Accoumanum opraHusannii kudepoezonacHocTu Azepoaikana,
AOKTOP (puiiocopuu no npaBy

AHAJIU3 ITPOBJIEM OPUCAUKIINU B BOPLBE ITPOTUB KUBEPIIPECTYIIHOCTH

Bvicmpulii pocm kubepnpecmynnocmu Ha 2100aibHOM YPOGHE NPUBEN K BO3HUKHOBEHUIO PsOa
cepb-e3HbIX npoobrem OJisl NPABOOXPAHUMENbHBIX OP2AHO8 U NPABosvblx cucmem. B smoiti cmamuve
UCCEOYIOMCSL CLOJHCHBIE IOPUCOUKYUOHHBIE BONPOCHL, CEA3AHHbIE C KUOEPNPeCmyNieHUsIMU, U NPo-
JUBAEeMcsl c6em HA YHUKANbHYIO OUHAMUKY, KOMOPYIO KUbepnpecmynHocms RpusHocum & 6olee
WUPOKULL KOHMEKCM MPAHCHAYUOHALHBIX NPecmynieHull. Xoms paziuyHvle Gopmvl MPaHCHAYUO-
HAIbHOU NPecmynHou 0esimeIbHOCIU 8 NPOULTOM MPeb08aAlU MeNCOYHAPOOHO20 COMPYOHUYECMEd,
OMAUYUMETbHbIE XAPAKMEPUCTIUKYU KUOEPNPECMYNHOCIU, 8 MOM YUCle ee De3ePAHUYHbLIL XapaK-
mep u paccesuue 00KA3amenbCme u cyObeKmos no ecemy mMupy, ewje Ooavblue YCI0HCHUIU IOPUC-
OUKYUOHHYI0 cpedy. B cmamve ommeuaemcs eaxc-Hocms compyOHUYECMBA MeHCOY PA3TIUYHbIMU
nPAoOXPAHUMENbHLIMU OP2AHAMU HA HAYUOHANLHOM U MEeHCOYHAPOOHOM YPOBHE, 8KII0UASL 0OMEH
Heobxo0umotl uHgopmayueti 8 bopvoe ¢ Kubepnpecmynno-cmoio. OOMeH KpUMuUYecku 8aNCHbIMU
OAHHBIMU U PA36€00AHHBIMU 3AHUMAEM YEHMPATbHOE MeCMO 8 IMUX coemecmubix ycunuax. Omme-
yaemcs, umo 0151 obecneyerus dPpexmusHol u OelicmeeHHol 60pbObL ¢ KUOEepNnpecmynHoCmvio
20¢yoapcmeam HeoOXo00UMO pelums CIOAHCHbLE I0PUCOUKYUOHHBIE npobaembl. B mupe, 20e kubep-
NPeCMYNHUKU MO2Yym Oelicmeosams Oe3HAKA3AHHO 3a pYOedtcoM, peuleHue IpUcOUKYUOH-HbIX OU-
JleMM CMAaHO8UMCs 6ce bojiee 8AXNCHLIM, YMO NPUBOOUM K YBEIUYEHUIO KOAULeCMBA 0OHOBPEeMEH-
HbIX U KOHKYPUPVIOWUX NPEemeH3Ull Ha Ipucoukyuio. dma cmamss npeocmasisem coooll ece-
CMOPOHHUL AHANU3 DMUX IOPUCOUKYUOHHBIX CILONCHOCMEU 6 KOHmeKcme Kubepnpecmynnocmiu,
noouepkusas be3-omiazamerbHOCms 2100A1bHO20 COMPYOHUYECBA nepeo TULOM.

Knrwoueewie cnosa: xubepnpecmynienue, 10pUcOUKYUs, MedcOyHapooHoe coOmpyoHUuecmaso,
MePPUMOPUATLHBLI NPUHYUN, NPUHYUN SPAACOAHCIEA.
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