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PRIVACY IN THE AGE OF ARTIFICIAL INTELLIGENCE

GULKHANIM SURKHAYLI!

Abstract

Artificial intelligence is now ubiquitous. The use of artificial intelligence can both benefit society
and violate human rights. These technologies collect, analyze, and sometimes transmit large amounts
of personal data. This data predicts human behavior in advance. Some programs, such as spam filters
or online shopping offers, may seem harmless, but others can have more significant effects and
potentially pose threats to our privacy. Extensive government surveillance of citizens and outsiders
infringes on privacy. Giant search engines, social media networks, and e-commerce businesses have
adopted a business model that routinely and seriously abuses personal information. In recent years,
this trend has developed further. Authorities and civil society need to understand the consequences,
dangers and promises of artificial intelligence. In this article, we have explored artificial narrow
intelligence and its impact on human rights, particularly the right to privacy. The legal nature of
artificial intelligence and its potential impact on the right to privacy is the subject of this article. The
subject of this article is the rapid development of artificial intelligence today and the reconciliation of
conflicts that arise in the implementation of human rights through the application of artificial
intelligence. First, we illuminate the discussion by providing basic technical definitions, then we
examine the main directions of the impact of artificial intelligence on the right to privacy, and
describe the current challenges. All this is done to better understand the results of artificial
intelligence. Finally, we offer some initial offers for legal solutions that can be pursued by civil society
organizations and other stakeholders engaged in Al campaign activities. We support the development
and use of artificial intelligence in accordance with human rights norms and legal requirements in the
relevant fields. We first offer a review of the impact of these developments on people's right to privacy,
as well as map the regulatory framework and outline the roles and responsibilities of the various
actors in the sector. Based on what is said in this article, we believe that it is important to do more
research and focus on the impact of artificial intelligence on human rights. Furthermore, at this point,
we call on governments to take the following measures: there are various human rights issues that
arise with the many applications and types of artificial intelligence. Existing laws should be reviewed
and, if necessary, updated to eliminate the effects of risks to human rights, particularly the right to
privacy. The creation, use, study and improvement of artificial intelligence should be subject to
minimum criteria such as respect for international human rights standards and its preservation. To
understand the multitude of scenarios in which Al will affect human rights, it is important to collect
and highlight examples of Al's impact. Another approach could be to include transparent and
explainable Al algorithms to the design of Al systems so that individuals understand how their data is
being used and can exercise their privacy rights. Ultimately, the key to resolving the conflict between
the demands of the times and the right to privacy in the age of artificial intelligence is to strike a
balance between the two values, recognizing that they are both important and necessary for a healthy,
progressive society. We hope to contribute to such an understanding by publishing this article.

Keywords: artificial intelligence, machine learning, right to privacy, data protection, privacy,
non-discrimination, transparency, accountability.

I. Introduction
The capability of artificial intelligence (Al) to recognize patterns and progressively "derive the
intimate from the available" gives rise to a number of concerns regarding privacy in the context of Al
[21]. Processing massive quantities of data is required for the capacity to function properly.
The right to privacy can be impacted in a variety of ways depending on the implementation or
utilization of Al, including the following:
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» Sensors that produce and gather immense quantities of data with no awareness or permission of
the individuals in their neighbourhood are frequently included in artificial intelligence-powered
commercial products and self-driving technologies;

» Al techniques are currently applied to profile individuals with the help of population-scale
data;

» Al techniques are being deployed to recognize individuals who want to stay unidentified. Al
instruments are getting utilized to deduce and produce sensitive information about humans relying on
their insensitive data;

» Al techniques are being used to arrive at subsequent choices employing such data, a certain
number of which significantly impact the lives of individuals; and furthermore.

Investigating an impact of these innovative intrusions into privacy is important for the following
reasons: privacy is essential to the use of a wide variety of human rights, including the freedom of
expression and the freedom of association; privacy is also essential to the exercise of personal
autonomy and freedom of choice [30]; and privacy is essential to the exercise of larger societal norms [22].

I1. Utilization of the Al technologies

Products for consumers, such as smart house devices, networked vehicles, and mobile
applications, are frequently designed with exploiting data in mind. This includes the use of consumer
information. Consumers are frequently confronted with an instructional imbalance regarding the nature
and quantity of the data that is generated, processed, or shared by the products, networks, and sites that
they use. It is becoming more and more crucial to educate people in general about the manipulation of
personal data as we continue to introduce more intelligent and networked gadgets into our residences,
places of employment, public areas, and even our own bodies.

Identification and tracking applications based on artificial intelligence may be employed to
recognize persons within multiple platforms, in their residences, at their places of employment,
and outdoors. This makes it possible for people to be tracked. For instance, even though personal data
is typically anonymized within databases, Al might be used to de-anonymize this data, calling into
question the differentiation between private and not private data, that forms the foundation of the
present data privacy legislation [10]. Individuals can be monitored and recognized in additional ways,
including through the use of technology that recognizes their faces [4]. It also has a possibility of
altering people's expectations regarding their ability to remain anonymous while in public spaces.

Even more impressive, machine learning algorithms are able to recognize approximately 69% of
the demonstrators who were covering their features with hats and headscarves [7]. In the setting of
law enforcement, recognition of facial features can give officers the ability to recognize individuals
without the need for probable reason, reasonable doubt, or any additional formal criteria that would
otherwise be necessary for law enforcement to acquire identity using conventional means. This can be
a significant benefit to law enforcement.

Extremely private information might be inferred or forecasted employing machine learning
techniques, and this can be done via non-sensitive types of data as input. Typing patterns on the
keyboard of a computer may be used to infer a person's mental condition, including their confidence
level, level of anxiousness, level of melancholy, and level of fatigue [3]. When seemingly unconnected
data, such as activity records, phone parameters, location data, or social network likes, are used to
make inferences about private data that is sensitive, such as information about an individual's medical
condition, sexual orientation, ethnic background, or views on politics, this practice is known as
profiling, and it may end up in serious threats to privacy as well as discrimination.

Everyone and every group are profiled in order to divide, score, categorize, evaluate, and
position them. Applications powered by Al utilize data to automatically divide, score, categorize,
evaluate, and place people, regularly with no permission or knowledge, and usually without having the
ability to dispute the results or effectiveness of those procedures. For example, in 2016, IBM
advocated the application of Al to differentiate between "authentic™ immigrants and other kinds of
migration [18]. In addition, machine learning is playing an increasingly important part in ranking
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systems, which are used to determine eligibility for various benefits, such as credit, jobs, housing, and
welfare services.

Systems with artificial intelligence might be employed to formulate or influence conclusions
regarding individuals or their surroundings, theoretically according to classification. These decisions
can be made about individuals or their surroundings as well. Major issues concerning privacy,
autonomy, and the morality associated with these modifications are raised when considering a setting
that is aware of the user's interests and can adjust itself accordingly to the assumed areas of interest. As
we progress towards networked places like smart towns or augmented and virtual reality,
personalization, not only in terms of information, but additionally of our understanding of the world,
will develop into a more and more essential aspect of how we live [19].

The manner in which the word “Al” is used in regulation and policy conversations to mean a
wide variety of programs, applications, and techniques makes it more difficult to have fruitful
discussions about Al policy and concerns regarding privacy. When artificial intelligence (Al) is
brought up in an extensive sense, there is an inclination for people to presume that the technology at
hand presents issues that are so fundamentally novel that none of the currently current regulations,
laws, or standards are adequate or suitable. This is because there is an inclination for Al to be
considered in such a general manner. The “other side” of this debate is to call for the governance of
technological innovation in and of itself, independent of how or where it is implemented.

In order to avoid falling for any of these falsehoods, it is necessary to investigate the ways in
which previously established ideologies, such as laws concerning human rights, data protection,
industry privacy laws, and scientific ethics, are connected to the various uses and techniques of
artificial intelligence.

In the following paragraphs, we will describe how multiple of these established structures can
be applied, as well as the areas in which they are lacking. In addition, we will talk about a variety of
Al-specific efforts that are explicitly focused on protecting the confidentiality of users. Some of these
efforts are specialized, while others tend to be more broad.

The most basic right to privacy is recognized by the legislation governing international human
rights. As an example, Article 12 of the Universal Declaration of Human Rights (UDHR) declares that:
“No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence
.... Everyone has the right to the protection of the law against such interference or attacks” [6].

Any violation of a person's right to privacy is not only required to be in compliance with
legislation [26], but it additionally needs to be essential and in the appropriate amount. This is a
requirement under international law governing human rights [27]. To the degree that states create or
employ Al in a way that violates the right to privacy, those actions need to be submitted to the three-
part test of legitimacy, necessity, and proportionality. This scrutiny is required whenever governments
build or utilize Al in a way that violates the right to privacy.

Advocates and officials who use the international system of human rights are gradually
recognizing and acknowledging the effect that novel types of data processing have on basic freedoms,
which include the right to privacy. One of these rights is the right to data portability, which allows
individuals to move their data from one location to another. Concerning profiling, for example, which
could include making use of artificial intelligence (Al) tools to derive, deduce, or forecast information
about people for the aim of assessing or evaluating certain factors about them, the United Nations
Human Rights Council pointed out with worries in March 2017 that “automatic processing of personal
data for individual profiling may lead to discrimination or decisions that otherwise have the potential
to affect the enjoyment of human rights, including the right to privacy”. This statement was made in
reference to the fact that “automatic processing of personal data for individual profiling” [28].

In addition, worldwide human rights organizations have been making progress toward the
recognition of the right to anonymity within the context of the rights to privacy, as well as freedom of
thought and expression. It has repercussions for the artificial intelligence that is utilized to recognize
people on the net, in their residences, and in public areas. For example, the UN Special Rapporteur on
Freedom of Expression has frequently recognized this connection and emphasized that governmental
intervention with confidentiality ought to be exposed to the three-part test of legitimacy, necessity, and
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proportionality, just like all other interventions to these liberties. In addition, the UN Special
Rapporteur on Freedom of Expression has made it clear that this test must be applied to any additional
intervention with those rights [17].

When it comes to the research, development, and implementation of artificial intelligence, data
protection frameworks come into play to the degree that personal data (as specified by the
frameworks) becomes involved [29]. As a result, data protection frameworks currently restrict how
artificial intelligence (Al) tools can process personal data, even though there is no specific reference to
Al in these frameworks. The regulatory structures that are in place in different parts of the world may
differ from one another, but they all share the goal of safeguarding the personal information of
individuals and the recognition that such safeguards are an essential component of the individual's
constitutionally protected right to privacy.

The EU General Data Protection Regulation (GDPR), which became effective on May 25, 2018,
necessitates a valid reason for processing data. In addition to the fundamental values of equality,
accountability, and transparency, the GDPR also encompasses the basic principles of purpose
restriction and data minimization [7]. These fundamental principles are significant for the expansion,
use, and utilization of artificial intelligence (Al) systems.

In addition, the GDPR places restrictions on the application of automated decision-making in
specific contexts and mandates that individuals receive information regarding the occurrence of
automated decision-making, the reasoning involved, as well as the importance and anticipated
repercussions of the processing for the person in question. This information must be supplied to the
person [7]. When it comes to matters that are legally or otherwise significantly impactful, the law
imposes a blanket restriction on decisions that are made exclusively by automatic means, with a few
limited exclusions®.

In particular, the General Data Protection Regulation (GDPR) describes profiling as a method of
using automatic methods to analyze or make projections about people [7]. This description
acknowledges that personal data can be generated by machine learning applications and other types of
monitoring in addition to the traditional methods [7].

In conclusion, the General Data Protection Regulation (GDPR) includes a wide variety of
requirements that promote the development of less privacy-invasive technologies. Some of these rules
possess implications for artificial intelligence. The goal of the requirement that data protection be built
in from the start and be the default setting is to include privacy safeguards into the process of
designing how data is processed [20].

Data Privacy Impact Assessments (DPIA), which are instruments that organizations use to cope
with risks related to privacy, become obligatory for numerous privacy-invasive Al and machine
learning programs that come under the purview of data protection law and come with significant
expected risks, such as the processing of sensitive data. These programs fall into the category of falling
under the purview of data protection law and come with serious predicted risks.

Data protection serves an essential function in protecting the right to privacy?, but it is unable to
tackle all of the privacy threats that emerge from the various implementations and deployments of
artificial intelligence (Al). The scope of data protection is restricted to the preservation of information
that pertains to an individual who can be recognized or located (even indirectly). This does not cover
the privacy of organizations or other invasions of privacy which may not involve personal data.
Likewise, this does not cover other types of privacy violations [16].

Although regulations such as those in the GDPR dealing with automated decision-making and
profiling are extremely important, they can only have an impact on a limited number of applications of
Al in automated decision-making [4] or profiling [13]. Furthermore, data protection frameworks often
contain exclusions for national security, which restricts rights and protections in essential privacy-

Article 22 of GDPR only applies to decisions "based solely on automated processing, including profiling, which produces
legal effects concerning him or her or similarly significantly affects him or her".
2In 2011, the U.N. Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression
issued a report similarly noting that ‘the protection of personal data represents a special form of respect for the right to
privacy.” U.N. Doc. A/HRC/17/27, 9 58 (May 16, 2011).
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invasive uses of Al, such as governmental eavesdropping. This is the case because national security is
a legitimate concern.

In nations that have data protection structures, industry privacy regulations serve as a
complementary layer of safeguarding personal information. The European Union's (EU) suggested
ePrivacy Regulation, for example, addresses the privacy and confidentiality of communications and, as
such, has consequences for powered by Al commercial goods such as digital companions. This
regulation encompasses the privacy and confidentiality of communications. A person has the right,
under French administrative law, to be given a justification for any administrative judgments that were
made about them using a computer algorithm [12]. The clause pertains solely to administrative
decisions, despite the fact that it is more general and thorough than the provisions on automatic
decision-making in the GDPR.

Sectoral privacy legislation also plays an essential part in countries that do not have a universal
data protection structure, such as the USA. In this country, all implementations of artificial intelligence
are required to conform to established laws, such as the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) [14]. The city of New York has introduced a law that will create
a committee to investigate the city's "automated decision systems" with the objective to render them
better and more accessible for examination. The goal of this endeavor is to render the processes more
transparent. This will extend to computerized algorithms that direct the distribution of resources such
as public housing as well as food stamps. Other instances of such resources include police personnel
and firehouses.

The application of sectoral legislation may additionally have an essential part of dealing with
further context and domain particular problems posed by Al, such as those posed by driverless
vehicles, for example. On the other hand, not all of the present privacy legislation in different
industries are capable of effectively shielding individuals from the novel privacy risks presented by Al
applications. Plenty of alternate credit-assessment instruments, such as those that depend on machine
learning techniques for scoring, for example, have been successfully able to escape inclusion under the
United States Fair Credit Reporting Act [15].

Artificial intelligence has the potential to make industry regulatory data less efficient. As an
example, even strict regulation of healthcare records generally fails to tackle the reality that internet
histories or credit card data can be used to deduce, assume, or forecast medical information. This is
because these types of data are not considered health data.

Ethical guidelines for artificial intelligence are presently being developed by industry
organizations, standards groups, and government agencies; some of these guidelines are specific, while
others are more general.

For example, the Global Initiative on Ethics of Autonomous and Intelligent Systems of the IEEE
has devoted a portion to the topic of privacy that is titled “Personal Data and Individual Access
Control in Ethically Aligned Design”. This section focuses on the ethical considerations related to the
collection and use of personal information.

One example of a sector-specific ethic code that includes a particular principle on the privacy of
data is the German Ethics Code for Automated and Connected Driving, which seeks to resolve the
conflict between data-driven business models and user restrictions on their freedom and control over
their personal information [5].

There are numerous ethical issues that are specific to Al or its application in a specific discipline
or setting; however, some of these obstacles are not always exclusive to Al. For example, there is a
wealth of published material on business and human rights [30], in addition to the moral implications
of big data research [10], a few of which may be instructive with regard to the potential dangers that
Al poses to individuals' privacy. It is essential to emphasize that the global framework for human
rights is applicable to non-state applications of artificial intelligence as well [9].

Distinct ethical and legislative privacy concerns are raised by various forms of artificial
intelligence (Al) and their respective spheres of application. For example, the application of machine
learning to recognize “terrorist” suspects presents a distinct set of privacy difficulties compared to the
processing of data collected by driverless vehicles. This absence of definitional precision presents a
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challenge, as different kinds of Al and various application sectors bring up unique ethical and
regulation concerns.

People are typically incapable of fully understanding what types of data and the amount of data
their electronics, systems, and platforms produce, analyze, or exchange with one another. When more
and more intelligent and networked gadgets are introduced into people's residences, places of
employment, public spaces, and even their bodies, the desire to educate people regarding the
manipulation of their personal data becomes a growing concern. The use of artificial intelligence (Al)
for purposes such as monitoring, or following, and recognizing individuals across machines as well as
in public locations, exacerbates this imbalance in the current environment.

Some implementations of artificial intelligence can be obscure to people, authorities, or even the
programmers of the system themselves, rendering it hard to question or investigate results. This can
make it challenging to dispute or investigate outcomes. In this regard, it is crucial to differentiate
among the following types of opacity: (1) opacity that is deliberate business or state secrecy; (2)
opacity due to technical lack of education; and (3) opacity resulting from the features of machine
learning methods and the scale necessary for using them usefully. In this setting, it is essential to
differentiate between all sources of opacity [8]. Even though there are technological options to
improve the comprehension or transparency of certain systems to benefit various stakeholders [1], an
important obstacle remains in situations in which this is not feasible and in which adverse effects can
be either critical to safety or human rights critical.

Recognition, classification, and automatic decision-making that are powered by Al can result in
consequences that are unjust, discriminating, or prejudiced. This may be the case due to
inconsistencies or biases in the data collected [23]. It is possible to incorrectly categorize, incorrectly
identify, or pass unfavorable judgment on people, and these types of mistakes or prejudices may
disproportionately impact certain categories of people. Precise projections may shed light on
vulnerable characteristics that can be used to differentiate between individuals. On the contrary,
incorrect data or data that has been systematically skewed in a certain direction can be fed into
profiles, which may result in conclusions that are prejudiced or discriminating.

Certain applications of artificial intelligence, especially the use of machine learning, muddle the
distinction between private and nonpersonal data (or P1I (personally identifiable information) and non-
personally identifiable information (non-Pll) in the United States), which forms the basis upon which
data protection and privacy laws are organized all over the world. Re-recognizing and de-
anonymization are two of the terms that fall under this category. Data that is originally not personally
identifiable (also known as non-PIl or publicly available information) can transform into personally
identifiable information (also known as PII) in a different setting or at a different moment in a period
of time, which presents a unique risk for industry legislation. A comparable difficulty pertains to
confidential personal info. The use of machine learning for profiling can deduce, assume, or forecast
sensitive data out of non-sensitive data, which may compromise additional protections for private data
that is sensitive.

We are in favor of the advancement and use of Al so long as it is done so in accordance with
human rights norms and legal requirements in the relevant domains. Policy and technological solutions
in this field need to satisfy the suggestions that were laid forth in this paper as artificial intelligence
systems become progressively incorporated into a greater number of important social activities.

I11. Conclusion

We have offered a preliminary review of the effects that these advancements have on people's
rights to privacy, as well as mapped the regulatory framework and outlined the roles, obligations, and
obligations that are owed by different participants in the sector. In addition to this summary, we hope
that this work will give a concrete start toward developing strong civil society structures for activity
and advocacy. We want to make certain that the organizations who are utilizing, developing, and
managing Al are deemed responsible and respect international human rights standards, therefore we wrote
this paper.
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According to what is said in this article, we are of the opinion that it is essential to do more
research on and keep an eye on the effect that Al has on human rights. Yet, at this juncture, we urge
governments to take the following actions:

Examine whether or not the present structures and regulations are adequate: There are a variety
of ethical and regulatory human rights concerns that are raised by the many applications and varieties
of artificial intelligence (Al). Current laws need to be reexamined, and if required, updated, to address
the implications of emerging and novel risks to privacy and freedom of speech. This is important to guarantee
that these laws continue to protect persons from the dangers presented by artificial intelligence (Al).

In addition, we make the following requests of states and businesses:

The creation, utilization, study, and advancement of Al ought to be subjected to the minimal
criterion of respecting, encouraging, and safeguarding international human rights standards. This has
to be done in order to guarantee the preservation of international human rights standards. This ought to
involve establishing knowledge of what defines Al human rights critical systems and making sure that
laws and regulations, codes of conduct, ethical codes, and self-regulating and technological
requirements meet the criteria established by international human rights. In addition, this ought to
involve developing an awareness of what makes up “Al human rights essential systems”.

Ensure accountability and transparency: Corporate, technical, and government entities must
make space for worthwhile multi-stakeholder engagement, including players from civil society, in
establishing technical standards, rules, and industry guidelines for artificial intelligence (Al) systems,
as well as technology policy and industry standards, in order to guarantee open procedures and
legitimate results. Particularly, voluntary structures need to be complemented with stringent
accountability and monitoring systems in order to be effective.

In addition, we urge members of civil society to:

Continue your efforts to guarantee that any potential negative impacts on basic rights, such as
the freedom of speech and privacy, are mitigated to the greatest extent possible. In order to do this, a
comprehensive knowledge of the technology, the parties responsible for its development, and the
environment where it is used is required.

Collect and bring attention to the research of “human rights critical” cases. Al: It is essential to
gather and emphasize case studies that show the influence of Al in order to have a comprehension of
the multiplicity of scenarios in which Al is going to have an effect on human rights. These case studies
must include illustrations from different countries all around the world.

It is necessary to emphasize the necessity to construct knowledge-exchange initiatives and allow
cooperative strategy formulation across different civil society organizations. In addition, it is crucial to
foster expertise alliances and networks within civil society. Up to this point, academic institutions and
private businesses have been in the vanguard of efforts to advance the discussion around the
implications of Al for society. It is essential to amplify the voices of people engaged with technology
in the public interest, despite the fact that actors from civil society serve an essential role in these
discussions.
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hom da insan hiiquglarimi poza bilor. Bu texnologiyalar boylk hacmda soxsi malumatlari toplayrr,
tohlil edir vo bazon da oOturir. Bu malumatlar insan davramsin awoalcadon prognozlasdirr. Spam
filtrlori vo ya onlayn alig-veris takliflari Kimi bazi programlar zararsiz goriina bilar, lakin digarlari
daha ahamiyyatli tasirlara malik ola va potensial olaraq soxsi toxunulmazligimiza tohlikalor yarada
bilor. HOkumatin vatondaslara vo Konar soxslora garsi genis monitoringi  saxsi  hayatin
toxunulmazhigina xalal gatirir. Nohong axtaris sistemlori, sosial sabakolor va e-ticarat faaliyyatini
hoyata keciran muassisalor saxsi malumatlardan istehlakgilar iiciin askar olmayan sakilda mintazam
Vo ciddi sokilda sui-istifada edan biznes modelini manimsamisior. Son illar bu tendensiya daha da
inkisaf etmigdir. Hakimiyyat organlart va Vatondas camiyyati suni intellektin naticalarini, tahlikalarini
va vadlarini dork etmalidirlar. Bu maqalada siini dar intellekti, onun insan hiiquqlarina, xiisusan do
soxsi toxunulmazliq hiiququna tasirini aragdirdiq. Siini intellektin hiiquqi tobiati Vo onun soxsi
toxunulmazhq hiiququna taSir etma ehtimali bu magalanin obyektidir. Bu magalanin mévzusu bu gin
stni intellektin sliratli inkisafi va onun totbiqi ilo insan hiiquglarimin hayata kecirilmasinda ortaya
cixan miinaqisalorin uzlasdirilmasidir. Ovvalca asas texniki toriflori toqdim etmoklo mizakirani
isiqlandririg, sonra siini intellektin soxsi toxunulmazlq hiiququna tasirinin 2sas istigamatlorini
aragdirir, méveud problemlari tosvir edirik. Batun bunlar stini intellektin naticalorini daha yaxst basa
diismak Ugln edilir. Sonda biz vatondas camiyyati toskilatlar: va siini intellekt kampaniyasi faaliyyati
ilo masgul olan digor maraqh taraflar torafindan izlanilo bilan hiqugi hallar Ggln bazi ilkin tovsiyalar
toklif edirik. Muvafiq sahalorda insan hiiquglart normalarina va qanuni taloblora uygun olaraq siini
intellektin inkisafi va istifadasinin torafdaryng. Biz, ilk 6nca, bu iralilayisiorin insanlarin gsaxsi
toxunulmazhq hiiqguquna tasirinin nazardan kecirilmasini toklif etmisik, hamginin tanzimlayici bazanin
Xaritasini tortib edib sektorun muxtalif istirak¢ilarimin iizarina diison rollari, 6hdaliklaori tasvir etmigik.
Bu yazida deyilonlara 2sason, biz hesab edirik ki, siini intellektin insan hiiquglarina tasiri ilo bagh
daha ¢ox arasdirma aparmaq vo ona diqgat yetirmok vacibdir. Bundan oalava, bu magamda
hokumatlori asagidak: tadbirlari gormaya ¢agiririg: Siini intellektin ¢oxsayl tatbiglari va novlari ila
ortaya ¢ixan miixtalif insan hiiquglart problemlori var. Mévcud ganunlar yenidan nazardan kegirilmali
Va tolab olunarsa, insan hiiquglarina, xiisusan saxsi toxunulmazliq hiiququna qarsi yaranan risklorin
tosirlorini aradan qaldimag ticun yenilanmalidir. Siini intellektin yaradilmasi, istifadasi, 6yranilmasi
va tokmillogdirilmasi beynalxalq insan hiiquglart standartlarima hormoat, onun qorunub saxlanmasi
kimi minimal meyarlara tabe olmalidir. Siini intellektin insan hiiquqlarina tasir edacayi ssenarilarinin
coxlugunu basa diismak Ugln suni intellektin tasirini gostaran numunalori toplamaq vaonlar:
vurgulamagq vacibdir. Basqa bir yanasma, suni intellekt sistemlarinin dizaynina, soxsi toxunulmazlig
hiiququnun qorunmasina tagviq edon saffaf va izah edila bilon slni intellekt alqgoritmlari daxil edila
bilor ki, fordlor 6z malumatlarindan neca istifada edildiyini basa diigsiinlor Vo saxsi toxunulmaziig
hiiquglarint hayata kegira bilsinlor. Nohayat, stni intellekt dovrinda dovrin talablari ilo saxsi
toxunu/mazhq hiiququ arasindaki miinagisanin hallinin acari iki dayar arasinda tarazligr saxlamag,
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onlarin saglam iralilayan comiyyat ticlin ham vacib, ham da zoruri oldugunu dark etmakdir. Umid
edirik ki, bu maqalanin nasri ilo bela bir anlayisa téhfa veracayik.

Acar sozlar: siini intellekt, masin OyranMoasi, saxsi toxunulmazliq hiiququ, malumatlarin
qorunmasi, ayri-se¢kiliyin olmamasi, saffafliq, hesabatliliq.

KOHOUIEHIIMAJIBHOCTD B 2ITIOXY HCKYCCTBEHHOI'O UHTEJIJIEKTA

I'VJIbXAHBIM CYPXAMIJIN*

Pe3rome

Hckyccmeennviti unmennekm (MH) ceuuac pacnpocmpanén noscemecmuo. Hcnonvsosanue
UCKYCCMBEHHO20 UHMEIEKMA MOJCEN KAK NPUHeCmu NOab3y 00wecmey, max u Hapyuwums npasa
yenosekda. Dmu MmexHoio2Uuu cooOuparm, aHamuupylom, a uno2oa u nepedaiom Oonavuiue 00bEMbL
NEePCOHANLHBIX OAHHLIX. Dmu OaHHble 3apaHee NPedCcKasvléaiom nosedeHue udeinoseka. Hexomopule
npocpammvl, maxkue KaKk cnam-@uibmpuvl Uiy OHLAUH-MA2A3UHbI, MO2YM NOKA3AMbCsA 0e300UOHbIMU,
HO Opyeue mo2ym umems 0ojiee cepbesHble NOCAe0CMEUs U NOMEHYUATbHO NPeOCmasisams Yepo3y
Hawell  kouguoenyuarohocmu. OOWUPHAS  20CYOAPCMBEHHAS  CNeJNHCKA 34 2pajicoaHamu U
NOCMOPOHHUMU HAPYUlaem KOH@PUOEHYUArbHocmy. | ueanmekue nouckosvle cucmemvl, COYUAIbHbLE
cemu u nNpeonpusmus 31eKMpPOHHOU KOMMEPYUU NPUHALU OUZHEC-MOOelb, KOMOpas pecyispHO U
cepbe3Ho 3noynompebiiem IuuHoOU uHgopmayuell. B nociednue 200vl 3ma meHOeHyus NOLyYuId
JdanvHetiuee pazeumue. Bracmu u epascoanckoe 00wWecmeo OONHNCHbL HNOHUMAMb NOCAeOCMBUSL.,
OnacHocmu U NepPCneKmusbl  UCKYCCMBEHHO20 UHmellekma. B smotl cmamve Mmvl  usyyuiu
UCKYCCMBEHHbINl  Y3KULL UHMENIeKm U e20 6GIUsAHUe HA Npaea YelogeKkd, O0COOEHHO Npaso Ha
HeNpUKOCHOBEHHOCMb YacmHoU dcusnu. Ilpasosas npupooda uUcKycCmeeHHO20 UHMENIeKmAa U €20
NOMeEHYUAIbHOe IUAHUE HA NPABO HA HENPUKOCHOBEHHOCMb YACMHOU HCUSHU AGTAIOMC NPEOMEMoM
Oannoti  cmamou. I[lpeOmemom  OamHOU — cmamvu  AGIAEMCA  CHMPEMUMENIbHOE  PA36UMUE
UCKYCCMBEHHO20 UHMENIEKMA Ce200Hs U  ype2yluposanue KOHMIUKMOS, BO3HUKAIOWUX NpU
peanuzayuu npas 4eno8exd, nocpeocmeom NpUMeHeHUs UCKyccmeeHno2o unmeniekma. Chauana mol
oceewjaem OUCKYCCUIO, Npedocmasnss 0a3oevle MmexHuyecKue onpeoeienus, 3amem Uccieoyem
OCHOBHbLE HANPABIEHUSl GIUSHUS UCKYCCMBEHHO20 UHMENLIeKMA HA NPA60 HA HENPUKOCHOBEHHOCHIb
YACMHOU JHCUZHU U ONUCbIBaeM meKywue npodiemvi. Bce 3mo coenano 01s mozo, umooOwvl nyyuie
NOHAMb  pe3yabmamsl UCKYCCMBEHHO20 unmeliekma. Haxoney, mvl npednacaem HeKOmopbwle
NnepeoHAUANIbHble NPEONIOHCEHUSI NO IOPUOULECKUM DeULeHUsIM, KOMmopble Mo2ym Obimb peaiu308anbl
OPeAHUBAYUAMU — SPANCOAHCKO20 — 0bujecmeéa U  OpyeuMu  3AUHMEPECOBAHHBIMU — CMOPOHAMU,
V4ACMBYIOWUMY 8 KAMNAHUAX NO UCKYCCMBEHHOMY unmeniekmy. Mol noodepacusaem pazpabomky u
UCNONbL306AHUE UCKYCCMBEHHO20 UHMENIEKMA 6 COOMBEemMCmeuU ¢ HOPMAMU Npasé uenosekd U
mpebosaHUAMU 3aKOHOOAmenbCcmea 8 coomsemcmeyowux oonacmsax. CHauana mvl npeonazaem 0630p
GNIUAHUSL DMUX COOLIMULL HA NPAso Nodel HA HeNPUKOCHOBEHHOCMb YACHMHOU JHCU3HU, A MAKICe
HAHOCUM HA KApmy HOPMAMUEHO-NPABOSYI0 0A3y U ONUCHIBAEM POIU U OOA3AHHOCIU PA3TUYHBIX
yuacmuukog cekmopa. OCHO8bI8AACL HA MOM, YMO CKA3AHO 6 9MOU CMAmve, Mbl CUHUMAaem, 4mo
8AOICHO nposecmu  Oolbue UCCIEO08AHUL U COCPEOOMOYUMbCA HA  GIUAHUU UCKYCCHBEHHO20
uHmeniexma Ha npasa yeinosexka. Kpome mozo, Ha 0aHHoM 3mane Mbl Npu3vleaem NpasumenbCmed
npuHAms ciedyroujue mepul: Cyuecmayiom paziuyHvle npooiemvl ¢ Npaeamu 4ei08eKd, 603HUKAuue
8 C6A3U CO MHOGUMU NPULONCEHUAMU U MUNAMU UCKyccmeenHoz2o unmennekma. Cywecmsyroujue
3aKOHbL  Ccledyem nepecmMompems U, HPU HEOOXOOUMOCMU, O0OHO8UMb, UMOObL YCMPAHUMb
nocneocmeusi puckos 0Jisl npas 4enoseKkd, 0COOeHHO NPasa Ha HeNPUKOCHOBEHHOCb YACIHOU HCUSHUL.
Coz0anue, ucnonv3osanue, uzyienue U COBEPULEHCMBOBAHUE UCKYCCMBEHHO20 UHMENLEKMA OO0ANCHO
Pe2yIupo8amspcsi  MUHUMATbHLIMU — KDUMEPUAMU, MAKUMU  KAK  Y8aAdceHue  MeHCOYHAPOOHLIX
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CManoapmos npas yenoseka u ux coxparenue. Ymoobvi NOHAMb MHONCECMBO CYEHAPUES, 8 KOMOPLIX
HU 6yoem enusmv Ha npasa wenoseka, 8aANCHO cobpamv u océemums npumepvl o3oeticmeus .
py2oti no0xo0 modrcem 3aKI04AMbCA 80 GKAIOUEHUU NPO3PAUHBIX U 00BACHUMBIX aneopummos UH
paspabomky cucmem MU, umobvl 100U NOHUMANU, KAK UCHOIL3YIOMCA UX OAaHHble, U MO2IU
oCyujecmeanamy ceou npasa Ha KOHGUOeHYUANbHOCb. B KOHeunoM cueme, KAOUOM K pa3peueHuio
KOHGpIUKmMa mesncoy mpedo8anusmMu 8pemen U npasom Ha HeNpUKOCHOBEHHOCMb YACMHOU HCUSHU 8
9NOXY UCKYCCMBEHHO20 UHMEIEKMA AGIAEeMC 00CMUMCeHUue 0ananca mexncoy 08yMs YeHHOCMAMU,
NPU3HABAs, UMO, OHU OOHOBPEMEHHO 6AaJXCHbL U HeoOXO00UMbL Ol 300P08020, NPOCPECCUBHOZO
obwecmaa. Mvl Hadeemcs 6Hecmu 80U 8KIAO 8 MAKOE NOHUMAHUeE, ONYOIUKOBA8 DY CIMAMbIO.

Knrwuesvie cnosa: uckyccmeeHnmwili  UHmMeNIeKM, MAWUHHOE  OOyYeHue, npaso  Ha
HENPUKOCHOBEHHOCMb  YACMHOU  JHCU3HU, 3AUWUMA OAHHBIX, HEOUCKPUMUHAYUS, NPO3PAYHOCMb,
NOOOMYEMHOCHb.
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