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The European Law Students’ Association, ELSA, is
an international, independent, non-political and non-
for-profit organisation comprised of and run by and
for law students and young lawyers. Founded in 1981
by law students from Austria, Hungary, Poland, and
West Germany. ELSA is today the world’s largest
independent law students’ association. ELSA is

present in 43 countries.

members are

ELSA’s

individuals who have an interest in foreign legal

internationally minded

systems and practices. Through our activities, such as
seminars, conferences, law schools, moot court
competitions, academic competitions, legal writing,
legal research, and the Student Trainee Exchange
Programme, our members acquire a broader cultural

understanding and legal expertise.

ELSA has gained a special status with several
international institutions. In 2000, ELSA was granted
Participatory Status with the Council of Europe.
ELSA has Consultative Status with several United
Nations bodies: UN ECOSOC, UNCITRAL,
UNESCO & WIPO.

Our Purpose:
To contribute to legal education, foster mutual
understanding, and promote social responsibility of

law students and young lawyers.

Our Vision:
"A just world in which there is respect for human

dignity and cultural diversity".

Since 2010, ELSA Azerbaijan has been one of 43
National Groups that integrate ELSA International.
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Avropa Hiqugqstinas Tolobolori Assosiasiyasi, ELSA,
hiiquq talobalari vo ganc hiiquqsiinaslardan ibarat vo
onlar torafindan idaro olunan beynalxalq, miistaqil,
qeyri-siyasi vo geyri-kommersiya togkilatidir. Tagkilat
1981-ci ildo Avstriya, Macaristan, Polsa vo Qorbi
Almaniyadan olan hiiquq tolobalori torafindan
yaradilmigdir. ELSA bu giin dinyanin an boytk
mustaqil hiiquq tolsbalori birliyidir vo 43 o&lkada
faaliyyat gostorir.

ELSA tzvlori xarici olkelorin hiiquq sistemlori va
tocriibalari ilo maraqlanan goxslordir. Onlar tagkilat
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ELSA bir sira beynalxalq qurumlarda xiisusi statusa
malikdir. Belo ki, 2000-ci ildo ELSA-ya Avropa
Surasinda istirak¢1 statusu  verilmigdir. Birlogmis
Millaotlor Tagkilattnin UN ECOSOC, UNCITRAL,
UNESCO & WIPO kimi qurumlarinda iso ELSA

konsultativ statusa malikdir.

ELSA-nin magsadi Avropanin miixealif 6lkelarindan
olan hiiquq tolabaleri vo gonc hiiqugsiinaslari eyni
toskilatda birlogdirmakls onlar arasinda monavi-oxlaqi
inteqrasiyaya, elmi biliklorin paylagilmasmna nail

olmaq, onlar1 sosial masuliyyats togviq etmokdir.

ELSA-nn star::
"Insan loyagatine vo madoni miixtalifliklors hérmatin

moveud oldugu odalatli bir diinya”.

2010-cu ildon etibaron ELSA Azorbaycan ELSA
Beynolxalqda tomsil olunan 43 6lkadon biridir
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HUQUQ JURNALI

ELSA Azorbaycan Hiiquq Jurnali Avropa
Hiiquqstinas Talobalor Assosiasiyas: (ELSA)
Azarbaycan torafindan elektron formada nasr
olunan, illik, hiiquq tolobalori torafindon
redakto edilon vo roydon kegon hiiquq
jurnalidir. Jurnal 2015-ci ildo yaradilib v

onun ilk buraxiligt 2016-c1 ilda nagr olunub.

ELSA Azarbaycan Hiiquq Jurnalinin magsadi
hiiquq tolebalari vo gonc hiiqugstinaslarin
hiiquqi yazi ve aragdirma bacariglarini inkisaf
etdirmok, onlarin qabaqcil hiiquqi
distincalorini comiyyosto ¢atdirmaq, hamginin
oxucularina aktual movzularda hazirlanmig
etmoklo elmi  fikrin

kontent  toqdim

formalagmasi vo inkisafina 6z tShfasini

vermokdir.

Jurnal hamginin, hiiquq telabalorini hiiquqi
odobiyyat oxumaga vo moqaldlor yazmaga

havaslondirmayi hadaflayir.

Diinyanin har yerindon tolobalor (bakalavr,
magistr vo ya doktorant), hiiqugstinaslar va
muollimlor 6z moaqalslorini darc olunmasi
ticin ELSA Azorbaycan Hiiquq Jurnalina

gondara bilarlor.

LAW REVIEW

The ELSA Azerbaijan Law Review is an
annual, student-edited, and peer-reviewed law
journal published by the European Law
Students’ Association (ELSA) Azerbaijan. The
journal was established in 2015 and its first
edition was published in 2016.

The mission of the Law Review is to create a
forum for the analysis and discussion of
contemporary legal issues by serving as an
avenue for the network to publish its academic
work. It aims to provide law students and
young lawyers, as well as the wider legal
profession, with a source of critical
commentary that is outside the scope of the

typical legal curriculum.

Law Review also targets to motivate law
students to read academic literature and write
academic articles, to provide them with
appropriate information related to highly
important and topical discussions taking place
in civil society, and to deliver young lawyers

and students’ articles to society.

Students (LL.B, LL.M, or Ph.D.), professors,
scholars, and practitioners from all over the

world are welcome to send their articles to
ELSA Azerbaijan Law Review.
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Redaksiya

Sabins Ziilfiyeva

2021/2022 faaliyyat ili
tizro ELSA Azorbaycan
Hiigug Jurnalinin Bas
redaktoru vo ELSA
Agorbaycanin Akademik
Foaliyyatlor tigrs vitse-

prezidenti

Hormotli oxucu,

ELSA Azorbaycan Hiiquq Jurnalin S-ci buraxiligini sizo boytk
mamnuniyyatlo taqdim edirom.

ELSA sobokesi 2021/2022 foaliyyot ilindo “Beynalxalq Fokus
Program1” ¢argivesinde hiiquq ve texnologiya arasindaki slagoys
xiisusi diqgot yetirdiyinden, biz do bu buraxiligt xtisusi mévzu tzra
nagr etmok qorarmna goldik. “Hiiquq ve Texnologiya” mé&vzusuna
uygun secilmis movzuda hiiquq tolsbalori vo gonc hiiqugsiinaslar
torofindan gonderilon har bir moaqaloays gére minnstdariq. Bu
buraxiligda an yaxst 4 moqals segilorok dorc edilmisdir. Maqalalori
secilmis mulliflori tirakdon tobrik edir, digar talaba vo hiiquqstinaslart

novbati buraxiliglar tictin maqalalor yazmaga davat edirom.

Bu buraxiligda homginin, Azarbaycandan ve diinyanin miixeslif
olkslorindon “Hiiquq va Texnologiya” sahasinda ixtisaslagmis soxslorla
miisahibolor yer alir. Dovotimizi qobul edib 6z tocriibasini
oxucularimizla boliigon biitiin miisahiblorimizs togokkiir edirom.

Hor buraxiligda oldugu kimi bu buraxiligda da ELSA Azorbaycan
Hiiquq Jurnali Redaksiya Heyotinin dastoyi olmadan hazirlana
bilmozdi. Biitiin Redaksiya Heyoti izvlorina jurnala verdiklori

tohfalara géra samimi-qolbdon togokkiir edirom.

Biitiin Redaksiya Heyati {izvlori vo ELSA Azarbaycan Milli Idara
Heyoti adindan iso jurnalin Akademik roygilorine  dorin
minnoatdarligimizi bildirirom. Maqalolore roy verilmasi va segilmasi
prosesini hoyata kegirmokls, onlarin bu buraxilisin  akademik

keyfiyyatinin yiiksaldilmasinda ¢ox boyiik rolu olmusdur.

Umid edirik ki, ELSA Azsrbaycan Hiiquq Jurnalinin bu buraxiligt
sizin hiiquqda texnologiyanin rolu ilo bagli daha ¢ox molumatl
olmaginiza kémok edacok vo onu oxumaqdan bizim onu sizin tiglin

hazirlamaqdan z6vq aldigimiz qadar z6vq alacagsiniz.

ELSA-nin “Insan layagatina vo madani miixtslifliys hormatin méveud
oldugu odaloti bir diinya” siiari ilo estafeti novboti Redaksiya
Heyoatlorino 6tiirorak, onlara vo névbeti buraxilisin muslliflorine

ugurlar arzulayiram.

In xos arzularla,
Sabins Ziilfiyeva



Editorial

Sabina Zulfiyeva

Editor-in-Chief of
ELSA Azerbaijan Law
Review and Vice
President in charge of
Academic Activities of
ELSA Azerbaijan
2021/2022

Dear Reader,

It is with great pleasure that I present to you the Sth edition of the ELSA

Azerbaijan Law Review.

Through International Focus Programme, the ELSA Network focuses
on the interplay between law and technology. Therefore, we decided to

publish this edition on a specific topic.

With this in mind, we are grateful for the articles we received, written by
graduates and undergraduates on “Law and Technology”. In this edition,
the best 4 articles were selected and published. I wholeheartedly
congratulate the authors whose articles have been selected and encourage
other students and professional lawyers to write and send articles for the

upcoming editions.

This edition also includes interviews with legal technology professionals
from Azerbaijan and different countries of the world. I would like to
thank all of our interviewees for accepting our invitation about sharing

their experiences with our readers.

As with every publication, the ELSA Azerbaijan Law Review would not
be realised without the support of certain individuals. First and foremost,
I would like to sincerely thank the whole Editorial Board for their
dedication and hard work. They were invaluable in carrying out the
publication of this edition of the ELSA Azerbaijan Law Review.

On behalf of the whole Editorial Board and ELSA Azerbaijan, we would
like to express our gratitude to our Academic Reviewers. By undertaking
the review and selection process of the articles, their academic

contribution helped ensure the high academic quality of the publication.

We hope the ELSA Azerbaijan Law Review will assist you in becoming
more interested and informed about legal technology and that you enjoy
reading this edition as much as we enjoyed putting it together for you.

I wish the greatest of success to the Editorial Boards and authors of the
future as we pass the baton, bolstered in our commitment to the vision
of ELSA: “A just world which there is respect for human dignity and

cultural diversity”.

Best wishes,

Sabina Zulfiyeva
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Dr. Veronika Haberler
MAS, MLS

Dr. Veronika Haberler, MAS, MLS, has been a
leading innovator in the field of European legal
technology since she co-founded the Austrian start up
LeReTo in 2014. Haberler, a doctor of sociology with
a master degree in legal studies, won a Women of
Legal Tech Award in 2018 and was shortlisted for
the Digital Female Leaders Award in 2020. She
published scientific research on how the Austrian
Supreme Court comes to its judgements and is also co-
editor of the first Austrian, as well as German, legal
tech legal law collection (besides Univ-Prof Dr
Nikolaus Forgd and Markus Hartung, published by
facultas). Dr. Haberleris a sought-after speaker at
confferences across Europe. She develops, together with
her team at LeReTo, new and innovative ways to
bring law, data and users together, forging new
paths and creating new technologies for new ways of

working.

Hello, Veronika. Thank you for accepting

our interview offer.

Hello to you, too, and thanks for having me. I

am ready to start, if you are.

10

What is open data? First and foremost, we would
want to hear your perspectives on open data and how
it can affect future developments in legal technology.
What is the value of open data and how can it help

people get access to the justice system?

As you probably know, the term “open data” was first
used by NASA in the 1970s to foster a policy for the
international use of US satellites. The concept itself,
namely that data should be made public, to be used freely
for science and education, was already promoted in the
1950s. Already at that time, people recognized that it was
necessary to standardize metadata in order to allow
interoperability.

Today, analysts assess the global economic value of open
data at approximately EUR 50 billion per year. I
personally think the value must be significantly larger,
though. Let’s bear in mind that open data and open data
use cases strongly contribute to political and judicial
transparency for decades. Transparency is necessary for
all democratic processes, as it allows participation, namely
informed participation.

For the judicial system, it was one of the core
achievements of the French Revolution 1789 that courts
and judges are no longer holding their hearings and
passing their decisions behind closed doors. Also, that
reasons for decision must be stated, which allows —
generally speaking — an appeal or otherwise control or
supervision of this state authority. That way,
transparency can also be seen as a quality guarantee. And
today, accessible data on how courts decide certain

matters will make a lawsuit more predictable for people.

Before utilizing open data, what considerations about

the data’s quality should you make?

The primary concern should, in my opinion, rather be:
Are the desired data available at all? My country, Austria,
is a real pioneer with public legal data as since 1997, court
decisions (in a structured data quality) are made available
to the public for free. That means almost all Supreme
Court, Constitutional Court, Supreme Administrative

Court decisions, but also lots of second instance courts’



decisions, all federal and provincial laws back to the
year 1780, hundred thousands of enactments,
directives, etc. But sadly, this is not at all the case in
other countries and even Austria could do better.
Quality concerns are, compared to the availability,
of secondary concern, because when data are
accessible, to work and interpret it, means to also
consider possibly awkward quality problems there
may be. And of course, there can be such. Mostly
data scientists struggle with missing values or a lack
of consistency in data coding schemes.

Typically, the most relevant elements of a first
instance decision would not be a super-scientific
legal assessment, but rather precise fact findings.
And those would, again typically, contain several
elements that are personal data and that might be
hard to scrape without affecting the data quality.
And here we have the drawback already, namely
that proper anonymization of complex multi-lateral
personal data is a huge challenge. I sense there is still

alot of work to be done here.

Do you believe that there is a possibility that
open data might be abused? If so, how should it
be protected or regulated by the law?

There is a possibility of an evil use case with
everything or almost everything. You can take an
innocent YouTube chemistry course and probably
figure out how to build explosives with it. When it
comes to open data from the legal domain, there are
especially sensitive areas. Just to mention criminal
prediction algorithms that can perpetuate bias and
discrimination. Another example would be the
possible infringement of other fundamental rights
by data that are accessible too easily and without
any restrictions. Is it really in the best interest of all
of us if you could stream every divorce proceeding
24/7 and post about it in real time on social media?
So, we need to have mindful approaches that allow
keeping in balance the fundamental rights of public

court hearings, the data collection and their
documentation, and an individual’s right to be forgotten.
Or think of the protection of business secrets, the

protection of private life, and so on.

Now the point is data protection, so we are interested
in hearing your perspectives concerning the General
Data Protection Regulation (GDPR) and the role it
plays in the context of data protection.

For the EU, namely for the integrity of Europe’s
businesses and the protection of citizens, the GDPR was
an enormous step forward. I am a big supporter of
standardized rules for important matters, and even would
welcome a joint tax and fiscal policy. And I believe that
the importance of an honest and transparent way of
collecting people’s personal data has in the meantime
become clear for most. But the way in which the actual
implementation was made by many, like drafting lengthy
standardized data protection declarations that are, to be
frank, illegible, appears not to be true to the idea behind
it.

As for most matters, individual decisions will be made by
local and supranational courts, leading to a more precise
idea of how to do it. In that context, I think the role that
data protection activists like Max Schrems have played,

cannot be emphasized enough.

For lawyers, how might automation and artificial

intelligence make open data possible and useful?

Automation is a process that does not necessarily be an
IT project. It means scrutinizing your own workflows
and procedures, and analyzing what can be made either
more efficient or more effective. Of course, where
automation potential has been discovered, that’s where
legal tech tools come into play. There is a broad variety of
what can be done open data in that connection! We at
LeReTo, alegal tech company that I co-founded in 2014,
started with narrow Al analysis of texts to auto-link
citations, starting with publicly available open data
databases. Later, we went into legal network (citation)

analysis, subject matter identification and other advanced

11



applications, like dictionaries integration, semantic
deep searches, similarity comparison, etc. The
possibilities are endless, really. Our tool was
developed together with a team of litigators, so we
could go for user-centered design right from the
start.

What tool can be useful for what kind of legal
practitioner, of course, depends on the individual
requirements. I know that’s a typical lawyer’s
answer, but so true: who writes hundreds of very
similar contracts a year has other requirements than
a practitioner who does thousands of, for example,

air passenger rights cases.

Innovative solutions may be developed in
tandem when data are more openly available for
usage and analysis by legal aid groups, attorneys,
and legal technology businesses to analyze.
Open data for legal technology advancements
has various advantages. Do you believe there are

any drawbacks to this strategy?

I think the opportunities outnumber the potential
threats by far. Open data, especially legal open data,
needs to be safe for the data subjects, of course,
which is why court decisions are typically only
published and made accessible in an anonymized
form. That can be a true challenge. For example,
for proper machine learning, let’s say we need at
least 500, better 1000, comparable first instance

decisions.

How has technology impacted the law from the
past to the present time? From your perspective,

what are the most important alterations?

There are two arguments that come to mind. One
is that with the concepts of historic Roman law,
most European legal phenomena can be fully
understood, apprehended and applied. Austria’s

Civil Code, for example, comes from 1813 and

12

were there no special rules for today’s technology, a good
lawyer could plausibly cover all requirements by analogy.
Another matter is public law, regulatory rules. Just think
about the recent discussions on how to prevent the
circumvention of sanctions with cryptocurrencies and
how to discourage people from investing into blockchain
apps that are perceived as damaging the environment. Or
think about the supply chain rules coming into force in
2023. Without a globalized and digital world, neither
would there be such norms, nor could they ever be
implemented. To sum it up, the effect of tech on law is
enormous, but that’s also valid the other way, with all the

gov tech/legal tech/regulatory tech, etc. apps.

To help our readers have a better understanding of

legal technology, we'd love to hear your suggestions.

Legal tech is here not to replace legal professionals, but to
help them do their tasks better, faster, or both. It starts
with general basic tech like a secure cloud space for a
digital client record. The range goes from if-then-
chatbots or automated document management to
forensic software, assisting with larger due diligence
assignments or claims settlement algorithms. It all has
only just begun, but after all, it has actually begun now.

From a consumer’s perspective, numerous digital
assistants help you make your life easier when there are
legal matters that appear too small to go to a lawyer:
reclaiming overcharged rent, collecting small insurance
claims, reimbursements for flight delays, etc. All of them
generate new business that does not harm to the
traditional legal sector at all. And all of them contribute

to more justice, in the end. And is that not a good thing?

Thank you very much for talking to us today,

Veronika!

It was an interesting journey. Thank you for having me,
and my best wishes for your projects.



Privacy protection and its

possibility on social media

Rabil Mammadov

He is pursuing the second year of master’s studies in the

European Business Law programme at Lund University,

holder of the Swedish Institute Scholarship for Global
Professionals, 2020-2022.

Abstract

Social media is an integral part of our daily life. The
global digitalization policy, as well as the coronavirus
pandemic, have particularly accelerated the process
of social media penetration into our personal space.
With the ever-increasing role of social media in our
lives, privacy is becoming a tool for both social media
representatives and third parties who are able to
acquire information from various social media
platforms. Privacy is new within social media and
needs more detailed study and regulation. Given the
important role of privacy for each social media user,
this paper analyzes the concept of privacy, social
media and privacy on social media, privacy policy on
social media under international and European law,

privacy protection and its possibility on social media.

Introduction

In recent years, with the entry into the era of
digitalization, the role of the need to regulate privacy
on social media has increased. This outcome is clearly
influenced by the sudden increase in the role of
online platforms, both aimed at social and

commercial activities. This paper analyzes privacy

on social media from different legal aspects by
considering the theoretical and practical approach, and
influential court decisions, moreover, it discusses the
possibility and effectiveness of privacy on social media,
while considering its positive and negative challenges.

Concept of privacy, social media, and privacy on
social media.

Before starting to analyze privacy on social media,
privacy and social media should be discussed separately.
Social media platforms are aimed at building the
connection between people and help them to connect
based on shared interests, political views, or activities.[1]
Regardless of gender, race, nationality, language, origin,
property and official status, place of residence, attitude
to religion, beliefs, and other circumstances, people can
freely use social media.

It should be noted that it is rather difficult to define the
concept of privacy, as it can vary depending on different
foundations of society and regulation methods in
different countries. As the most generally accepted
definition, it can be noted that privacy is the right to
make certain fundamental decisions concerning deeply
personal matters free from government coercion,
intimidation, or regulation.[2] What is more, privacy was
characterized by the Supreme Court of the United States
as the individual’s “right to be left alone”.[3] Thus,
privacy is individual in nature and depends on the
specific perception of the individual, which may differ in
connection with religion, generally accepted norms and
customs in a particular society, etc.

Privacy on social media can be defined as the level of
protection of any personal information that a social

media user owns in that social media platform.[4]

[1] Abdullah Abdulabbas Nahi Al-Rabeeah, Faisal Saced, ‘Data Privacy Model for Social Media Platforms’, Institute of Electrical and Electronics Engineers (2017): 1

2] privacy. (n.d.) West's Encyclopedia of American Law, edition 2. (2008). Retrieved December 21, 2021 from https://legal-dictionary.thefreedictionary.com/privacy

[3] S. Warren, Brandeis L.D, “The Right to Privacy’, Harvard Law Review 4 (1890): 193

[4] Dae-Hee Kim, Hettche, M. and Clayton, M. J. “The Privacy Paradox and Calculus Among Millennials: An Empirical Study of Privacy Attitude-Behavior Congruence’,
AMA Marketing & Public Policy Academic Conference Proceedings, (2015). Retrieved December 23, 2021 from
https://search.ebscohost.com/login.aspx?direct=true&db=bth& AN=119960827&site=eds-live&scope=site
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Such personal information may be covered by the
laws of the country where the social media user is
active or residing. This controversy is again related
to the recent rise in the role of privacy on social
media.

Statistics show that about 50% of those surveyed
keep their social media accounts in private mode,
whereas the remaining half choose to use them
publicly.[5] This survey also showed that 71% of
those surveyed had detailed the privacy policy of the
social media platform and took steps to set specific
privacy settings.[6] This statistical information
shows how people are aware of the need to consider
privacy policies and applying appropriate measures.
According to the proposed theories, privacy on
social media can be divided into two types. These
are issues caused by the data holders and caused by
others. An example of the issues caused by data
holder may be posting a personal photo publicly on
a social network without reading the privacy policy
and harming one’s own privacy by arranging media
of oneself with insufficient safety or deliberation.[7]
Expanding danger to privacy protection comes from
other media sources posted by social media users.
The amount of information that has been posted is
massive and cannot be overseen or sorted physically.
Users cannot even see and understand how far the
scope of one’s private information is spread.[8] This
theory partially covers the subjects of privacy on
social media, which makes it possible further to

analyze the possibility of privacy on social media.

Privacy policy on social media under international

and European law.

Having considered privacy from a theoretical and partly
empirical point of view, it is important to briefly consider
its regulation in various legal systems, especially in the
framework of international and European law.

A right to privacy has been recognised by many countries
and nowadays the number of such countries is rising.
The right to privacy is protected under Article 12 of the
Universal Declaration of Human Rights, which provides
that “no one shall be subjected to arbitrary interference
with his privacy, family, home or correspondence, nor to
attacks upon his honour and reputation”.[9] This
provision does not play a significant role from a practical
point of view, that is, it is not covered by a strict
enforcement and protection mechanism.

The right to privacy is also established in Article 8 of the
European Convention on Human Rights, which states,
“Everyone has the right to respect for his private and
family life, his home and his correspondence”.[10] The
European Court of Human Rights (ECHR) said that
“the risk of harm posed by content and communications
on the Internet to the exercise and enjoyment of human
rights and freedoms, particularly the right to respect for
private life, is certainly higher than that posed by the
press.”[11] The ECHR also states that “notwithstanding
therefore the significant development of the Internet and
social media in recent years, there is no evidence of a
sufficiently serious shift in the respective influences of
the new and of the broadcast media (...) to undermine the

need for special measures for the latter.”[12]

[5S] Peter Suciu, “There Isn't Enough Privacy On Social Media And That Is A Real Problem’, Forbes. (2020). Retrieved December 23, 2021 from
https://www.forbes.com/sites/petersuciu/2020/06/26/there-isnt-enough-privacy-on-social-media-and-that-is-a-real-problem/?sh=37eed 1b344f1

[6] Ibid

[7] Rainie, L., Smith, A., Schlozman, K. L., Brady, H., & Verba, S., ‘Social media and political engagement’, Pew Internet & American Life Project, (2012): 19

[8] Ibid, 19

[9] Universal Declaration of Human Rights (adopted 10 December 1948 UNGA Res 217 A(III) (UDHR) art 12

[10] Convention for the Protection of Human Rights and Fundamental Freedoms (European Convention on Human Rights, as amended) (ECHR) art 8
[11] Editorial Board of Pravoye Delo and Shtekel v. Ukraine, no. 33014/05, 5 May 2011, para 63

[12] Animal Defenders International v. the United Kingdom [GC], no. 48876/08, ECHR 2013, para 119
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This differing position of the ECHR leads to the
conclusion that, within the framework of the
protection of human rights, privacy on social media
cannot be clearly established as it relies on the
interpretation of the ECHR depending on the legal
framework of the Member States.

The General Data Protection Regulation (GDPR) is
considered as the most effective and clearly
compiled legal act which regulates privacy and
security law in the European Union (EU).[13]
However, the practice of the European Court of
Justice (ECJ) has significantly influenced the
regulation of the right to privacy within the EU,
providing for non-EU countries the need to regulate
the law in accordance with the provisions of the
GDPR even outside the EU.

In Schrems I case, the complaint was pointed at
restricting Facebook from further exchanging
information from Ireland to the United States, given
the alleged involvement of Facebook USA in the
PRISM mass surveillance program.[14] The ECJ
ruled that companies moving personal user data
from the EU to other jurisdictions will have to
provide the same protections given inside the
Union.[15] In Schrems II's judgment, the CJEU
declared the Privacy Shield Decision of the
European Commission invalid on account of
invasive US surveillance programmes, thereby
making transfers of personal data on the basis of the
Privacy Shield Decision illegal.[16] These decisions
of the ECJ play an essential role in strengthening the
protection of the right to privacy and have shown
the importance of EU policy in the field of

regulation and protection of this right.

Thus, the EU was able to create a strict and serious
format for protecting the right to privacy, as well as its
mechanism, which, over time, began to spread

throughout the world.
Privacy protection and its possibility on social media.

Privacy protection can be ensured by various types of
actions, such as identity theft, surveillance, unintentional
fame, stalking, etc. With the development of online
platforms and their increasing role in everyday life, it
becomes difficult to identify new causes of privacy
violations on social media.

To protect privacy on social media, rights within that
platform and analyzing the privacy policy of the social
media platform should be taken into account. In
addition, it is important to determine whether the actions
on social media are public or have access to persons
restricted by the subject. However, many examples can be
cited when it is quite difficult to preserve personal data,
which casts doubt on even the effectiveness of the
current legal regulation in this area. One such example is
the possibility of acquiring personal data online by any
third party about any person residing in Sweden and
having a social security number. This website, called
“hitta/se”, is operated by the state and provides an
opportunity for anyone to get information about one’s
residence, mobile number, and other personal
information by writing the name and surname of that
person.

Therefore, it is necessary to take into account both the
practical and legal consequences of actions of data
privacy holders in the framework of social media. In
addition, it is important to adopt the practice of different
countries, especially the EU Member States, in the field
of privacy regulation and establish its common

boundaries.

[13] GDPR, ‘What is GDPR, the EU’s new data protection law?’, Retrieved December 24, 2021 from https://gdpr.eu/what-is-gdpr/
[14] Columbia University Global Freedom of Expression, ‘Schrems v. Data Protection Commissioner’. (2021) Retrieved December 24, 2021 from

https://globalfreedomofexpression.columbia.edu/cases/schrems-v-data-protection-commissioner/
[15] Case C-362/14 Maximillian Schrems v Data Protection Commissioner [2015] C:2015:650
[16] Case C-311/18 Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems [2020] C:2020:559
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Conclusion.

Privacy is still new in social media platforms since the
growth happening of that sector which needs more
attention and guidelines.[17]

The analyzed legal acts and practical issues give a basis
to believe that privacy is still possible on social media,
however, given certain mistakes in the regulatory area,
it is important to strengthen control and establish the

limits of the application of privacy on social media.
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Fariz Cofarov

Fariz Coforov Azorbaycan Respublikasinin Prezidenti
yaninda Vatondaglara Xidmat vs Sosial Innovasiyalar
tizra Dovlat Agentliyinin (ASAN Xidmat) tabeliyinds
foaliyyat géstaron “Elektron Hokumatin Inkisafi
Morkozi” publik hiiquqi soxsin direktorn vazifasindas
¢alisir. Tobsil va pesokar tocriibasindon irali galorak, o,
myGov, ASAN Bridge, ASAN Odgnz;r, ASAN Viza
kimi 50-don cox iimummilli dovlat xidmotlori
layibasinin arsays gotirilmasinds istivak etmis va doviot
xidmatlorinin gostorilmasina yenilik gotirmok vigiin
qabagqcil beynalxalg tocriibalarin tatbigina tasobbiis
gostormigdir.
2021-2022-ci illor digiin Avropa Komissiyast torafindan
maliyyalasdirilon va texnologiya sabasinds dord aparic
Avropa universiteti (Madrid Texniki Universitets,
Milan Texniki Universiteti, Tallin Texniki
Universiteti va Erlangen-Niirnberq Universiteti)
torafindon dastaklonon “Doviat Xidmotlori digiin Stini
Intellekt” magistr (AI4Gouv) programinin ilk
istirakgilarindan biridir.
Bundan slava, Fariz Cofarov, Corc Vasington
Universitetinin Layiha idarsetmasi, Duke
Universitetinin Adaptiv Strategiyanin Idars Edilmasi
sabalari izro magistr sertifikatlarinin, eloco do IT
xidmatlorinin idars edilmasi iizro beynalxalq soviyyads
taninmas “ITIL Foundation” sertifikatinin sahibidir.

Hoérmoatli Fariz bay, miisahibs toklifimizi qobul
etdiyiniz va doyarli vaxtimzi aywrdigimiz iigiin

tasokkiir edirik.
Muisahibs ti¢iin man da siza 6z tagokkiiriimii bildirirom.

Oxucularimizin Sizi daha yaxindan tanimasi iigiin
hazirki faaliyystiniz haqqinda qisa moslumat vers
bilorsiniz?

2013-cii ildon Azorbaycan Respublikasinin Prezidenti
yaninda Vatondaglara Xidmat vo Sosial Innovasiyalar izra
Dovlot  Agentliyinin  (ASAN  Xidmot) miixtalif
strukturlarinda ¢aligmisam. 2018-ci ilden iso Doévlat
Agentliyinin tabeliyinds foaliyyat géstoran Elektron
Hokumotin Inkisafi Morkezinin (EHIM) direktoru
olaraq calisiram. Paralel olaraq muxtalif vaxtlarda forgli
universitetlords tadrislo maggul olmusam. Hazirda ADA
Universitetindo  Elektron Hokumat {izro  Dovlat
Idaragiliyi fonnini tadris ediram.

EHIM olaraq iss 6lkada dévlat informasiya ehtiyatlart vo
sistemlorinin ~ formalagdirilmasi,  inteqrasiyasi,  yeni
rogomsal layiholorin  yaradilmasi, elektron  dévlat
xidmatlorinin gostarilmasi iglorilo magguluq. Morkaz
muasir informasiya texnologiyalarindan istifads etmoakla
dévlet qurumlart torofinden biitiin  vatondaglara e-

xidmotlorin gostorilmasini tamin edir.

2022-ci il orzinds Elektron Hokumotin Inkisafi
Morkazi hansi layihalori hayata kegirmisdir va

kecirmayi planlagdirir?

2022-ci il layiholorin inkisafi vo yeni layihalorin
formalagmast noqteyi-nazerindon olduqca produktiv
ildir. Bu ilin mart aymndan etibaron Ragemsal icra
hakimiyyati - rih.gov.az portalt biitiin respublikani shats
etmoyo bagladi. Hazirda rih.gov.az portali Baki vo
regionlar da daxil olmaqla 77 yerli icra hakimiyyotini
ohato edir. Layiho icra hakimiyyatlorinde qorar
gobuletma tizro gevikliyin artirilmasi, ragomsal savadliliq
soviyyasinin yiiksoldilmasi, vahid makandan xidmotlara
¢ixagin tomin  edilmosi, votondaglarin vaxtina genaat

edilmasi, miiraciot prosesinin asanlagdirilmasi, habelo

17



yerli icra hakimiyyatlorinin faaliyystinds ¢eviklik vo
somaraliliyin tamin edilmasi magsadils yaradilib.
Oz miitoxassislorimiz torafindan yaradilan “ASAN
Bridge” Milli Moslumat Mibadilosi ~ Sistemi
vasitosilo qurumlara 2022-ci il orzindo 181
milyondan ¢ox molumat o&tirilib. Bura 50
qurumun 92 sistemi inteqrasiya edilib. Halo nego-
ne¢a inteqrasiya Uzorinds is gedir. Bu, yenico
yaranmis sistem ti¢tin boytik ugurdur.

Bu il hamginin, qurum vs sirkatlorin méveud vo ya
yarana bilocok tohliiks, eloco do risklordon

qgorunmast  mogsadilo  onlarin

kibertahliikasizlik

maariflondirms tadbirlori, talimlori 6ziinds ehtiva

omoakdaglarina
davranis  testlorini e

edon  “Kibergigiyena” platformasinin  totbiq
edilmasi ilo yadda qaldu.

EHIM bu il $amaxi rayonunda amakdaglarinin
innovasiya yoniimli potensiallarinin agkarlanmas,
amokdaglar arasinda komanda ruhu vo quruculugu,
ideya  formalagdirma  bacariqlarinin  inkigaf
etdirilmasi moagqsadilo ¢ox ugurlu “DIGITAL
IDEA CAMP - Govtech hallori” adli hakaton
kegirdi.

Bununla yanagi, 2022-ci ildo EHIM tarafindon
olkemiz Gg¢tin ¢ox boytk monavi shamiyyat
dagtyan “Yolumuz Qarabaga” portali texniki olaraq
arsoyo gotirildi. Bu giin portalin dayaniqliligy,
mutomadi olaraq sisteminin tokmillogdirilmasi
islori Morkaz toraofindon aparilir. Bildiyiniz kimi

Qarabaga”
Respublikasinin 44 gtinlik Voton miiharibosi

“Yolumuz layihasi,  Azorbaycan
zamani isgaldan azad etdiyi orazilora soforlorin
toskilini ehtiva edir.

“myGov” elektron hékumat portalinda bu ilden
yeni ndv arayislar istifadaya verilib. Umumiyyatla,
bir ¢ox qurumlar bu ilden arayislart “myGov”
tizorindan vatondaglara toqdim edir.

Hal-hazirda Dévlot Soharsalma ve Arxitektura
sistemi

Komitasinin  icazolorlo  bagli  yeni

torafimizdan hazirlanir vo bu ilin sonunadoak
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sistemin yeni dizaynda istifadoys verilmasi noazordo
tutulur.

Hoamginin geyd etmok istoyirom ki, “myGov”, “ASAN
Login”, “DXR”, “ASAN 6donis” va e-gov.az portalini
ozinde birlogdiran vahid dévlst xidmatlori portalinin

torofindon idars olunan buttn layihalords yeniliklor

yaradilmast  planlagdirilir. Umumiyyatla,
vardir.

Hamginin qeyd etmok istardim ki, cari ildon EHIM
dovlat xidmaotlarinin dizayni, sadologdirilmasi
istiqamoatindo bu sahads boyiik ntfuzu olan Boyiik
Britaniya, Singapur vo Kanada kimi 6lkelorin aidiyyat
qurumlari ilo ¢ox six amokdaglq edir, qargiliglt tacriibs
miubadilolori aparir. Bu, elektron dévlst xidmatlorinin

standartlarinin formalagmasina 6z boytik tohfasini verir.

Fiziki va hiiquqi soxslor “Elektron hékumat” (www.e-
gov.az) portalindan no iigiin istifads etmolidirlor? Bu

portal onlara hansi iistiinliiklori taqdim edir?

e-gov.az portalinda hazirda 37 qurum terafindan elektron
xidmotlor gostorilir. Portalin istifadagi sayr 1 milyon 400
mina yaxindir. Portal dovlet qurumlarn torafindon
gostorilon  elektron  xidmoatlori  vahid  mokanda
birlogdirorok votondaglara 7/24 xidmot gostorir. Yoni
elektron xidmotlor zaman vo mokan anlayisini yox edir.
Indiki zamanda har birimiz {icin ¢ox énamli olan vaxta
genast edorok xidmot almaq ti¢iin avezolunmazdir.
Portaldan hom fiziki goxslor, hom das hiiquqi sexslor
onlara lazim ola bilacok xidmatlordan yararlana bilirlor.
Qeyd edim ki, e-gov.az portalina artuq “ASAN Login” ilo
do daxil olmaq mimkiindir ve goxsi kabinetdon
“myGov”a birbaga kecid imkani tomin edilib. Artuq
istifadagilor bir kliklo portal vasitasilo qurumlar
torofindon  toqdim edilon informativ ve interaktiv
xidmotlorls yanagt “myGov”daki soxsi malumatlarina vo
buradaki arayss vo digar xidmotlara kegid eda bilirlar.
Yaxin zamanlarda elektron sonadlorin hiiquqi qtivvays
minmoasindon sonra iso kagiz sonadlorin dovriyyadon
¢ixmast, istonilon yero istonilon néqtadan sanadlarin
elektron taqdim olunmasi, he¢ bir sonadin fiziki sokilda
daginmamast artiq bizi daha tist saviyye roqemsallagmaga

aparacaq.



Vatandaglara taqdim olunan elektron xidmatlar
ilo bagli onlarin naraziliq va sikayatlari adaton
nalor ilo bagli olur? Bu hallarin aradan
qaldirilmasi  {igiin  hanst  tokmillagdirilmalor
aparilir?

Miasir dovrds  texnologiyanin  stiratli  inkigafi
istifadacilorin rahathigint tomin etmok, zamanin
tolobins uygunlagmaq kimi istoklori daha da arurir.
Belo bir doévrde on boyuk tolob mijasir
texnologiyalardan istifado etmokls vatondaglarin
xidmatlora daha sl¢atan olmasini tamin etmakdir.

Biz EHIM olaraq daim vatendaglarin fikir ve
tokliflorini  mixtalif  dsullarla  Gyronmokds
maraqliylq. Bunun {igtin istor onlayn, istorso do
fiziki olaraq sorgular kegirilir, “108” Cagn
Morkazindan galon sorgular, EHIM-in biitiin sosial
media  hesablarindan  daxil olan  vatondag
miraciotlori, e-po¢t tnvani vo rosmi moaktub
vasitasilo daxil olan biitiin sorgu ve miraciatlor
mitomadi olaraq aragdirilir vo nazers alinir. Biz
daim votondaglarin narahat oldugu mévzulan
miayyon edoarok analiz edir vo biitiin bunlar
asasinda tokmillogdirma iglori apaririq. Biz bitiin
sikayotlora imkan kimi baxiriq, ¢tinki mahz onlar1
aragdirarkon  yeni fikir vo ideyalar omalo golir.
Mosalon, “ASAN Login” sisteminds yaradilan
videogeydiyyat buna misal ola bilor. Svvallor
sisteminda qgeydiyyat yalniz votondagin 6z adina
olan mobil némra va sexsiyyat vasigasinin FIN-i ila
xtisuson  da

mimkin idi. Voatondaslardan,

xanimlardan  bu  istigamotde  qgeydiyyatdan
ke¢moada ¢otinliklorlo bagli miiraciatlor alirdiq.
Miisyyan olurdu ki, bir ¢ox vatondaglarin istifada
etdiklori mobil némrs 6z adlarina deyil vo bu
sobablo do “ASAN Login”da qeydiyyatdan kega
bilmirlor. Bu tipds ¢oxsayli miraciatlori tohlil
etdikdon sonra “ASAN Login” sisteminds video ils
qeydiyyat imkani yaratdiq vo votondaglara taqdim

etdik. Artiq sistemda geydiyyatdan ke¢on zaman

vatondaglardan mobil némrenin 6z admna olmasi talab
olunmur. Daha miasir {ztanima texnologiyast ilo
qeydiyyatdan keco bilirlor. Yoni toqdim etdiyimiz
layihalords votondaglarin fikirlori (“e-participation”) vo
istifado rahatligr (“user-friendly”), tokliflori nazors alinir.
Cinki isimiz votondaglara xidmat géstarmak, onlarin igini
asanlagdirmaqdir.

Bundan bagqa biz mashur portallari, sosial sobokslori
izloyib onlarin funksionalliglarint vo insanlara verdiyi
istifadogi rahatligr konsepsiyalarnt 6z portallarimizda
votondaglara toqdim edirik. Mosalon, sas  vasitasilo
sikayotin gondorilmasi, notifikasiyalarin vatondaglarin
Oyrogdiyi dizayn va yerds yerlosdirilmasi, portalin rong

secimi va s. buna misal ola bilar.

Bir ¢ox hallarda dovlst qurumlart torafindan
votondaglarin  elektron qaydada taqdim etdiyi
sanadlorin notariat qaydasinda tosdiq edilmis kagiz
dagryicilarda da taqdim olunmasi talab olunur. Sizca,
sanadlogms iglorindo tam elektronlagsma prosesi na

zaman basa ¢atacaq?

Umumiyyatls, elektron hékumat quruculugu béyiik bir
ckosistemdir. Bura roqemsal identifikasiya, gsoboka
infrastrukturu, vatondaglarin istiraki, normativ hiiquqi
baza, qurumlarin saglam vo dayaniqgl sistemlorinin olmasi
vo s. kimi 12 komponent daxildir. Biitév ekosistemin
moveud olmast ti¢tin har bir komponentin inkisafi
oldugca vacibdir.

Hal-hazirda “ASAN Bridge”-don dévlet qurumlarina
birbaga molumatlar Gtiiriildiiytine goéro artiq névboti
moarhalalords kagiz sonadlar tamamils aradan qaldirilacaq
va data asasli idaratetma modeli tatbiq olunacagq.
Rogomsal kegid dovriinii  yagayan Azarbaycanda
“myGov” itizorindon verilon arayiglarin dovlet vo 6zl
sektorda tanmnmasi ti¢in qanunvericiliys doyisikliklo
bagli tagabbiislor ds edilib, yaxin zamanda bu istiqamatds
do yeniliklorin olmast gézlanilir. Bu masalolor 6z hallini
tapdiqdan sonra bu istiqamoatds daha yaxgi naticalor alda
etmayimiz miimkiin olacagq.

Bu giin biittin diinyada qanunvericiliys dayisikliklorin
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olunmasi texnologiyanin inkisafindan daha agag:
siiratlo gedir. EHIM olaraq biz ragamsallagma
istiqgamatinda pilot layihalar edir, texniki tarafdon
layiha vo xidmotlari miimkiin va istifadoys yararls
etdikdon sonra praktiki cohatdan hiiquqi esasinin

tomin edilmasi ti¢tin tokliflor veririk.

Raqgamsallasmanin siiratlanmoasi, texnologiyanin
inkisafi fonunda kiber hiicumlar da giindan-
giina artmaqdadir. Bu hiicumlardan qorunmaq
ticiin molumatlarin  tohliikasizliyinin tamin
edilmasi istiqamatinds hanst yeniliklordan
istifads olunur?

Bilirsiniz ki, global miihitds texnologiya inkigaf
etdikco, biitin hayat hadisslori roqomsallasmaga
baglayib. Bu cir siirotli roqomsal transformasiya
zamany, tobii ki, kibertohdidlorin ds artma siirati
yiiksokdir. Artiq 6lkomizda do bu masalalora hassas
yanagilmaga baglanilib. Miuvafiq olaraq dovlat
torofindan da aidiyyat: tadbirlor goriilir.

EHIM olaraq biz do mslumatlarin qorunmasina
¢ox hossas yanagirig. Mosalon, qurum olaraq
moalumatlarin sifralonarak  géndarilmasins,
saxlanilmasina ciddi 6nom verilir vo “log”lara daim
nazarat olunur.

Icazasiz istifadagilorin hassas malumatlara daxil
olmasinin qargisint almaq Ggtin diizgtin istifadagi
identifikasiyas: Gsullarina malik olmaq lazimdr.
Ancaq tok giiclii sifralorin olmasi kifayat deyil. 9n
tohliikoesiz tisullar - biometrika, daxili iki faktorlu
autentifikasiya tisullarina 6nom verilmolidir.

EHIM torofindon kritik infrastrukturlarda hossas
molumatlarin  qorunmast  {i¢lin  qurulmug
sistemloro daimi nazarat edilir. Sistemlor har biri
forgli zonalarda va serverlords saxlanilir, ehtiyat
tictin arxiv planlart qurulur, biitiin malumatlarin
saxlandigr sistemlor vo arxivlorin ehtiyat niisxalori
alinir.  Fordi  moalumatlarin  saxlanmasinda
beynslxalq standartlar totbiq olunur. Tohltkesizlik

nazaratlari - informasiya tohliikesizliyi tizra
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beynolxalq standart, 6donis sistemlorinde malumatlarin
tohlitkasizliyi standarti, GDPR (imumi moalumatlarin

qorunmast hagqinda qanun) standart: tatbiq olunur.

Kibertohliikasizlik sahasinds vatandaglarin farqina
varmadigi, dogru bildiklari yanliglar nalordir? Onlar
kiber hiicumlardan miidafis olunmaq {igiin onlar
nalora diqqat etmoali, hansi qabaqlayici tadbirlori
gormolidirlar?

2022-ci ilin statistikasina asason internet miihitds har 39-
cu saniyada kiberhiicum bag verir. Istifads etdiyimiz
elektron pogt tinvanlart 94% virus hticumlarint 6ztinds
ehtiva edir. Malumat sizintisinin asas sobablarindon biri
iso kibertohliikasizlik hagda malumatsiz olan insanlardir.
Bu gin insanlarin sosial gobokolords 6z fordi
molumatlarini, eloco do giinlik hayat hadisslerini agiq
sokilds paylasmasi, manbayi malum olmayan linklords 6z
molumatlarini daxil etmasi vo sair kimi artiq bir ¢oxlart
torofindon norma qgobul edilon vo ya verdis edilon
faaliyyat aslinda kibertohliikasizlik néqteyi-nazardan ¢ox
yanlis addimlardur.

Tanimadiginiz manbadan galon hor bir link, sizo verilmis
olan flog kartlar, “crack” programlarin ytklonilmasi,
bunlar har biri tahlitke manbayidir. Insanlart aldadaraq
molumat ogurlama Gsullar1 arasinda an genis yayilmus
metod bildiyiniz kimi fisinqdir. Fisinq hticumlarinin asas
moagqsadi insanlara miayyen linklor géndarmakls onlar
saxta, lakin real veb sohifoya bonzor sohifalora
yonlondirmak, hesab molumatlarinin  homin  saxta
sohifoyo daxil etmasini tomin etmokdir. Bu tisulla qargi
torof hesab molumatlarint ¢ox asanligla alo kegira vo
istifadaginin xebari olmadan ondan istifads eds bilor. Bu
kimi hallarla qargilasmamaq, malumat sizinusinin
qargisini almaq Gg¢lin votondaglarin miitomadi olaraq
kibergigiyena sahasinde maariflandirilmasina ehtiyac var.
Biz miitomadi sosial sobokalorimizda, elaco da EHIM-in
toqdimatunda “ASAN Radio”da yayimlanan “Raqgamsal
Azarbaycan” verilisinds bu barods vetondaglarimizi
maariflondirir vo ekspertlori dovat edarok tovsiyalor

veririk.



Olkomizds  “Kiber sahasinds

votondaglar arasinda, eloco da dovlat va 6zal

Gigiyana”

togkilatlarda, tohsil mijassisalorinds mévcud
vaziyyatin tohlili istiqgamatinds hansi tadbirlar
goriiliir va goriilmoasi planlagdirilir?

Ragomsal transformasiya va texnoloji inkisaf dovlat
vo 0zal sektor amokdaglarinin kibertahliikossizlik

todbirlorine daha hassas yanagmasini tolob edir.

Olkamizds kibergigiyena sahasinde miihiim
addimlar atdmaqdadr.

EHIM, Xisusi Rabita  ve Informasiya
Tohlikesizliyi  Doévlet  Xidmoati ve  “B.EST

Solutions” sirkoti torafindon kibergigiyena tizrs
omokdasliq  platformasinin  yaradilmasina  dair
omokdasliq miuqavilesi imzalanib. Miiqavilo
muvafiq platformanin istifadasi, idars edilmasi,
informasiya tohliikesizliyinin togviqi ve mivafiq
tobligat islorinin aparilmasini shato edir.

Molumatlarin

qorunmast  vo  informasiya

tohlitkasizliyinin tomin edilmasi zaruri
avadanliglarla  yanagi, hom do internet wvo

tohliikasizlik

qaydalarina riayat edilmasini zoruri edir.

molumatlardan  istifade  zamani
Imokdaghq ¢orgivasinde qurum vo sirkatlorin
movcud vo ya yarana bilocok tohlitks, eloco da
risklordon qorunmasi maqsadile kibertohliikasizlik
hagginda  maariflondirms  tadbirlorinin ~ va
tolimlorin kegirilmasi nazords tutulub. Layihanin
icrast  corgivosinde  qurum  va  sirkatlorin
amokdaglarinin kiberhticum ntimunalari asasinda
hazirlanmig simulyasiya testlorino yanagmalari vo
hazirliglar1 musyyon edilocok. Toslim vo testlor
NATO torofindon miikafatlandirilmig Estoniyanin
kibertahliikasizlik sirkoti —

tominat: vasitasilo hayata kegirilmasi nazards

“CybExer”in program

tutulub.

Homginin,  veotondaglar da  kibergigiyena.az

portalina daxil olaraq “Oziinii sina” bolmasindan

oz kibergigiyena biliklorini yoxlaya bilarlor.

Layiho vo testlor “Teknofest”doki stendimizda do
vatondaglar torafindan boyiik maragla qargilandi. Onlar
monitorda 6z biliklorini yoxlayaraq elo yerindaca naticasi
ilo tanig olurdular.

Biz 6z omokdaglarimizin da bu istiqgamoatds ayig-
sayiqligmnt  vo maariflonmasini  tomin etmok igiin
EHIM-in

torafindon

addimlar atiriq.  Masalen, Informasiya

tohlitkasizliyi  s6basi tolimlar  kegirilir,
kibertahliikasizlik sahasinds amoakdaglarin davraniglarinin

yoxlanilmasi ti¢iin test vo naticalari analiz edilir.

Bas ohalinin roqamsal savadliliginin  artirilmas:

istiqamoatinda regionlarda hans1 ictimai

maariflondirms layihalari hayata kegirilir?

Ragomsal savadliligin arturilmast istiqgamatinds ilkin
addimlarimizi Baki gohorinds atmugiq. Aydin mosaladir
ki, paytaxtla bolgolor arasinda roqomsal savadliliq
baximdan béytk forq var. Aradaki bu forqi azaltmag,
xidmotlorimizin bdlge votondaglarinin da istifadasi tigiin
6ton ildon miivatiq addimlar atmaga bagladiq.

Bolgalords ragamsal savadlilig: artirmaq {igin EHIM
torofindon daha 6nco Bakida hoyata kegirilon “Ragomsal
Hoékumat” Tagvigat Proqramini $amaxi goharinds tatbiq
etmaya basladiq. $oharin sosial aktiv ganclarindan ibarat
boytik auditoriyaya bir nego giinlik tolimlor kegirilib.
Paralel olaraq roqemsal koniillilor yetisdirilib, kontllilor
vatondaglart maariflondirmays hazirlanib, tolimdan sonra
kontlltlorin ~ biliklori yoxlanilib. Layihanin névbeti
morhaloesinds iso homin kéntllilor Samaxida ASAN
xidmats yaxinlagan, névbe gozloyan votondaglar elektron
dovlat xidmatlori, ragemsal xidmatlar, mobil tatbigler vo
s. hagqinda maariflondirib. Bu layihonin paralel olaraq
digor rayonlarda da kegirilmasi nazords tutulub.
Homginin qeyd edim ki, EHIM indiyadok media
niimayandslerinin roqomsal savadliliginin  artirilmas:
tctin 3 dofs “ Roqomsal Jurnalistikaya dogru” layihasini
hoyata kegirib. Proqrama bolgslordon olan media
niimayondslori do qatiliblar. Bu layihs ilo vatondaglarin
maariflondirilmasine medianin dastorilo nail olmaga
calismigiq. Layiha cargivasinde 100-don ¢ox jurnalist

roqemsal maariflondirmas proqramini ugurla bitirib.
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Regionlarda  roqemsal  xidmotlorin  inkisaf
baximindan "Ragemsal icra hakimiyyoti” layihasi —
rih.gov.az da boyiik shamiyyat dagiyir. Righ.gov.az
portalinin ilk totbiq edildiyi Genca goharinds,
Quba vo Masalli rayonlarinin har birinda sosial
aktiv votondaglara, eloco do se¢ilmis kondllilars
xidmotlordan istifads ilo bagli tolimlor kegirilib.
Votondaglart  maariflondirmok  ti¢in  ragomsal
kondllilar hazirlanib. 2022-ci ilin yanvar ayindan
etibaron foaliyyoto baglayan kontllilor hor 3
bolgads ASAN xidmoato yaxinlasan, novbo
gozloyon votondaglar1 portalin  funksionalliglari,
qeydiyyatdan ke¢mo vo xidmatlora miiraciatlo bagli
votondaglart maariflondiriblor. Umumilikda isa
kondllilar vasitasilo 2022-ci ilin yanvar ayindan bu
giinadak hamin bélgalords 20000-2 yaxin vatandag
maariflondirilib.

Qarsida bu istiqamatds yeni layihalorimiz olacaq.

Sonuncu sualimiz Avropa $urasinin yeni
yaradilmis Siini Zoka itizro daimi komitasila
baglidir. Komitonin faaliyyat istiqamotlori
nalordan ibaratdir? Sizca, Komitanin faaliyyati
Azarbaycana siini intellektin tatbiqi tizra hansi

yeniliklori gatiracok?

11 sentyabr 2019-cu il tarixinds 1353-cii iclasinda
Avropa Surast Nazirlor Komitasi Siini Intelleke
tzro Komitoni (CAHAI) yaratdi. Komitonin asas
mogsadi  ¢oxtorofli maslohatlogmoalor  asasinda,
Avropa $urasinin insan hiiquqlari, demokratiya va
qanunun aliliyi standartlarma asaslanan  siini
intellektin inkisafi, dizayni vo totbiqi ti¢lin hiquqi
bazanin formalagdirilmasidir.

Azarbaycan olaraq biz do Komitodo digor tzv
dovlatlarls birgs barabarhiiquglu tomsil olunurug.
Komitonin iclaslarinda beynoalxalq toskilatlarin
ntimayonds heyatlori, eloco da, Avropa $urasina
tzv 41 dovletin istirak¢isina  Azarbaycanda

rogomsal hokumat istiqgamatinds aparilan iglar,
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suni  intellekt  vasitasilo  dovlet  xidmatlarinin
tokmillogdirilmasi vo bu sahada 6lkamiz torafindan olds
olunan ugurlar barads daim malumat verilib.

Komitads tomsilgiliyimiz Azarbaycan ti¢in do bu
sahonin inkisafi vo siini intellektin miasir totbigetma
imkanlarina tShfs vermoays tobii ki miisbat tosirini
gostarir vo belo do davam edacak.

Xisusilo vurgulamaq istordim ki, EHIM olaraq 2020-ci
ilin aprelindo “Roqamsal idarsetmads sitini intellekt”
moévzusunda  beynalxalq konfrans ve data yarigmast
kegirdik. Konfransin adi “AIFORDIGIOV” (Artificiail
Intelligence for Digital Governance) idi. Konfrans
corcivasinda 20-don ¢ox 6lkeni tamsil edon 50-don ¢ox
taninmis spiker, beynslxalq togkilatlarin ntimayandaleri,
mihondislar, siini intellekt {izro miitoxassislor va
futuristlor bir araya toplanaraq siini intellekt sahasindos
dovriimiiziin an vacib masalalorini miizakirs etdilar.

Bu giin Markozimizin stini intellekt hollorinin istifads
edildiyi layiholorine “ASAN Login”, “ASAN Viza”,
“ASAN Bot” veo digorlorini niimuna gotirmak olar.
Hamginin, EHIM-da Data labaratoriyast departamenti
foaliyyat gostorir ki, burada mitomadi olaraq doévlat
xidmoatlorinds stini intellektin totbigi istiqamatinda
aragdirmalar aparilir vo miivafiq olaraq totbiq edilir.
9minam ki, bu giin Azarbaycanda siini intellektin tatbiq
edildiyi bir ¢ox layihalor, xidmatlor vardir. Olkamizin son

illor bu sahadoki inkisaf1 haqiqaton sevindiricidir.



GDPR VO INTERNET
RESURSLARINDAN ISTiFAD9
KONTEKSTINDO USAQ
HUQUQLARI

Styavus Bagirov

Miiallif Bak: Dévlot Universitetinin

hiiquqgsiinasliq ixtisast iizro bakalavr ikinci kurs
talobosidir.

Texnologiyalarin  stiratli  inkigaft ilo  ovvalki
dévrloerdan farglonan XXI asrds insan hiiquqlarinin
miidafiosi asas miizakiro predmetlorindon biridir.
Xisusi hossasligr ilo segilon usaglarn hiiquglarinin
qorunmast yoniinds tominat mexanizmlorin tohlili
bir sira problemlorin hsllina yonalso da, qanunlara
edilmis dayisikliklor vo ya miiayyon saho tizra hiquq
monbalorinin  azligt yeni maneslor formalagdira

bilmakdadir.

Miihafizasinin

Bu moaqalods Umumi Moslumat

Tonzimlonmasi  (General Data
Protection Regulation, bundan sonra GDPR[1]) adl1
sonad tohlil edilmoaklo onun musbat vo ziddiyyatli
toraflori agiglanir, hamginin bagda Birlogmis Millatlor
Togskilatt Usaq Hiiquglari Konvensiyast (bundan
sonra UHK) olmaqla diger hiiquq monbolori ilo
qarsiigh muqayisasi aparilir. Maqaloda  texnoloji
inkisafin usaqglarin hayat1 vo hiiquglarina tasirlori do

atrafli izah edilir.

Acar sézlor: Usaq hiiquglar, Umumi Malumat
Miihafizo Tonzimlonmasi, Beynalxalq hiiquqg, Usaq
Hiiquglart  Konvensiyas,

Avropa  hiququ,

Texnologiya hiiququ.

GIRIS.

Comiyyat vo dévlatin inkisaf tarixine nazor yetirdikdo
insan  hiiquqlarina  mixelif doévrlorde  muxtolif
minasibatin mévcud olmasi qonaatina gals bilarik. Bels
forqlonmonin asas qaynagmin bagda dovlet idaragilik
formasi, oxlaq vo hiiquq distncesi olmagla bir ¢ox
amillorin  tasiri olmasi stibhasizdir. Qeyd edilonlor
sirasinda  hiiquq  diigtincasini  xiisusilo  vurgulamaq
lazimdir, ¢iinki ‘o, hiiquga sadoco olaraq minasibat

olmayib, ... hiiquga tonqidi miinasibatlo yanagaraq onu

giymotlondirir’.[2] ~ M6vzu  tzro  hiquqa  vo
qanunvericiliyo  tonqidi  minasibatlo  yanasaraq,
fikrimizca, ziddiyyatlorin aradan qaldirilmas:
mumkiindir.

Insan hiiquglart miiayyan sistem kimi diisinditkda, usaq
hiiquqlar1 onun sistemaltt elementi kimi mithiim
ohamiyyat kasb edir. Uzun miiddat arzinds formalagmig
konsensusu da nozors alaraq onlarin xtisusi diqget ve
qaygtya echtiyac duyduglart qeyd edilmalidir. Usaq
hiiquqlar1 insan hiiquglart daxilinds spesifikliyi ilo
secilir. Bunu bir-biri ilo six slageds olan ti¢ slamat ilo
saciyyalondirmak olar:

e Usaq hiquqlarinin spesifikliyinin birinci olamati
tarixi amillorlo baglidir. Hesab edirom ki, qadim
zamanlardan 1924-cti ilodok miiddati shato edan
birinci dévr sirf usaq htiquglarini  tonzimloyan
monbanin olmamast ilo segilir. Usaqlara ibtidai icma
qurulusunda daha diqqotcil vo hassas miinasibat
moveud olsa da, patriarxalligin tasiri vo ardinca ilkin
dovlatlorin formalagmasi nazordon qagmir. Burada
muxtolif moisotlorde forgli yanagsmalarin forgine
vara bilarik, masalon bir-birina qonsu sayilan Afina
vo Spartada usaqlara verilon tohsil vo psixoloji tasir
fargli idi. ‘Spartadan fargli olaraq Afina daha liberal
va demokratik ictimai quruluga sahib olduguna gora
tohsil sistemi baximindan fargli bir quruluga malik
idi’.[3] Tohsildaki forglar névbati zamanlarda

[1] Strafli malumat tigin: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R 0679

[2] M.F.Malikova. “Hiiquq nazariyyasi”, Baks, “Elm va tohsil nagriyyat1”, 2019, 448 s. Sah. 303.

[3] D.C.Dikyol. “Antik Yunanda bir egitim modeli: Sparta”. Mediterranean Journal of Humanities, VI/2 (2016), soh 194. Otrafli molumat Ggiin:
http://proje.akdeniz.edu.tr/meri/mjh/6-2/MJH-12-9-Derya_ CIGIR _DIKYOL.pdf (son baxis 16 fevral 2022-ci il).
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hiiquq digtincosinds  ziddiyyotlora gotirib ¢ixara
bilor. 1924-cti ildo Usaq Hiuquglart haqqinda
Cenevro Boyannamosi qobul edildi. 1959-cu ilds
bayannamonin daha tokmil vo ohatoli versiyasi
hazirlanmi, 1989-cu ilds BMT Usaq Hiiquglan
Konvensiyast (UHK) ti¢tin bazis olmugdur. UHK-
nin gobul edilmoasi, zonnimizca, ingilabi olmus veo
onun asasinda Olkslords ugaq hiiquqlari hagqinda
qanunlar[4] qobul edilmisdir. Sirf usaq htiquglarr ilo
bagli olmasa da, 1966-c1 il Beynalxalq Paktlarinda
onlarin  hiquglarmm  mihafizesi ilo  olagedar
normalara yer verilmisdir.

o Spesifikliyin ikinci slamoti bioloji amillordir.
Aydindir ki, bir qayda olaraq, usaqlarin bioloji
inkisafda olmasina goro fiziki zeifliyi bazi islori
goro bilmomolorine saboeb olur. Hamginin,
ofsuslar olsun ki, xiisusila, zaif inkigaf etmis
olkalordo vo (ya) muxtolif rayonlarda usaq
amoyinin istismari hallarina rast golinir. UHK-
nin mdvqeyina baxsaq, gora bilorik ki, ‘usaqlarin
iqtisadi istismardan vo onlarin saglamligi Ggiin
tohlitks t6radan...yaxud onun saglamligina vo
fiziki...inkisafina ziyan vura bilocok har hansi igin
yerina yetirilmasindon miidafis hiiquglart var’

(madds 32).

edilmasi

Usaqglarin - macburi  amayinin
182 noémrali

qadagan haqqinda
Konvensiya 1989-cu ildo Beynolxalq 9mok
Toskilatt tarafindon qobul edilmigdir.

e Sonuncu ve tgiinci olamat sosio-psixoloji
tosirlardir ki, ilk ikisi ilo vohdat tagkil edir. 32-ci
maddads hamginin onlarin sosial, manavi ve
oxlagi inkisafina zorbe vurma ehtimali olan
islordon miidafio hiiququ gosterilmis, 6-c1

maddadas onlarin inkisafa olan hiquqlarin

tomin etmak konvensiya istirak¢ist olan dovlatlor tigtin
ohdalik kimi gebul edilmigdir.

Alamoatlorin tohlili ugaglarn xiisusi hossas kateqoriya
olmasinin siibutudur ve istor dovlatlor, istorsa do
toskilatlar qanunvericilik faaliyyatinds rohbar tutmalidir.
Texnoloji ~ inkisaf miihitinde usaq htiquqlarinin
miihafizasi 6zliiytindas yeni ¢atinlik vo 6hdsliklori gotirir.
UHK-nin 16-c1 maddasinin gostarigini (toxunulmazliq
hiiququ) diqqgatae alaraq, masslonin tonzimlonmasi tigiin
bir sira todbirlorin togkili imperativ hal almigdur.
Vurgulanmalidir ki, dovlatlorls yanagt beynalxalq toskilat
gisminde BMT, Avropa Surast vo Avropa Ittifaqt
usaglarin dijital erada htiquqlarinin qorunmast tigiin
qgotiyyotli addimlar atmigdir. Sirf usaq hiiquqlart ils bagl
1995-ci ilds
Molumatlarin  Emali

olmasa da, qobul  edilmis  “Soxsi
vo Bu Moslumatlarin  Sarbast
Horokati haqqinda” Avropa Parlamentinin vo Surasinin
Direktivi[5S] (bundan sonra Direktiv) region saviyyasinda
rezonans dogurdu. Ehtiyaclar1 qarsilamadigina vo realligla
uzlaga bilmadiyins gora illor sonra GDPR Direktivi avoz
etdi. Salofi ilo

minasibotlor dairasi daha genis olsa da, GDPR-in

mugqayisado  tonzimlodiyi ictimai
miibahiss edilasi yonlori heg do az deyil.

Yagla bagli normanin UHK-dokindon farglonmasi,
internet resurslarindan istifade zamani onlara daxil olmaq
tgtin raziliqda tzlsgilo bilocak problemlsr, manaviyyati

tohdid edo bilacak GDPR-i

muzakirs  predmetins adigokilon

miibariza
GDPR

problemlarin hallinds effektiv manba rolunu oynayir mi?

torkiblarla

cevirir.

Yoxsa dizalis edilmoali vo realliga uygunlagdiriimali

moaqamlar ¢oxdur?
GDPR-IN ZIDDIYYOTLI YONLORI.

a. Yag moasolasi vo ondan irali golon valideyn salahiyyatlori

[5] Niimuna olaraq, 1998-ci ildo Azarbaycan Respublikasinda usaq hiiquqlari hagqinda qanun (N2 499-1Q) gebul edilmigdir. Qanunun preambulasinda UHK-ys vo digar

beynalxalq sanadlors istinad var. Otraflt malumat tigiin: http://www.e-qanun.az/framework/3292 (son baxis 16 fevral 2022-ci il).
[6] Otrafli malumat tigiin: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31995L.0046 (son baxig 17 fevral 2022-ci i)
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Istor Avropa Ittifaql hiidudlarinda, istar Avropanin
digor olkalorinda, istorso do miixtalif regionlarda
internet resurslarinin davamli inkisaft ilo uzlaga
bilacok vo fordi malumatlarin qorunmasina tominat
veron qanunvericilik monbalarinin azligt GDPR

edildikda
Valideynlorin

qabul diggetlori  ona  yonoltdi.

oksariyyatinin ~ vo  kommersiya
qurumlarinin oks qutblorde dayandigi mévzu yas
problemi idi. Direktivds yasla bagli tonzimloma yox
idi. Bu baximindan GDPR-in rolunu gonaatbaxg
saymagq olar. Lakin malumatlarin emalr Gi¢tin raziligla
bagli miiayyon edilmis yas haddine munasibat eyni
olmadi. GDPR-in 8-ci maddasinds tasbit edilmisdir
ki, ‘usagin on azt 16 yayt olduqda onun soxsi
molumatlarinin emalt 6.1-ci maddoanin “a” bandi[6]
osasinda usaga bilavasito informasiya comiyyati
xidmotlorinin taklifi yonaldikds qanuni hesab edilir.
Usagin yagt 16-dan az olduqda, bu ciir emal yalniz
usaq Uzorindo valideynlik mosuliyyatinin sahibi
torafindan raziliq verildiyi vo ya icazs verdiyi daracada
ganuni olacaqdir. Uzv dévlatler bu maqsadlar {igiin
qanunla daha agag1 yas miiayyan edas bilor, bir gortlo
ki, bu yas 13 yagdan agag: olmamalidir’.

Yagla bagli bu ciir tanzimlamanin tonqidgileri hesab
edirlor ki, 16 yas etalonu he¢ bir konkret analizo
asaslanmur. ‘Bagqa so6zlo, 13-16 yag haddinin arxasinda
dayanan montiqin ns oldugunu bilmadiyimiz ti¢iin
onun tosirini  vo toyin olunmus moagsado
uygunlugunu tohlil eds bilmirik’.[7] Belo olduqda
usaqlarla bagl dayisikliyin legitimliya vo sosial realligs
oks etdirmasi sual altina distir. Hesab edirom ki, bu
hal tofsir va totbigds ¢otinliklor yarada bilar.
Unutmaq olmaz ki, bir sira dovlatlorin bir ittifagda
comlonmasinds magsad millatlar arasinda harmoniya
onlararast mimkiin

yaratmaq Vo ziddiyyatlori

oldugca hall etmakdir. Mévzuya istinadan,

Avropa Ittifaqt miiqavilssinin 3 (3)-cii maddasinds ugaq

hiiquglarinin miihafizasina togviq toskilatin
mogqsadlorindon biri kimi tasbit edilmigdir.

Uzv dovlatlor miixtalif yag hadlori miisyyan etdiklari
toqdirdes mévecud harmoniya tomin edilo bilormi?
Mosalon, tosovviir edok ki, 3 qonsu ve tzv dovlet
Almaniya, Polsa vo Cexiya mivafiq olaraq yas haddini
13, 15 vo 16 olaraq mioayyen etdilor. Subyekt 13 yasi
tamam olmus Cex votondasidir vo o, hazirda Polsa
orazisindadir, ustolik hansisa Almaniyaya moxsus
informasiya comiyyati xidmatlori malumat emals ilo bagli
Belo halda hall tsulu GDPR-ds

gostorilmomisdir. Notica etibarilo, biitiin tizvler tgtin

toklif irali siiriir.

standart vo vahid yagin musyyon edilmomasi birinci
ziddiyyatdir.

UHK-nin 1-ci maddasins asason, ‘har bir insan 18 yasa
catanadok bu Konvensiyanin moagsadlarine goéra usaq
sayilir’. Konvensiyanin 16-c1 maddasi iso toxunulmazliq
hiiququna birbaga digqat ayirir: ‘Hor hansi bir ugsaq onun
soxsi hayat, ailo hayatt...yazigma sirri hiququnun hayata
kegirilmasine 6zbagina va ya qeyri-qanuni suratds
miidaxilo obyekti, yaxud onun seraf va layagotina geyri-
ganuni qasd obyekti ola bilmaz’. Iki miiddsanin paralel
tohlili naticasinds agiq sokilda goriiniir ki, 15 yash fordin
(nimunoa kimi) soxsi malumatlarina miidaxilo ve ya onun
0z soxsi molumatlarindan istifads etmak yolu ilo mtisyyon
informasiya xidmatindon istifado etmasina moaqsadli
manea yaratmaq (moasalon, valideynlorin qasdan onlara
icaza/raziliq vermamasi) beynalxalq normaya ziddir.

Bir daha vurgulayiriq ki, Ai-ya tizv dovlatlor ham do
UHK-nu1 ratifikasiya etmiglor. Tasovviir edok, UHK-nin 1
va 16-c1 (18 yas); GDPR-in 8.1-ci (16 yas) maddslori
tofsir edildiyi toqdirde ikililik yaranacaq. Qlobal veo
regional qanunlarin yag mosalasinds uzlagmamas: ikinci
hesab

miiddaalarinin yanlis totbiqina sabab ola bilar.

ziddiyyat olunur vo usaq hiiquglan

[7JGDPR-in 6-c1 maddasi “Emalin qanuniliyi” adlanir. Onun I hissasi malumatlarin proseslogdirilmasinin qanuni hallarini miisyyon edir, (a) bandi iso subyektin onun

moalumatlarinin bir va ya bir nega xiisusi maqsad tigiin islonilmasina raziliq vermasindon bahs etmokdadir.
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Bir sira ekspert roylorina diqget yetirsak, onlar
GDPR-do 16 yasin ¢ox yitksok hadd oldugu
qenastindadirlor.  ‘Siyasatgilorin ~ 8-ci  maddonin
layihasini tortib etmo torzindo catigmazliq, praktiki
soviyyado qiymoatlondirmok bacarigidir ki, ogor
usaqlar bir ford kimi ciddi qobul edilorss, onlarin
insan hiiquqlarina  hérmoat onlarin  maraq v
ehtiyaclarinin  tez bir zamanda valideynlori ilo
uygunlagdirilmadigi anlamina golo bilar’.[8] Bu fikrin
torofdarlart XXI oasrin 6ncoki dovrlordon forqli
oldugu genastindadirlor vo distiniirlor ki, usaqlar
avvalki gadar valideynlorindan asili olmamalidirlar.
Asililigin azaldilmasint iss resurslara azyaghlarin ¢ox
rahat olgatimliligy ilo slagelondirirlor. Qabul edildiyi
ilk vaxtlarda GDPR-2 gonclorin miinasibatini tadqiq
edon aragdirmada bu cimlaya rast galirik: ‘8-ci madds
golocoys toxunmaga calisan siyasot resepti kimi
goriiniir vo kegcmisin qorozlorini oks etdirmokdon
basqa he¢ no etmir.[9] Ekspert roylorinin
oksariyyatinin va sosial sorgularin naticasinin tahlili
gostorir ki, internet istifadagilorinin sayinda usaqglarin
bir hassas kateqoriya kimi ¢okisinin artmast 16 yas
tonzimlomasi ilo uzlagmur. Bu, tigtincii ziddiyyotdir.

GDPR 8.1-ci maddossindo gostorilmis “icaze” vo
“razilq” (given or authorized) terminlori arasinda
texniki

ganunvericinin - maddi vo ya olaraq

forglondirici  izah  vermamasi  qeyri-miiayyonlik
yaradir.[10] Problem &z aktualligini sadocs bu
kontekstda deyil, hom do usagin internetdon istifads
etmoasi zamani da qoruyur. Zonn edirom ki, bu iki
termin  bir-birina ¢ox yaxin olsa da, onlan
barabarlogdira bilmarik. Praktiki baximindan “icaza”
va ya “razilig”1n bir-birindon forqlondirilmasi ¢atindir
vo onlart Dbir-birindon ayira bilmaysn (onlarin

farglondiyini bilmayan vo ya bu mévzuda bu iki

terminin olmasint aglina bels gatirmayan) votondag ti¢tin
forgli hiquqi naticalars gotirib ¢ixara bilor. Hesab edirom
ki, qanunverici bu ziddiyystin halli G¢tin miivafiq
todbirlor gérmoalidir.

Sonuncu ziddiyyat praktiki nozarotin kifayat qodor
problemli olmasi va istonilon naticani vera bilmamasidir.
‘Nozarot¢i movecud texnologiyani nazora almagla, belo
hallarda raziligin usaq tizerinds valideyn mosuliyyati
sahibi torsfindon verildiyini ve ya icazo verdiyini
yoxlamaq ti¢iin aglabatan say gostarmalidir’ (GDPR 8.2).
“Aglabatan soy” ifadasi konkret deyil. Bu ciir “soy”
tovsiya vo ya gostorislor formasinda oks etdirilo bilor,
timumi strategiyalart oks etdiron sanadds comlons bilar.
Lakin bu tovsiyolor no doracods tamligi oks etdiracok?
Avvala, onlayn sistema daxil olmus usaq ona yonaldilmis
sorguya yalan cavab vera bilor. Masalon, 11 yash usaq
sistemdoaki 18 yag vo yuxari i¢in nazards tutulan xidmats
giris sorgusuna maqsadli yanlis cavab vera bilar (tutaq ki,
19 yast qeyd eds bilar). Ikincisi, 16 yasadok usaglar
tizorinda icaza/raziliq solahiyyotine malik valideyn(lor)
gesdon miivafiq xidmotdon istifadoni mohdudlagdira
bilar, halbuki 6vlad1 ti¢iin ciddi shamiyyat kosb edirdi,
fogoet daxili minasibatlordoki problema asason, bels
addim ata bilor. U(;iinciisii, Al mokaninda savadliliq
soviyyasi normadan yiiksok olsa da, bu har kasin
icazo/raziligla bagli qanunvericiliyi bildiyi vo ya an
azindan xobardar oldugu monasina golmir. Qeyd
etdiyimiz amilo goéro valideyn @mumiyyatlo raziliq
vermokdan imtina eds bilor. Daha pis halda ise
moalumatlari olmayan soxslordan valideyn salahiyyatlorina
sahib ola bilocok soxs gisminda sui-istifads eds bilorlor.
Dérdtnciisii, usaqlar internet xidmotlorindon sadaca
evlorinda istifads etmirlor. Nozara almaliyiq ki, usaglarin
interneto  qosulacaglart mokanlar ¢oxluq togkil edir
(maktabloar va s.). Belo olan hallarda miivatiq salahiyyatin

kimds olmast suallar dogurur.

[8] Porde Krivokapi¢, Jelena Adamovié. “Impact of General Data Protection Regulation on children’s rights in digital environment”. Annals FLB - Belgrade Law Review,

Year LXIV, 2016, No. 3, sah. 208.

[9] Joseph Savirimuthu. “EU General Data Protection Regulation Article 8: Has Anyone Consulted the Kids?” The London School of Economics and Political Science.

Otrafli molumat {igiin: https://blogs.Ise.ac.uk/medialse/2016/03/01/eu-general-data-protection-regulation-article-8-has-anyone-consulted-the-kids/ (son baxig 19 fevral

2022-ci il).

[10] A.Pals, “GDPR from a youth perspective”, (son baxig 19 fevral 2022-ci il) https://www.betterinternetforkids.eu/web/portal/news/detail?articleld=687738.
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Valideynlorin 16 tizarinda

icazo/raziliq vermok hiiquglarindan

yasadok  ugsaglar
sui-istifado
etmosi ilo miiayyan hadlords miibarizo aparmaq tigtin
qeyd edilmis xidmatlor ona birbaga taklif edils bilor,
lakin  bela
mohduddur. ‘Birbaga usaga toklif olunan profilaktik
GDPR

preambulasinda nazords tutulan istisna bu masaloni

xidmotlorin  dairesi  kifayat qodar

vo ya moslohat xidmotlori ilo

bagli

kifayot qodor lazimi aydinligla hall etmir’.[11]

Istifadagilarin sayinda usaqlarin ¢okisini oks etdiron

cadvals diqqat yetirak:
Diinyada 18 yvagdan agag internet istifadagilarinin faizi (2015-ci
) HIE e ~33 %
il va 2017-ci il dzra)
Al makaminda 18 yagdan asa@ internet istifadagilorinin faizi 200
-, o

(201 5-ci il izra)

Al fizvlari arasinda usaglarn interneta miixtalif (kompiiter va ya 93 %o (mobil)
mobil/digar) vasitalarla daxil olmasi faizi fizra an yiiksak T va 1
olka (midvafiq olaraq Italiva va Bolganstan)

(20019-cu il Dzra)

83 % (mobil)
48 % (kompiiter)

Miivafiq olaraq [taliva va Bolganstan iizra an azi hafialik onlayn
oyuna daxil olan usaglarm cins amili asasinda faizi (200 9-cu il
izra)

64% (o), 28% (g)
84% (o). 62% (q)

Onlayn malumatlann dogrulugunu yoxlaya bilmayacaklarini
stiylayvan usaglar faizi (mivafiq olarag haliya va Bolganstan,
2019 iizra)

53%
48%%

Maktab va va kollecda 2n azi haftalik interneta gosulan
ugaglarm yag amili asasimda faizi (miivafiq olaragq laliya va
Bolganstan, 2019 {zra)

21%-25% (9-11 vas)
38%a-58% (12-14 yag)
64%e-T4% (15-17 yas)

Cadvaldo do yer verildiyi kimi mixtalif cihazlar
vasitosilo 18 yagsdan agagr soxslorin interneto daxil
olmaq faizi on yuksok iki 6lkesinde moktob vo
kolleclorda interneto qosulmaq faizi he¢ do agag:
deyil. Mosalon, sonuncu sttunla yuxarida qeyd
etdiyimiz ziddiyyatlori slagoelondirarak Bolqaristan
moktab va kolleclorinds razilig/icazs texniki-nazarat
prosesindo  xtsusilo ciddi problemlarin  oldugu
genaatina galo bilarik.

11] Istinad n6m.8, soh. 211.

GDPR-in 8.3-cii maddasi diqgetdon qagmamalidir.
Orada ‘1-ci band (8.1 nazords tutulur — musllif qeydi)
usaga  miinasibotds  miiqavilonin  etibarliligy,
formalagmasi vo ya tosiri ilo bagli qaydalar kimi tzv
dévlatlorin imumi miiqavile hiiququna tasir géstormir’
normast 6z oksini tapmugdir. Buna baxmayaraq, ‘tzv
dovlatlorin  GDPR 8.1-ci maddasi tizro uzlagmada

¢otinlik ¢coka bilocoklori qeyd edilir’.[18]
b. "Gértinmoazlik”don hipergériinmaya

mihitin  siiratli manfi

Dijital

toroflorindan biri “goriinmoazlik” problemidir. Internet

formalagmasinin

resurslarinin aktiv vo ya qgismon aktiv istifadagisi olan

usaglarin  miixealif  mogqsadlor  saxta  profillorin
imkanlarindan yararlanmalari tendensiyast artmaqdadir.
Miixtalif sosial gobokalords qargilagilan hallar géstarir ki,
adoton ugaqlar iki profilden istifads edirlor, biri
hoqiqiliyi ilo segilir, digeri iso onlarin muxtalif
maraglarina  xidmoat edir. Moasalon, iiglincli goxslori
narahat etmok, sadoca olaraq taninmalarini istomamak,
miiayyon magqsadlor tigiin bagqalarinin hesablarini “gizli
qoydugu

qadagalarin  pozulmast halinda onlarin cazalarindan

nazarat’-de  saxlamaq,  valideynlorinin
qorxaraq onlayn oyunlar oynayan usaqlarin bagqa
adlardan istifads etmoak vo lazim olduqda tokzib tgiin
tutarli stibutu olmaq va's.

Umumiyyatla, saxta profillorin agkara ¢ixarilmas,
onlarin tonzimlonmoasi kifayat godor ¢atindir. Hesab
edirom ki, ¢atinliyin birinci sobabi els informasiya
anlayiginin  hadsiz genigliyi ilo bagldir. 'Bu anlaysg
haddon ¢ox genigdir vo Umumi elmi monada bu
daracada genisliys haqq qazandirmaq miimkiin olsa da,
daqiqlik vo birmanaliliq talab edon hiiquqstinashq tigiin
elo do magsadauygun deyil'.[19] Unutmagq olmaz ki,

12] S. Livingstone, J. Byrne, J. Carr, “One in three: internet governance and children’s rights”, The Global Commission on Internet Governance, Paper Series, 22/2015.
13] “When Free isn’t”, eNASCO Report, 59, (dekabr 2015-ci il tigiin). https://www.unicef.org/media/48601/file (son baxig 20 fevral 2022-ciil, soh 3. - 2017-ci il tigtin).
14] GKO Summary Report, “Growing up in a connected world”. UNICEF Office of Research, 2019, sah. 6.

16] Istinad ném.15, sah. 12.
17] Istinad ném.15, sah. 20.

[11]
(12]
[13]
[14]
[15] Istinad ném. 15, sah. 8.
[16]
(17]
[18] Istinad nom.8, soh. 214.
[19]

19] Z.A.9sgarov. “Konstitusiya hiiququ”. Darslik, yenidan islonmis ikinci nagr. Baki, Baki Universiteti nagriyyati, 2011, 760 s. Sah. 189.
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informasiya dedikds sadoco miiayyan malumat bazasi
basa diisilmiir, eyni zamanda informasiya sistemina
giris, malumatlardan faydalanmaq da bu terminin bir
pargasidir. Mévzumuza uygun olaraq, UHK-nin 17-
ci  maddesi ugaglarin  kitlovi  informasiya
chtiyatlarindan istifads etmak hiiququnu muosyyan
edir vo dévlatlar bir sira magsadlar tigiin (usaglarin
sosio-psixoloji inkisaf1 va s.) onlarin bu hiiquqlarinin
realizosina tominat verir. Mohz bu tominat avvalda
qeyd etdiyimiz saxta profillorin yaradilmast ti¢tin sui-
istifado muhiti yaradir. Saxta profillorlo miibarizada
zonn edirom ki, dovletlor xiisusilo, beynalxalg
toskilatlarin  igloyib  hazirlayacagsi  nizamlama
alqoritmina ciddi ehtiyac duyurlar.

"Goriinmoaz” ugaqlart gézloyan tohdidi onlarin 6zlori
COX  vaxt

dasinmirlor. Usaq psixologiyasina

istinadon, onlarin daha ¢ox onlayn oyunlara
yonaldiyi qonastine golirik. Usaqlar iso oyunlarda
ugur qazanmagq ti¢iin ¢ox vaxt onlara taqdim edilmig
xidmotlari gabul edirlor. Oksariyyat xidmot sortlorini
imumiyyatls oxumur vo bununla da “gériinmaz”
mogqsadlor sahibi usaglar 6z molumatlarint sistema
daxil edorak hipergériinon vaziyystda galirlar. “Eyni
zamanda, usaqlarin problemlori tiglin ananavi oflayn
hall yollart da ¢atinlasir, ¢linki usaqlar sirkatlor tigiin
haddindon artiq goriinsolor dos, onlarin oyunlar,
dostluglart vo problemlori onlarin rifaht ti¢tin faal
sokildo maraqglanan har kas ti¢lin yeni goriinmozdir’.
[20]

Hipergériinma ugaqlar: bir sira tohlitkalorin hadafine
cevirir. Onlarin  molumatlari, brauzerlords, sosial
totbiglorde axtariglarint oks etdiron tarixgalori vo
digor moxfi informasiyalar ¢ox asanligla reklam
lovazimatina ¢evrilir, bununla da sirkatlor vo diger
subyektlor pul qazanirlar. GDPR hipergoriinms ils
miubarizads istonilon saviyyads effektiv deyil.

Tonzimloma sonadinds fikrin vo informasiya ifadasinin
(mad. 85), rosmi sonadloro ictimai girisin (86), milli
identifikasiya nomroasinin (87), masgulluq kontekstinds
(88),
todqgiqatlarla bagli tominat vo istisnalar (89), moxfilik

emal ictimai maraq, statistik, tarixi, elmi
ohdaliyi (90), kilss vo dini togkilatlarin malumatlarinin
gorunmast (91) “spesifik malumat emalt” faslino daxil
edilsa do, bu fasilds ugaqglarla bagli malumatlarin emalr ils
bagli konkret maddanin olmamasi magbul hesab edilmir.

sokilds  bir maddads

problemlari hall edacok normanin hazirlanmasi real

Hoamginin, miitlaq biitiin
olmasa da, gismon tonzimlomanin olmasi usaglarin dijital

miihitda hiiquglarinin miidafiasi tiglin regional saviyyada

ciddi addim ola bilardi.
GDPR-IN MUSBOT YONLORI.

Coxsayli tonqid ve ziddiyyotli moqamlara baxmayaraq
GDPR-in spesifik shamiyyotini qeyd etmoaliyik. Ovvala,
GDPR-in usaqlarin hiiquqlarma aid normaya yer
vermasi miisbat qiymotlondirilmalidir. Ironikdir ki, 4-cii
maddads ugaq anlayist verilmasa da, usaq hiiquglarinin
ohamiyyatini qanunverici dork etdiyindon ona sonadds
yer verir. Ikincisi, avvalda da qeyd etdiyimiz kimi 1995-ci
il Direktivindo yagla bagli masaloys yer verilmirdi.
Qdsurlu da olsa, GDPR onunla bagli normani oks etdirdi
va gobul olundugu ilk vaxtlarda insanlarin maraginin
sababi do bu idi. O ciimladan, Al-do GDPR qodar
internet problemini tonzimloyon normativ-hiiquqi akt
yox idi. Usaq hiiquglarinin 6énami tokco 8-ci maddada
deyil, preambulada da oks edilmisdir.

Ugtinciisii, GDPR  pozuntulara géra macburiyyat
todbirlorini vo onlarin hanst halda totbiq edilmali
oldugunu da misyyon edir. GDPR soxsi toxunulmazliq
hiiquglarinin pozuntusuna gére masuliyyat vo tonbeh
todbirlori ilo baglt ayrica fasil (VIII fosil, 77-84-ci
maddaslor) ayirmigdir. 83.4-cti maddads bu maddonin

[20] Livingstone, Sonia. “Realizing children’s rights in relation to the digital environment”. European Review. ISSN 1062-7987 (In Press), 2020. Sah. 6.
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ikinci bandina[21] uygun olaraq 10.000.000 avroya
godar va ya Shdslik halinda avvalki maliyye ilinin
imumi diinya miqyasinda illik dévriyyesinin 2%-i
qodor inzibati corimalora sobab olan hallar qisminds
8-ci  madds

ohdoliklorini pozmast qeyd edilir. Dérdincist,

Uzrs nozaratgi va  prosessorun

GDPR-ds ugaq hiiquglarinin fundamenti olan 8.1-ci

madda 17-ci madds 1iizro oasaslardan biri kimi
muiayyon edilmigdir. Molumaun aid  oldugu
subyektin  nozaratgiden  onun  molumatlarini

langitmadon silmoayi tolob etmok hiiququnu oks
etdiron 17-ci maddadon usaglarin mslumatlarina yer
verilmasi sevindiricidir. Begincisi, GDPR Direktive
nisbatds ‘informasiya xidmati provayderlori tizorinda
sort qaydalar qoydugundan yeni biznes modellari ona
asason sokillonacak’.[22] Goértindiyis kimi GDPR
hom usaq htiquqlarinin  mithafizesini  vurgulayur,
hom ds informasiya xidmatlorini hayata kegiron
arasinda  balanst

subyektlorlo  usaq htiquglart

qorumaga ¢alsir.
NOTICO.

Usaq htiquqlarinin dijital mithitds tonzimlonmasi ilo
bagli ciddi ziddiyyatlori olsa da, zenn edirom ki,
GDPR global saviyyodo UHK-don sonra ikinci,
regional soviyyodo iso birinci méovqeds durur.
Direktiv donamin realligs ilo ayaqlasa bilmadiyi tigiin
avaz edilmisdi. GDPR-1 iso qonaatbaxg saymagq olar.

Hsls ds mdvzunun tadgiqatgilart basda olmagla Al
votandaglart GDPR-da bir sira dayisikliklor edilocayi
tmidindadirlor. Ciinki yasla bagli vurguladigimiz
moqamlar hazirda olmasa da bels, galocak tigtin ciddi
bilor.

mogsadlarindon biri hiiddudlart daxilinds xalglarin

problemlor  yarada Xdususilo,  baglica

harmoniyasini tomin etmok olan Avropa Ittifaqt figin
tohdid doracasine qalxa bilor. GDPR-in 16 yagi etalon
kimi miioyyon edarak 13 yasdan agag: olmamas sorti ilo
tzv dovlatlors onun ssasinda qanunlart hazirlamalarini
tovsiyo etmoasi ilk baxigdan yaxsi goriine bilor, foqat
internet istifadagisi olan ugagin informasiya xidmatini
hoyata kegiran subyektlo forqli tizv dovlotdon olmasi
ozliyinds  problemdir. Usaglarin

informasiya
xidmotlarindan istifadasinin qargisint 6z hiiquglarindan

edorak

mitoxassislorin alqoritmlor igloyib hazirlamalar1 zoruridir.

sui-istifada alan  valideynlorlo miibarizada
Mo6vzuya optimist yanagdigda GDPR 17-ci maddasinda
8.1-ci maddanin asaslardan biri kimi miisyyon edilmasini
vurgulamaq lazimdir. Umid ediram ki, istar Avropada,

istor digor regionlarda mivafiq aktlar qobul edildikds bu

Tonzimlomanin misbat yonlorindan istifade edacokdir.

[21] GDPR-in 83.2-ci maddasinda inzibati carimanin totbiq edilib edilmamasi zaman1 nazara alinmali sortlor 6z tasbitini tapmugdir. Gostorilir ki, 83-cti maddadaki inzibati

corimalar 58.2-ci maddanin a-h va j bandlarina (miivafiq salahiyyatli orqanin tam salahiyyata sahib oldugu masalalor) slave va ya onlarin avazina tatbiq edilir. GDPR 83.4-do

aks olunmus “nazaratgi” (controller) va “prosessor” (processor) ifadalorinin izaht 4-cti maddada gostorilmigdir. Ona istinadan, birinci termin fordi molumatlarin emalinin

maqsad va vasitalorini tokbagina vo ya bagqalari ils birlikde miiayysn edon fiziki vo ya hiiqugi soxs, dovlot orqan, agentlik vo ya digor orqan; ikinci iss fordi malumatlar:

nazaratgi adindan emal edon fiziki vo ya hiquqi soxs, dévlat orqany, agentlik va ya digor orqan demakdir.

[22] Istinad ném.8. Sah. 218.
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Hello, Mr. Rotenberg. Thank you for accepting our
interview offer. Please tell us a little bit about the
Center for Al and Digital Policy.

We established the Center for AI and Digital Policy to
focus public attention on the impact of Artificial
Intelligence and to advocate for democratic values. Our
mission is “to promote a better society, more fair, more
just —a world where technology promotes broad social
inclusion based on fundamental rights, democratic
institutions, and the rule of law."

We established a research network of over 200
participants in 50 countries. We run Al policy clinics,
provide advice for national governments and
international organizations, and publish annually
“Artificial Intelligence and Democratic Values,” the first
report to rate and rank national Al policies and practices.

And I'am now working on the first U.S. casebook on The
Law of Artificial Intelligence, which we hope will be
available in 2023.

Concerns exist over how Al will affect democratic
principles. UNESCO released a draft
recommendation on the ethics of artificial intelligence
in 2020 that established ten guiding principles.
Regarding one of them, fairness, we have a question
for you. How should fairness be implemented in
artificial intelligence, in your opinion?

The UNESCO Recommendation for AI Ethics was
adopted by 193 countries in 2021. It is the most
comprehensive approach to AI governance so far.
Fairness is one of the foundational principles. The aim is
to ensure that when decisions are made by AI systems
about people they are fair and just. To ensure fairness,
there are several related principles — explainability,
transparency, and contestability. Taken together these
principles help ensure that individuals understand a
decision, have the ability to examine the basis of the
decision and are also able to challenge an adverse decision.
These are the essential elements to ensure fairness in Al

systems.


http://caidp.org/

There are some crucial components in the
European White Paper on Al, such as the
person'’s right not to be subject to an automated
decision in the first place. Do you think
preventing discrimination by removing the
individual's  protected characteristics is
possible? To what extent can or should law

address concerns of algorithmic bias?

Since the issuance of the White Paper in 2020, the
EU has moved forward with the proposed EU
Artificial Act that would establish a right, in
certain circumstances, not to be subject to an
automated decision. As to whether it is possible to
remove a person's protected characteristics from
automated decision-making, that is a difficult
question as there are proxies, such as postal codes,
that mirror the protected characteristics. But there
are techniques, including impact assessments that
can help identify and mitigate these risks. It is
important to identify and correct algorithmic bias.

Data is now stored in massive data centers as
billions of smartphones and other gadgets
capture and transfer data across high-speed
worldwide networks. As artificial intelligence
advances, the opportunity to utilize personal
information in ways that infringe on privacy
concerns grows. How is Al regulated for data
protection? What authority is responsible for
this?

This is a key challenge. Most countries have data
protection laws that regulate the collection and use
of personal data. But AI techniques have
introduced new challenges, such as machine
learning, that data protection laws did not
anticipate. So, the goal will be to build on current
data protection laws and establish new safeguards
for the use of Al systems. In some countries, it is

anticipated that the Data Protection Agency will

be responsible for overseeing AI systems. In other
countries, there may be offices with specific
responsibility for this task. In all instances, it will be
important to ensure that these supervisory authorities are
independent, sufficiently funded, and enforce the legal
standard to ensure that Al systems are human-centric and

trustworthy.

Climate change and environmental issues are
UNESCO

Recommendation underlines the need for resource

worldwide  priority  topics.  The
efficient Al technologies to ensure that Al becomes a
more effective instrument in the fight against climate
change and environmental challenges. In this regard,
what do you think about AI's current influence on

the environment?

There is a real concern today about the energy
consumption of large AI models and also crypto
currencies. Some of the models for Natural Language
Processing are approaching a trillion parameters. A recent
study indicated that training a single AI model can emit
as much carbon as five cars over many years. At the same
time, Al techniques may help identify new challenges to
sustainability and promote efficiencies in the industrial
economy. So, the aim will be to create Al systems with a
light carbon footprint. And there are recent
breakthroughs that suggest this will be possible.

Today, the problem of algorithmic transparency is
one of the most important ones concerning Al policy.
How much of a role does GDPR have in this issue?

One of the key articles in the GDPR (Article 15)
establishes a right of access to “meaningful information
about the logic involved.” Similar language is found in
the EU Data Protection Directive which preceded the
GDPR, and the modernized Council of Europe
Convention on Privacy (“108+7). These provisions all
have a common purpose — to establish a legal right to
algorithmic transparency.

In our evaluation of national Al policies and practices,

we give favorable scores to those countries that have
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established a legal right to algorithmic
transparency. So, countries that are subject to the
GDPR or other similar laws for algorithmic
provisions, rank more highly the AI and

Democratic Values index.

Now that we have reached this point, I would
want to tackle this issue from a different angle.
Should artificially intelligent robots, if they
have developed emotions, be granted the same

legal protections as humans? What do you

think?

No. Of course, there are many excellent movies
about how robots become sentient and fight for
their freedoms. And I enjoy those movies! But
back in the real world, we need to be careful not
to diminish human responsibility for the devices
we create. And it will be tempting to transfer both
authority and responsibility to autonomous
devices as their actions increasingly mirror human
activity. But I believe that would be a tragic
mistake. As the American inventor Thomas
Edison once said, “what we create with our hand,

we should control with our head.”

Is it humans who influence technology or
technology which impacts humans? Which of
the following best describes your thoughts
about this situation?

There is obviously a dialectic as we shape our
world and are, in turn, shaped by the world we
create. But I object to those who say that because
of the impact of technology certain outcomes are
necessarily  pre-determined. The technology
determinists have argued for example that we
must deploy AI systems because Al will
necessarily become more widespread and make
better decisions than humans. They have even
suggested that AI will decide for us what is
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important. That argument is deeply flawed. For an essay
in Issues in Science and Technology, I described that
view as “a dangerous invitation to disarm the human
intellect.” I believe in the centrality of human reason.
Technology influences the future, but it does not
determine the future. That is our responsibility.

You have significant experience in teaching law
school students about law and tech for many years. So
we are curious about what you would say is the best

advice for our readers about that topic.

I would make several suggestions. First, be curious. This
is a fascinating field filled with change and innovation,
but also complex problems. Examine all dimensions.
Don’t accept simple answers. Second, be independent
and keep an open mind. It is too easy to make popular
comments that everyone endorses. Do the hard work of
research and analysis. Form your own opinions. My last
advice is to be skeptical but not cynical. It is good to
think critically, ask hard questions, and expect good
answers. But do not assume the worst or become a
fatalist. Legal institutions create opportunities to solve
hard problems through reason and evidence. In my
career, I have had many successes with innovative cases at

the intersection of law and technology.

Thank you very much for talking to us today, Mr.
Rotenberg!

Thank you for the interview! And please visit us at

caidp.org.



Dr. Keith Barrows

Keith is a practicing attorney in the US, advising
corporate and individual clients on blockchain,
cryptocurrency, and artificial intelligence matters,
as well as wealth transfer strategies, non-profit
governance, and fundraising. His firm's website is
www.kobarrowslaw.com

He earned a doctoral degree in Educational
Leadership from Liberty University, a juris doctor
degree from Widener Commonwealth School of
Law, and a Bachelor of Arts degree from
Lycoming College.

Hello, Dr. Barrows. Thank you for accepting
our interview offer. Please, tell us a bit about

your journey to where you ar¢ now?

My journey into law practice began when I was
inspired to explore the law when I was much
younger, I watched the movie “The Verdict”
with Paul Newman, and really became
enamored with the idea of being an attorney. I

think everyone needs to have an inspiration or a

healthy motive to become an attorney and stick with it
for their career. Seriously though, I began my legal career
in the US military as a member of the Judge Advocate
General’s Corps in the US Army. Most of my career has
been primarily in non-profits and with individuals who
had complex wealth planning needs.

Over the course of my career, I’'ve been fortunate to have
been exposed to some great companies, individuals and
families as an attorney. I’'ve worked with non-profit
organizations and their donors structuring legacy gifts,
and DI've been able to help families navigate the
complexities of wealth transfer planning for generational
transfer.

In the last five years, I began focusing on artificial
intelligence initially and then moved into blockchain and
cryptocurrency law. All three of those aspects of the law
are still developing rapidly, so quickly in fact that it is a
challenge for lawyers and regulators to keep abreast of the
innovation and growth of those fields. At the moment, I

think there are many more questions than answers.

What in particular do you find fascinating about legal
tech?

The thing I like best about legal tech and the issues
surrounding it is the innovative nature of the businesses
in tech, and how broadly it is affecting the practice of
law. I suppose that’s been true over the past several
decades anyway, that new business innovation has driven
legal practices to develop new legal theories and
accompanying legal structures. I believe it is happening
more rapidly now, especially in business formation with
the advent of DAOs and cryptocurrencies for example.
This is one area of the law that to me at least, is super-
interesting.

Not only is the practice of law in relation to clients
rapidly changing as lawyers advise entrepreneurs and
investors, but how we practice law has changed in
particular with the rise of big data and artificial
intelligence. One example is on how eDiscovery takes
place using Al capable software and systems, another is
how arbitration has been affected by the availability of
data. In eDiscovery, litigators can now search through
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mountains of records using AI much more rapidly
than before, with the same accuracy as humans or
better. Naturally, there are problems associated
with using Al that are being worked out, like
algorithmic bias, but the promise of Al in making
legal processes more efficient and reliable is there.

There are several large-scale arbitration projects
underway around the world, where legal systems
are secking to use data to encourage “fair”
resolution of disputes between parties that is faster,
cheaper and of course less labor intense than
litigation, or even in person arbitration. It will take
some time before people might accept that a “bot”
is going to resolve a dispute submitted to
arbitration, but the more experience businesses and
individuals have in using data in arbitration the
more likely widespread adoption will occur. India
is one country that is leading the way in using Al in
arbitration and it will be fascinating to see if the

promise of Al comes true.

How do you think the next generation of
lawyers should approach using tech in their

careers?

The next generation is already probably pretty well
advanced in using legal tech just by the nature of
smart technology access through phones, pads,
tablets, etc. One area that the next generation will
probably lead is the use of cloud technology and
smart contracts. Many law firms are already using
cloud-based technology to manage caseloads and
clients, and I assume that will continue to
proliferate. The next generation of lawyers will
come to the practice of law using technology in
their personal lives that is superior to the
technology they find in their professional lives.
One simple example is the use of digital signatures,
where that has become the norm in many use cases
in our lives with our phones and computers, but
there are many jurisdictions around the world that

do not accept digital signatures, and many for good
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reason. Another use case is in identity verification, where
companies are using Al-enabled technology on a
blockchain to conduct KYC and AML identity
verification. The companies use a person’s passport or
other government issued identification with a photo,
along with publicly available data, and real-time facial
recognition or photo analysis to confirm a person’s
identity. This is extremely valuable given the otherwise
of blockchain and

cryptocurrency. I think that the next generation will have

often anonymous nature
an opportunity to lead in the adoption of legal tech in
their practices.

As a Blockchain & Crypto lawyer, could you tell us a
little bit about this area of law and its opportunities
and development trend?

The current issues facing lawyers in both blockchain and
crypto law practices are very similar. Most issues clients
are facing relate to regulation of both blockchain and
crypto assets, like coins and NFTs. There’s a rising issue
related to intellectual property surrounding NFT's right
now, and whether an NFT can be subject to copyright
protection and trademark protection. The transfer of
NFTs is fairly straightforward, but the transfer of the
associated copyright protection has been often neglected
and overlooked. Similarly, the question of trademark
protection is being adjudicated currently through
trademark filings in numerous jurisdictions and

litigation.

Opportunities for growth are going to abound for many
years. There are always going to be regulatory and
compliance issues that need to be navigated by clients,
especially when a client is operating in multiple
jurisdictions. Additionally, the traditional needs of clients
are going to grow across multiple jurisdictions because
their companies’ activities on the internet, in the
metaverse or Web3 are already taking place in multiple
jurisdictions without regard to the intent of the company
or issuer. Compliance, finance, operations and HR are all
going to be re-examined in light of the nature of the

metaverse for example, especially in the areas of data



privacy, choice of law for contracts, and financial
transparency and reporting.

What is a misconception people in the crypto
space have about the law?

Many entrepreneurs and users in the crypto space
do not understand the reach of the law, particularly
in terms of cryptocurrency issuance. They often
believe that if they launch a crypto from a
jurisdiction that does not have crypto-specific
legislation or regulation that there are therefore no
obligations for compliance when selling their
tokens. The fact is that standing regulation and law
can be applied to crypto and blockchain
operations, it’s just that enforcement actions are

only now catching up and regulators are too.
What steps to take if we detect a crypto scam?

Reporting a scam crypto website or project is not
as straightforward as it should be because it's often
difficult to determine where to file the report. The
most advanced and prolific scammers tend to use
fake websites and fake company registrations, so
it’s hard to tell where they are officially located or
registered. If you find out that information, you
can always report it to authorities in that country
or local jurisdiction.

The second problem in reporting crypto scams is
that the websites, companies and projects are often
located in a country that has little or no regulation
of cryptocurrency or blockchain companies. While
criminal laws exist to some extent in every
jurisdiction, it could be difficult to get a local
prosecutor interested in investigating a scam that
purports to come from their local jurisdiction.

If you were exposed to a scam through a crypto
exchange, you can report it to the exchange
management and you might be able to make some
progress through their investigative channels. The
exchange will have a vested interest in finding and
prosecuting scams. In the US or other developed

economies, you’ll be able to file a complaint with a
consumer protection bureau, and a government regulator
like the SEC or CFTC in the US. Finally, there are some
companies that investigate crypto scams and try to
recover funds for consumers. This is a relatively new

development, but a welcome one.
Can we sue a crypto exchange company?

The short answer is yes. Suing an exchange will take some
serious effort though, and will likely take a long time to
get a result. Many exchanges are operating from non-US
and non-EU jurisdictions, so you’d have to file suit in
either your home jurisdiction or theirs, and depending on
their terms or use or other contractual documents that
you signed or acknowledged when you become a
customer, your rights and ability to sue might be limited.
It’s also possible that there’s an arbitration clause in the
contract which limits your ability to file in a judicial
system, but at least in arbitration there are clearly defined

rules and procedures to enable a fairly quick result.

What kind of litigations arise from cryptocurrency

scams and frauds?

The litigation that is arising from crypto scams and fraud
is really no different than what we’d think of as typical in
business today. The law on scams and fraud is old and
established, only the applications are new and untested.
There have been cases of outright fraud, meaning
dishonesty in statements about the nature of a
cryptocurrency, fake whitepapers, fake investors, etc.
There have also been cases of financial fraud, where
companies and crypto issuers have acted more like a
Ponzi scheme than an investment in a coin or token.
Crypto mining has been loosely described to cover all
sorts of activities, many of which are more akin to
fraudulent currency trading and the like, simply using
basic websites built and hosted by non-existent
companies. The fraud remains basically the same: entrust
me with your money and you’ll get rich, when in fact the
bad actor will just take your funds and disappear.

Just this past week, the US Department of Justice filed
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charges against a Coinbase employee and two other
individuals for wire fraud in connection with
insider trading. This case is interesting in that it is
the first high profile case involving fraud at a major
exchange, but the legal theory is nothing new, it’s
based on insider trading and fraud.

At the same time though, the SEC filed a separate
complaint against Coinbase, alleging that tokens
listed on its exchange are securities. This is a major
development in that practically the entire universe
of coins and tokens has been built on the avoidance
of classifying a token as a security under the Howey
test under US case law. The SEC seems to be
attempting to declare these digital assets as
securities so it can subject them to regulation as
such. This aspect is likely to be found to be an
overreach by the SEC, but it will be interesting to
watch how the courts deal with the issue.

Legal Technology is a rapidly growing space,
what do you think lawyers can do to ‘be
prepared for dealing with these advancements
and changes?

An interesting question. I have always believed that
the true value in being educated in the law is that
you’re taught how to think like a lawyer. The
ability to critically reason, formulate arguments and
advocate is far more valuable than being given a set
of answers to a specific problem. So what Id advise
in that first, have an open mind. The entrepreneurs
that are building web3 and the metaverse
challenging existing narratives about business
structures, and key concepts like liability,
enforceability, and so on. Keep up with them and
apply what they are doing in legal frameworks that
reduce risk. Secondly, be proactive. There are many
voices in the legal community that are advocating
for proactive, self-regulation in blockchain and
crypto particularly, as one example. Third, be a
sounding board for clients. You don’t always have
to force a client into an established model, you can
take what you’re hearing and adapt it to meet your
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client’s needs. Finally, try and be a legal futurist.

What is some advice you would offer other people
thinking about getting into the legal tech space?

Initially, read everything you can on legal tech, and stay
active using technology in your practice. I would
consider joining non-legal business groups and
associations that are in the blockchain, crypto and Al
spaces, and treat their educational materials and events
like continuing legal education, even if you can’t claim it
as such with your licensing jurisdiction. I'd also stay
abreast of how clients are communicating through online
means, and particularly how the blockchain and crypto
communities use mobile technology on their phones,
because that’s how they expect to communicate with
their attorney as well. The legal tech world has been and
will continue to grow rapidly and exponentially, and it’s

no time to be left behind, it is an opportunity

Thank you very much for talking to us today, Dr.
Barrows!



Professor Dr. Paolo
Balboni

Paolo Balboni (Ph.D.) is a Professor of Privacy,
Cybersecurity, and IT Contract Law at the
European Centre on Privacy and Cybersecurity
(ECPC) within the Maastricht University Faculty
of Law. He is a top tier European ICT, Privacy &
Cybersecurity lawyer and serves as Data
Protection Officer (DPO) for multinational
companies as Founding Partner of ICT Legal
Consulting. Chairman of the European Patent
Office (EPO) Data Protection Board, Member of
the EUMETSAT Data Protection Supervisory
Authority and Member of the Europrivacy Board
of Experts.

Hello, Professor Dr. Balboni. Thank you for

accepting our interview offer.

It’s my pleasure, thank you for inviting me. I am
very happy to share my experience and insights
into privacy, data protection, and data security
with the ELSA network!

You are currently the co-Founder of “ICT Legal
Consulting” an international law firm with offices in
Milan, Rome, Bologna, Amsterdam, Athens, Madrid,
Helsinki and Melbourne, and consulting capabilities
in 49 countries and “ICT Cyber Consulting”, a
company specialized in cybersecurity consulting
services. You are also a Professor of Privacy,
Cybersecurity, and IT Contract Law at Maastricht
University in addition to being the Chairman of the
European Patent Office’s Data Protection Board.
What prompted your interest in privacy law? What
are the key challenges you face?

My career in data protection started very early, nearly 20
years ago— before data protection was really a thing! I'm
very fortunate to have gotten into the game at an early
stage, something which allowed me to both witness and
actively participate in the development of the world’s
most comprehensive data protection law, the General
Data Protection Regulation (GDPR).

In 2002, when studying law at the University of Bologna
(Italy) I participated in the Erasmus program and studied
for 6 months abroad at Tilburg University (The
Netherlands) where I followed a course on Privacy and
Data Protection which immediately sparked my interest.
It was something new, something which still needed to be
explored. I later went on to complete a PhD on
comparative ICT (Information and Communication
Technology) law at Tilburg University and towards the
end of my PhD, I returned to Italy and worked in large
international law firms in Milan (Bird & Bird and Baker
& McKenzie). My main areas of focus in my professional
carecer as a business lawyer included privacy/data
protection, IT sourcing & transactions, IT Advisory,
media, and general IP. I didn’t leave academia behind,
however. In fact, during those early years I taught the
course “New Technologies and Law” of the Master’s in
Development, Innovation and Change (MiDIC)
organized by the University of Bologna, Faculty of Law,

Department of Economics, and carried out research on
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the right to anonymity on the Internet, and privacy
& data protection more generally, working as the
Assistant to the Chair of Internet Law.

Finally, in 2011, I felt that I was ready for a new
challenge and founded ICT Legal Consulting with
my business partner Luca Bolognini. We started
with our offices in Milan and Bologna (and shortly
after we opened also in Rome), advising
multinational companies on legal issues related to
data protection and security, IT contracts, e-
commerce, e-consumer  protection,  cloud
computing (legal risk assessment and negotiation
of contracts), e-health services compliance, Web
2.0 service providers’ liability, online/mobile
content and service providers’ liability, online
gambling and online gaming regulations, electronic
signatures, digital retention of documents and

general IP matters, etc.

When we founded the Firm, companies and the
public had not yet understood how important
privacy and data protection compliance really are,
but with the GDPR the relevance of the topic
really took hold.

11 years later, ICTLC is a firm with over 70
professionals and a presence in 49 countries! I am
very proud of how far we have come and the fact
that we help organizations respect the fundamental
rights of individuals through compliance. I'm also
honored to be able to carry out cutting-edge
research in my role as a Professor. There is really
nothing more gratifying than helping students to
comprehend and contribute to this evolving field

of law.
What do you think, should lawyers be

concerned by the rise of Al and the concept of
the “robot lawyer”?
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I do not think that lawyers should be concerned about
the rise of Al and so-called “robot lawyers”. It is true,
however, that machine learning techniques are improving
their capabilities as a rapid pace. That being said, there is
still a long way to go before the law can be fully
automated, and I doubt if it ever will be 100%
automated, even in the distant future. Id also point out
that Al-based document analysis tools have already been
used in the legal sector for quite some time!

As we have seen in the past with technologies (think
about computers, industrial and agricultural machinery,
telephones, conveyor belts, etc.) partial automation leads
to increased productivity, but does not completely
eliminate the need for humans. The widespread use of
computers and the internet have already drastically
changed the work of lawyers, allowing us to work more
and to do so more efficiently. The partial automation of
certain tasks that we currently carry out will allow us to
focus on more strategic and delicate aspects of our
profession.

In law, like in business generally, the human touch and
personalization really make a difference. When I work
with clients, nearly all of which are multinational
companies, I assess the unique (and often very complex)
needs of the company on multiple levels. As a human, I
understand culturally embedded nuances and corporate
needs which machines cannot accurately comprehend.

I would even go so far as to say that the use of Al in the
legal sector may have a positive impact on society. For
example, individuals who cannot afford a traditional
lawyer may be able to make use of new technologies, like
“robot lawyers” which can help them manage basic legal

matters.

Do you see legal tech vendors missing any important

privacy trends or changes?

Legal tech is truly booming, but it is not actually so new,
even if it has become somewhat of a buzzword as of late.
Legal tech encompasses multiple areas of the legal

profession and there is no precise definition for the term.
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As 1 mentioned earlier, lawyers have been using
legal tech for quite some time already.

However, it cannot be denied that the relevance of
legal tech in our work is increasing by the day. The
last time I checked Stanford Law School’s
LegalTech Index, 1,939 companies active in the
areas of legal research, legal education, practice
management, analytics, etc. had been indexed.
Moreover, according to Statista, in 2019, global
revenues in the legal tech market were
approximately EUR 17.3 billion, a number which
is expected to reach approximately EUR 25.17
billion by 2025! With these numbers seemingly
growing by the day, I don’t think that startups are
missing any valuable opportunities to enter the
market. However, I do think that legal tech vendors
should be clear about the limitations of the
products they offer and ensure that customers are
transparently informed about what the products
can and, perhaps more importantly, cannot do.

I have also entered into the field of legal tech in my
hat as co-founder of ICT Cyber Consulting, which
has its own proprietary legal tech: TICTLC Learn’.
ICT Learn helps our clients to train their
employees on privacy, data protection and data
security matters thanks to the customized training
programs we develop in order to help our clients
both comply with the requirements of the GDPR
and foster a culture of data protection awareness

within the client’s organization.

We would love to discuss a little bit about your
recent “Data Protection as a Corporate Social
Responsibility (DPCSR)” research project as
well. How did you come up with the idea of
researching this topic?

As I mentioned earlier, I was fortunate enough to
have had the opportunity to closely follow the
development of the GDPR. It was already back

then, as early as 2014, that I realized that regulation alone
is not sufficient to adequately protect the rights and
freedoms of individuals. I understood that something
more was necessary - following the rules established by
the EU legislator alone would not ensure ethical and
socially responsible data processing for the benefit of data
subjects. After ruminating on the topic for some time, I
eventually consolidated my thoughts on the notion of
placing data protection under the Corporate Social
Responsibility (CSR) umbrella. In 2017, I published my
first blog on the topic. By the time I became a full
professor in 2019, I had already identified the five
principles of Data Protection as a Corporate Social
Responsibility (DPCSR) which I presented in my

inaugural lecture.

What is Corporate Social Responsibility (CSR)? Is
Data Protection a new form of Corporate Social

Responsibility?

My favorite definition of Corporate Social Responsibility
(CSR) is that proposed by the European Commission
due to its simplicity. According to the Commission, CSR
is the responsibility that companies take with respect to
their societal impact. Data Protection, instead, is a legal
compliance requirement. The GDPR and other
applicable law such as the ePrivacy Directive, establish
rules that companies are required to follow when
processing personal data. However, very often data
processing activities are legal in the sense that they do not
violate the law, but they only create value for the
organization and sometimes may even harm individuals
or society (think about invasive tracking, transparency-
related failures, etc.). By framing data protection as a part
of CSR, we are able to really understand and tackle what
the GDPR sets out to do — to encourage organizations to
process personal data in a way that benefits not only the
company, but also the individual and more generally,
society, upholding democratic values for a more ethical,

fair, transparent, and secure digital future.
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What are the fundamental requirements of

socially responsible data processing activities?

There are many fundamental requirements of
socially responsible data processing activities. In
the context of my research, together with Kate
Francis, the PhD student working with me on the
research, I have identified a total of 25 rules that
organizations should follow. These rules or
requirements can be grouped under five major
categories which correspond to the principles I
referred to earlier on in the interview:

Principle 1. Embed data protection, fairness, and
security in the design of processes

Principle 2. Be transparent with individuals about
the collection and further processing of their data
Principle 3. Balance profits with the actual benefits
for citizens

Principle 4. Publish relevant findings based on
statistical/anonymized data to improve society
Principle 5. Devote a portion of revenues to
awareness campaigns for citizens with regards to

the data-centric society.

How can companies build Data Protection into
their CSR activities?

In the context of my research on DPCSR, I
developed a specific framework (the UM-DPCSR
Framework), which can be used by companies, but
also other types of organizations such as
universities, to successfully integrate data
protection into new or pre-existing CSR or
Environmental, Social, and Corporate Governance
(ESG) programs. The Framework consists of five
principles and 25 rules to be followed by the
organization adhering to it. The Framework
essentially translates theoretical ethical principles
into tangible and practical guidelines for
companies and organizations processing personal

data. By adhering to the Framework, organizations
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can improve transparency and accountability and engage
in fair and secure data processing activities. In this way,
organizations can positively contribute to the greater
good of a sustainable data-driven economy and a

democratic digital society.

Many large organizations already have CSR and ESG
programs, sometimes they are even required to report on
certain CSR-related matters. Along these lines, the
European Commission is taking great steps forward with
respect to Corporate Sustainability Reporting and
corporate sustainability due diligence, putting forth
legislative proposals which will expand reporting
requirements and require organizations to actively
identify the environmental and human rights impacts of
their business, etc.

The European Centre on Privacy and Cybersecurity
ECPC, where we UM-DPCSR
started accepting submissions from

developed  the
Framework,
Organizations that would like to adhere to the
Framework in April 2022 after we published the initial
Framework on the ECPC website in March. We will
soon publish the complete Framework in the form of a
book. Organizations that wish to adhere to the UM-
DPCSR  Framework will also be provided with an
implementation Toolkit. The UM-DPCSR Framework
and the related implementation Toolkit will be updated
on a regular basis by the authors in collaboration with a
permanent Working Group. Many organizations have
already expressed their interest in adhering to the

Framework.

What are the benefits for companies that embrace

data protection as a CSR?

First of all, I would like to point out that it has already
been demonstrated that a strategic and accurate approach
to data protection can generate a significant return on

(ROI). Therefore, data

compliance and data security are good for the bottom

investment protection

line of organizations. Secondly, more and more,

consumers are starting to both care about privacy and


https://www.consilium.europa.eu/en/press/press-releases/2022/02/24/council-adopts-position-on-the-corporate-sustainability-reporting-directive-csrd/
https://ec.europa.eu/info/sites/default/files/1_1_183885_prop_dir_susta_en.pdf
https://www.maastrichtuniversity.nl/new-ground-breaking-framework-building-sustainable-data-driven-economy-data-protection-corporate
https://blogs.cisco.com/security/from-privacy-to-profit

data protection and data shows that they are more
inclined to support sustainable organizations when,
e.g., making purchases. While socially responsible
and ethical behavior on the part of companies was
once a “nice to have”, I am convinced that it is
becoming a “need to have”, just like legal
compliance. By embracing DPCSR, companies will
be more trustworthy and younger generations will
be more likely to support them. This means that in
the long run, DPCSR will help companies reach
their economic targets.

The UM-DPCSR Framework consists of five
principles, and one of them is “balance profits
with the actual benefits for citizens”. What is

the main purpose of this principle?

UM-DPCSR
Framework, “Balance profits with the actual

The third principle of the

benefits for citizens”, necessitates that organizations
actively attempt to balance the profit that they
make, thanks to processing the personal data of
individuals, with the concrete benefits that
individuals receive in exchange. The purpose of this
principle is to ensure that data processing activities
actually provide a benefit for individuals and that
the provision of their data doesn’t only benefit the
organization. As with the other principles, I've
developed five rules that organizations can follow
to comply with this rule. For example, rule 1 calls
on the organization to carry out what I have
dubbed a “Profitable and Beneficial Test”. In this
test, the organization has to specifically look at how
its data processing activities benefit society and the
organization.  The second rule  requires
organizations to engage with their stakeholders to
understand what they care about and expect when
it comes to data processing and the activities of the
organization. Rule three instead necessitates that

the organization establishes “trusted data

processing activities”, i.e., when using Al, enduring that
bias and discrimination are actively combatted. Rule four
requires the organization to take the environment and
climate issues into consideration, ensuring, e.g., data
minimization to reduce carbon emissions. Finally, rule 5
calls on the organization to regularly carry out Materiality
Assessments so as to be sure that the data processing
activities of the organization are aligned with social,

economic, and environmental needs.

Last but not least, what advice would you give to
anyone plotting the same career path as you?

I would tell anyone looking to follow in my career path
that hard work and dedication pay off and that anything
is possible if you set your mind to it. Never give up on

your dreams, full steam ahead!
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Yusif Bayramov

Yusif Bayramov 2015-ci ildon etibaron Azorbaycan
Respublikas: Ali Mobkomasinin Elektron mobkoma
va informasiya texnologiyalar: sobasinin miidir
miiavini vazifasinda galistr.

O, 2010-2015-ci illords Azorbaycan Respublikast Ali
Mobkomasinda miitaxassis, maslabatgi va boyiik
maslobatgi vazifolarinda galismagdrr.

Yusif Bayramov 2007-2011-ci illords Bak: Divlot
Universitetinin Hiiqugq fakiiltosinds ali tobsil
almagsdar. Bak: Dovlat Universitetinin Beynolxalg
miinasibatlor va beynalxalq hiiquq fakiiltasinds
bakalavr tabsilini tamamladigdan sonra 2005-ci
ilds Beynalxalq miinasibatlor istigamati sizrs

magistr pillasino daxil olmusdur.

Hoérmoatli  Yusif boy, miisahibs toklifimizi
qabul etdiyiniz va dayarli vaxtinizi ayirdiginiz
tictin togokkiir edirik.

Avvalca, miisahiba ti¢in man Sizo togokkirimi
bildirir, ELSA kollektivina golocak
foaliyyotlorinde ugurlar arzu  edirom. Umid
edirom ki, miisahiba oxucularimiz tgtin faydali

olacaq.
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Oxucularimizin Sizi daha yaxindan tanimasi iigiin
hazirki faaliyystiniz haqqinda qusa molumat vers

bilarsiniz?

Boytik moamnuniyyatlo. 2005-ci ilde Baki Dévlat
Universitetinin Beynolxalq miinasibatlor vo beynalxalq
hiiquq fakiltesinds bakalavr tohsilimi tamamlayib,
Beynolxalq miinasibatlor istiqamati tizro magistr pillasine
daxil olmugam. Hamginin, 2007-2011-ci illords Baki
Dovlot Universitetinin Hiiquq fakiiltesinds ali tohsil
almigam.

Azarbaycan Respublikasi Ali Mahkamasindo 2010-cu
ilds iso qobul olmugam, 2010-2015-ci illorde miitoxassis,
maslohatgi vo boyiik maslohat¢i vazifalorinda ¢aligmigam,
2015-ci ilden etibaran Elektron mohkoms va informasiya
texnologiyalari gobasinin miidir miiavini vezifosinda
caligiram.

“Elektron  mohkoma” informasiya sisteminin Ali
Mbohkomads  totbiq  edilmasi, bu saho  dzre
tokmillogdirilma  islorinin  aparilmasi,  proseslorin
optimallagdirlmas:  vo  onlarin  idars  edilmasi is
faaliyyatimin asas torkib hissasi olub. Mahz buna géra do
mohkoms  htiquq  sisteminds  is  proseslorin
avtomatlagdirilmast va bu sahsnin inkisafi t¢iin stini
intellekt asaslt totbiglordon istifads edilmasi homise
maraq dairomds olub. Bu mosalolorlo bagli yerli vo

beynalxalq trening-tolimlords istirak etmigom.

“Elektron  mohkama”  informasiya  sisteminin
faaliyyati haqqinda malumat vers bilarsinizmi? Sizca,
“Elektron mahkams” informasiya sisteminin tatbiqi

hansi tistiinliiklari gotirdi?

Bu mosalo ilo bagli qeyd etmoliyom ki, informasiya-
kommunikasiya texnologiyalarinin inkisaf etdirilmasi,
mohkeomo  foaliyyatinde  roqemsal  texnologiyalarin
totbiginin geniglondirilmasi doévlat siyasatimizin asas
prioritet istiqamatlorindon biridir.

Azarbaycan Respublikast Prezidentinin 2014-ci il 13
fevral tarixli 268 nomrali Sorancamu il miasir
informasiya-kommunikasiya texnologiyalarinin tatbiqgini
tomin edan “Elektron mahkama” informasiya sisteminin

yaradilmasi adalot mithakimasinin hayata ke¢irilmasinda



strtindiirmagilik va sui-istifads hallarinin qarsisinin
alinmasina, agkarliq ve operativliyin tomin
edilmasina, mohkemoays miiraciot imkanlarinimn
daha da asanlagmasina, mohkema gorarlarinin
icrasina nozarotin effektivliyinin  arturilmasina,
elektron  karglizarlq  ve  elektron  sonad
dévriyyesinin tomin olunmasina xidmat edir.
Azarbaycan Respublikast Ali Mohkamasinds 2016-
ci ildon “Elektron mahkoma” informasiya sistemi
totbiq edilmoays baglanmis vo bu sistemin totbiqi
gostorilon  elektron  xidmatlorin  keyfiyyatinin
artmasina, informasiya tominatinin yaxgilagmasina,
operativliyin tamin olunmasina gotirib ¢ixarmugdir.
Bununla yanagt diqqgetinizo  ¢atdiriram ki,
Azarbaycan Respublikasi Prezidentinin 2021-ci il
16 iyul tarixli 1403 nomroli Formaninin 2-ci
bandinds verilmis tSvsiyssi nozera alinaraq,
Azorbaycan Respublikasi  Ali  Mshkemasinin
faaliyyotinin  hiiquqi, toskilati va informasiya
tominatt daha somorali sokildo taskil edilarak
Aparatn yeni strukturu tosdiq edilmis, asas
faaliyyot istiqamotlorindon biri mohz “Elektron
mohkoma” informasiya sisteminin faaliyyatinin
tokmillogdirilmasi ve inkisaf etdirilmasi olan, ii¢ (3)
struktur bolmadan ibarat Elektron mohkoma vo
informasiya texnologiyalar1 sobasi yenidon togkil
olunmugdur.

“Elektron  moahkems” informasiya sisteminin
totbiginin  esas  dstiinliiklorini  digqatinizs
¢atdirmagq istardim:

1. Vahid mahkems portalinin (www.courts.gov.az)
yaradilmast vo he¢ bir qeydiyyatdan ke¢madan
mohkoma islorine aid agiq molumatlarla tanig
olmaq imkang
2.  Elektron

mohkomolora getmodon arizo, sikayat vo diger

kabinet  vasitesilo istifadacilar
sonadleri elektron qaydada gondoro, istirak etdiyi is
tizro prosesin gedisi, ¢ixarilan mohkomoa aktlar,
onlardan verilon sikayat vo ya protestlor barads

molumat alds eds bilmasi;

3. Mohkemos icraatinin videokonfrans slage sistemindon
istifada edilmokla hoyata kecirilmasi;

4. Mohkomo zallarinda iclaslarin audio-video yazilarinin
aparilmass;

S. Hakimlorinin “Elektron Imza” sertifikatlar1 ilo tamin
edilmoasi vo mohkoma sanadlarinin elektron imza ils
tosdiqjs

6. “Elektron mahkoms” informasiya sistemina qosulmug
mohkamolords islorin elektron dovriyyasi;

7. Mbahkoma
molumatlarin elektron qaydada (elektron pogt, SMS

prosesinds  istirak edon  soxslora
molumatlandirma va s.) ¢atdirilmasy

8. Mbhkemoya daxil olan iglorin hakimlor arasinda
avtomatlagdirilmig  rejimds, tam tosadtifi qaydada
boliisdiirtilmasi;

9. Mshkoma sonadlorinin (bildiris, moktub, gerardad)
avtomatlagdirilmis qaydada (e-sablon) hazirlanmass;

10. Mohkamo gprarlarinin icra edilmasi tigiin “Elektron
icra” sistemino qosulmug icra qurumlarmna elektron
qaydada gondarilmasi;

11. Is tizro zoruri olan molumatlarin digar dévlat
informasiya resurslarindan elektron qaydada darhal alds
edilmasi;

12. Mshkema qorarlarinin anonimlagdirmasini tomin
edan program taminati tatbiqj;

13. Yekun mohkoms qorarlarinin vahid bazasimnin
yaradilmast;

14. Bozi statistik hesabatlarin elektron qaydada tortibi;

15. Mohkomolorin is faaliyyatinds kagiz dagtyicilarin
totbiginin minimuma endirilmasi.

Bu astinliklorlo yanagt tobii ki, catigmazliglar da
méoveuddur. Bu catigmazliglarin aradan qgaldirilmast ve
sisteminin tokmillogdirilmasi magsadilo Ali Mahkamanin
Elektron mahkema vo informasiya texnologiyalari sobasi
torafinden ilk névbade qanunvericilik vo mévecud icra
voziyyati tohlil edilorok moalumatlar toplanilir, taloblor
muoyyon edilir vo informasiya texnologiyalari zro
miitoxassislorin anlaya bilocaklori formada tartib edilorak
icra edilmasi tiglin aidiyyoti quruma géndorilir.

Eyni zamanda qeyd edim ki, dovlot orqanlarinda qabaqcil
informasiya ve kommunikasiya texnologiyalarindan

istifada olunmasi vo roqomsal idaraciliyin tatbiq edilmasi
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yiiksok soviyyado davam etdirilss ds, informasiya

qarsthiqlt

mibadilasinin aparilmasi, yani proaktivlik tomin

sistemlori arasinda moalumat

edilmir.

“Elektron moshkoms” informasiya sistemina
catimliligt olmayan miibahisa torafi olan
miiraciot

vatandaglarin mohkamays

imkanlarinin genislondirilmasi Vo
momnunlugunun yiiksaldilmasi {i¢iin hans:

tadbirlar goriiliir va gériilmasi planlasdirilir?

Adalat mithakimasins sl¢atanligin asanlagdirilmasr,

vatandaglarin miiraciat imkanlarinin
geniglondirilmasi, momnunlugunun yiiksaldilmasi
daim dovlatimizin diqqat morkazinds olub. Bu
masalalor tizrs hazirda Azarbaycan Respublikast Ali
Mbohkomasi ilo  Azorbaycan  Respublikasinin
Rogamsal Inki§af vo Nogliyyat Nazirliyi arasinda
qarsiligh amokdaglq ¢arcivasinda bir nega layiha
tizorinds i aparilir.

Eyni zamanda “Elektron moahkoms” informasiya

sisteminds vatondaglarin  mohkomays miiraciat

imkanlarinin genislondirilmasi \C}
momnunlugunun yuksaldilmasi moagqsadils
Azorbaycan  Respublikast  Ali  Moahkomasi

miitomadi olaraq Azarbaycan Respublikas: 9dliyys
Nazirliyi ilo birgs islor goriir vo bu istigamatda
hayata kegirilocak iglorin davam etdirilmasi sistemin
inkisafina tokan veracokdir.

Mohkomoalars elektron sokildo miiraciot etmoak
imkanin  sadslogdirilmasi, mohkems icraatinin
videokonfrans slaqe sistemindan istifads edilmoaklo
hoyata kegirilmasinin genislondirilmasi vo bu
yanagmanin stirotlo  yayilmasi, siini intellekto
osaslanan xidmatlorin tatbiq edilmasi vo biitin
bunlara paralel olaraq vetondag comiyyatinin
maariflondirilmasi bu sahs tizra faaliyyatimizin asas
moagsadi  olmag]la

votondas momnunlugunu

yiksoldilmasine  vo  mohkemoays  miiraciot

imkanlarinin genislondirilmasine yonalmisdir.
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Elektron imza va ya asan imza sertifikatlarina malik olan
vakillar, sahibkarlar vo mahkama proseslorinde miitomadi
istirak edon digar soxslor bazi xarclorden azad olunmalari,
alava amok va vaxt sarf etmamalori, mohkomsa sanadlorini
operativ alds eds bilmalori ti¢iin “Elektron mahkoms”
informasiya sisteminin imkanlarindan genis istifado
edirlor.

Lakin tosadtfi vo zorurotdon iroli golon hallarda
mohkomays ilk dofs miraciot edon goxslorin elektron
imza vo ya asan imza sertifikatlarini alds etmoasi alava xarc
tolob etdiyindan, onlar elektron kabinetdon istifadays
maraqgli olmurlar. Hesab edirom ki, vatondaglarimizin
elektron xidmatlordon somarali va effektiv istifads
imkanlarinin artrilmast ve elektron kabinetdan istifadayo
togviq edilmasi maqgsadilo miivafiq glizastlorin edilmasins
zarurat vardir. Yoni ilk dafs elektron kabinet vasitasils ila
mohkamays miiraciot edan goxslora miivafiq giizostlorin
totbiq edilmasi mohkoma icraatinin elektronlagdiriimast
isini stratlondiracokdir. Tobii ki, bu masolonin ilk
névbada qanunvericiliklo tonzimlonmasi masalesi hall
edilmalidir.

Sonadlorin sistems yerlagdirildiyi zaman qanunla
miidyyon olunmus prosessual miiddatlorin  aximi
“Elektron

sisteminds miiddat aximi1 neca tonzimlonir?

hanst andan mohkoms”

baglayr?

Bildiyimiz kimi qanunvericiliyo asason  “Elektron
mohkoma” informasiya sisteminin totbiq olundugu
mohkomolords milki vo kommersiya iglori tizro isda
istirak edon soxslor “Elektron mohkoms” informasiya
sisteminda geydiyyatdan ke¢mislarsa, mahkoms sanadlori
bu soxslorin homin sistemds yaradilmig elektron
kabinetlorinds yerlogdirilir vo onlara bu barads mslumat
hamin sistem vasitasilo elektron qaydada (elektron pogt,
SMS vo .

mohkama sonadinin elektron kabinetds yerlogdirilmasi

vasitasilo) ¢atdirtlir.  Qanunvericilikda

homin sonadin is tizro torofs rosmi qaydada toqdim
edilmasi kimi nozordo tutulub. Yoni middst aximi
mohkoma sonadinin elektron kabinetds dorc edildiyi
vaxtdan baglanilir. Eyni zamanda elektron kabinet
vasitosilo mahkamoys toqdim edilmis arizo vo sikayatlor

istifadagi torafindan elektron imza ilo tasdiq edildiyi



andan mohkomoa toqdim edilmis sayilir.

Agor soxs elektron kabinetds dorc  edilmis
mohkoms aktindan tiziirli sababdoan sikayat verms
miiddatini otlirarsa ve bunu isbat edacok asaslar
varsa, o zaman imumi qaydada miiddatin barpas:
ilo bagli mahkemaya miiraciot eda bilar.

Hoamginin, cinayat va inzibati xatalara, o cimladon
inzibati miibahisalora dair iglorde ds mahkoms
aktlar1 elektron kabinetds yerlogdirilir vo sistem
vasitosilo bu mohkomo aktlarindan elektron
formada sikayat verilmasinin mimkinliyi tamin
edilir. Bu név mohkemoa islorinds mahkoms
aktlarinin elektron kabinetds yerlagdirilmasi hamin
aktlarin onlara rosmi qaydada toqdim edilmasi kimi

qobul edilmir.

Vatandaglarin elektron mohkoms informasiya
sisteminin istifadasi ilo slaqadar naraziliq va
sikayatlori adaton ns ilo bagli olur? Bu sahads
hans1 tokmillagdirmalar aparilir?

Diqqptinizo ¢atdiriram ki, biitiin mshkemalarin
2/3-sinds “Elektron mahkamo” informasiya sistemi
totbiq edilmesi ve  ganunvericiliys
“Elektron

informasiya sistemi totbiq edilmis mohkomalorda

edilmig
mohkoma”

doyisikliys osasan

mulki iglor Gzro apellyasiya vo  kassasiya
sikayotlorinin elektron qaydada toqdim edilmoasi,
eloco do kommersiya iglori tizro mohkoms icraatin
elektron qaydada aparilmast sistemdon istifadeni

sobabdan

torofindon  daxil olan muracistlorin  do  say1

geniglondirmigdir.  Bu istifadacilar
artmigdir. Muraciotlor asason sistemds moveud

olan  funksionalliglardan  diizgin  istifado
edilmamosi, elektron kabinetdan ilk dofs istifads
edan soxslarda vardiglorin tam manimsanilmamasi,
praktikada yaranan ¢atinliklor vo texniki xotalarla
bagli olur.

Vakillor

torofindon do elektron kabinetin faaliyyatinin

Hoamginin, Kollegiyasinin  tizvlori

tokmillogdirilmasi, sistemin faaliyyatinds qargiya

¢ixan suallarla bagli miraciotlorin elektron kabinet
vasitasilo operatora tinvanlanmasinin tamini ve istifadaci
isinin samoarasini artiracaq yeni funksionalliglarinin slave
edilmasi ils bagli tokliflor do daxil olur.

Bununla yanagi qeyd edim ki, 2021-ci il 5 mart tarixinda
Azarbaycan Respublikast Ali Moahkomasi torafindon

votondag  comiyyotine  mohkomolords  informasiya
texnologiyalarinin ~ totbiginin  geniglondirilmasi  vo
“Elektron mohkoma” informasiya sisteminin

tokmillogdirilmasi ilo bagli tokliflor vermoasi iiglin
miiracist edilmis vo hamin miiraciots uygun olaraq 16
muxtolif manbadon 70-dan artiq toklif daxil olmugdur.
Daxil olmus tokliflor Elektron mahkama vo informasiya

edilorak

timumilagdirilmis vo texniki tapsiriqlar hazirlanaraq icra

texnologiyalar  §6basi  torofinden  tohlil
edilmasi ti¢tin aidiyyati quruma géndarilmigdir.
Qeyd edim ki, bu sahada daxil olan miiraciatlora digqatle
yanasilmasi vo operativliyin tomin edilmasi maqsadilo
Azarbaycan Respublikasi 9dliyys Nazirliyi torafindon
880 "gaynar xott"i yaradilib va votondaglarimiz sistemda
problemls qarsilagdiglart halda bu xidmatdan istifads edo
bilarlar.

“Elektron mohkoma” informasiya sisteminds totbiq
edilmis yeniliklor barads hakimlor, vokillor, mahkoma
aparat igcilori vo diger maraglt soxslor tigtin miitomadi
olaraq talimlor kegirilir, galocokda do bu istiqamat {izro

analoji iglorin goriilmasi nazards tutulur.

Mbhkamb faaliyystinds siini intellektin tatbiqini neca
dayarlondirirsiniz?

Diqqgotinizo ¢atdiriram ki, Azarbaycan Respublikas:
Prezidentinin “Elektron mohkems” informasiya sistemi
haqqinda 9sasnamonin” tasdiq edilmasi barada” 2020-ci
il 1 iyun tarixli Formaninda mahkoms faaliyyatinda siini
intellektdan istifads edilmasi nazards tutulmusgdur.

Hesab edirom ki, butiin diger sahalords oldugu kimi,
mohkoms hiiquq sistemindo do mijasir informasiya
texnologiyalarinin imkanlarindan genis istifads olunmast
vo stni intellekt asasli totbiglorin yaradilmast méveud
olan problemlarin hall olunmas: ti¢tin tutarl vasitalordan
biri olmagla homin sahonin hartorafli inkisafina zomin
yaradir. Rogomsal transformasiyada an ¢ox yeni imkanlar

vad edan siini intellekt alatlorindon qanunvericilikda
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nozords tutulmug fundamental hiiquqlara riayat
etmoklo istifads edilmasi adalat miithakimasinin
somoraliliyi vo keyfiyyatini artirilmasina xidmot
edir. Bu kimi alotlordan istifade edarken qanunun
aliliyi vo qorarlarin gobul olunmast zamani
hakimlorin mistaqilliyi prinsiplori qorunmali, bu
totbiglorin moahkoma hiiquq sistemina
miinasibatda tdrodo bilacoklari risk ve tasirlor
avvalcadon mitayyan olunmalidir.

Adalat mithakimasindon istifads imkanlarinin daha
da genislondirilmasi moagsadils siini intellekt asasli
totbiglordon  mohkems qorarlar1 @izro  axtaris
programinin  hazirlanmasinda, proqnozlagdirila
bilon adalot mithakimasindas, miibahisalorin onlayn
hall edilmasinda, analitik tohlillorin aparilmasinda,
mubahisonin perspektivini Syronmak magqsadils
mizakirs robotlarindan (robot hiiquqstinaslar)
molumatlarin slds edilmasinds istifads edils bilar.
Qeyd edim ki, stini intellekt molumatlarin (DATA)
miqyasi boytidiikcs, movcud totbiglari bir o qadar
¢ox tokmillogdirir vo onlarin prognozlagdirma
imkanlarini yiiksaldir.

Amerika Birlogmis S$tatlarinda, Avropanmn bazi
dovlatlorinde mohkems hiiquq sisteminds stini
intellekt asaslt totbiglordan kifayat qodar genis

istiftado edilir. Onlardan, Amerika Birlogmis

Statlarinda  IBM = Watson-u, “COMPAS”1
(Alternativ coza todbirlori ti¢tin  miittahimlar
barasinde  molumau  profillomonin  korrektiv

idaraetma moagqsadilo istifads olunmast programi),
Boyuk Britaniyada HART-1 (Zoror Riskini
Qiymoatlondirma Metodu), Fransada Case Law
Analytics-i  (Mahkems  tocrtibasinin  tohlili),
Avropada ODR-i (Mibahisolorin  halli #i¢tin
onlayn xidmat) geyd etmak olar.

Dugstintirom ki, bu sahanin 6lkemizds inkisafina
nail olmaq figlin dévletimiz torafindon goriilon
todbirlorlo yanagi, innovativ hiiquqi xidmotlor
toqdim edacok hiiquq texnologiya sirkatlorinin
yaradilmasina vo mahkema hiiquq sistemi tizrs yeni

startap layihalorin hazirlanmasina zorurat vardir.
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Azarbaycan Respublikasi Ali Mahkomosinin sadri
conab Ramiz Rzayevin 2020-ci il 14 sentyabr tarixli
omri ilo Ali Moahkamonin kollegiya sadrlori va
struktur bolma rohbarlorindon ibarat informasiya
qrupu
yaradilmigdir. Is¢i qrupunun faaliyyst istiqamatlori

texnologiyalarmin  totbiqi  tzra  igci
tizro gordiiyli va goriilmasi nazords tutulan iglor
nalardan ibaratdir?

Azorbaycan  Respublikast  Prezidentinin ~ “Elektron
mohkoms” informasiya sistemi haqqinda 9sasnamoanin”
tosdiq edilmasi barads” 2020-ci il 1 iyun tarixli
Formaninin 3-cii bandinds Azarbaycan Respublikast Ali
“Elektron

sisteminin faaliyyoatinin togkili vo inkisaf etdirilmasi ti¢tin

Mbohkomasina mohkoms”  informasiya
zoruri tadbirlarin goriilmasi tovsiya edilmisdir.

Bu tdvsiyays uygun olaraq, Ali Moahkema sadrinin
mivafiq omri ilo Ali Mohkemonin faaliyyat
somaraliliyinin artirilmasi, informasiya texnologiyalarinin
daha genis totbiq edilmasi, bu sahada strateji inkigafin
tomin olunmasi, “Elektron Moahkoma” informasiya
sisteminin tatbiqinin tokmillagdirilmasi, vetondaglarin
mohkomoys miiracist imkanlarinin genislondirilmasi va
momnunlugunun yiiksaldilmasi, soffafliq vo operativliyin
tomin edilmasi maqsadils is¢i qrup yaradilmugdir.

Bu mogsadlora nail olmaq tigtin is¢i qrupu torafindon
miitomadi olaraq gortglor kegirilir, tohlillor aparilir vo
yuxaridda muoyysn edilmis foaliyyot istiqamotlori tizra
mivafiq islorin goriilmasi hayata kegirilir.

Gortulmus iglorlo bagli qeyd etmok istordim ki, Ali
Mbohkomonin Internet sohifasinds adalot mithakimasinin
keyfiyyatinin  arturilmasi,  mohkemslorde  hiiquqi
moasalalorin halline yanasmanin sabitliyini tomin edilmasi
vo vahid mohkems tocriibesinin formalagdiriimasi
mogsadilo  muxtolif meyarlar asasinda  mohkoma
qgorarlarinda effektiv axtarigin aparilmasint tomin edan
yeni  informasiya-axtarry  sistemi  yaradilmigdur.
(https://sc.supremecourt.gov.az/decision/).

Istifadagilor  informasiya-axtarig sisteminde miivafiq
funkisonalliglardan, eyni zamanda motn tzro axtaris
funksiyasindan istifads etmoklo mibahisali hiiquqi
moasalalars dair Ali Mahkeomanin hiiquqgi movqgeyini asan

sokilda Syrana bilir.


https://sc.supremecourt.gov.az/decision/

Bu sahado goriilmiis iglorin davami olaraq Ali
Mbohkomaya daxil olan mahkoma islorinin tosadiifi
vo avtomatik gokildo mixealif meyarlar asasinda
elektron qaydada bolgisiini hoyata kegiron yeni
sistemi yaradilmigdir. Qeyd edilon sistem vasitasilo
mohkoma islorinin icraat noévlarine uygun olaraq
hakimlor arasinda barabar boliisdiiriilmasi tomin
edilir.

Yeni yaradilmig elektron bolgii  sistemindo
mohkoma islorinin bolgiisiine noazarat elektron
formada togkil edilir vo sistem tizra edilmis biitiin
qeydiyyati

avtomatlagdirilmug sokilds aparilir. Yeni yaradilmug

dayisikliklarin (emoaliyyatlarin)
elektron bolgii  sisteminde  mohkoms islorinin
bolgiisiine dair muxtalif név hesabat formalar
yaradilmigdir ki, bunun thlili naticasinda
mohkoma islorin bolgiisiiniin asaslt
qiymoatlondirilmasi ve bu sahads effektivliyin
artirilmast miimkiin olur.

Bununla yanag, isci qrupu torsfinden “Elektron
mohkoma” informasiya sisteminin
tokmillogdirilmasi istiqamoatinds do miivafiq islor
hoyata kegirilmigdir. Belo ki, qanunvericilikds
nazards tutulmug normalarin “Elektron mahkama”
informasiya sisteminds tamligimnimn tomin edilmasi,
eyni zamanda qanunvericiliya edilmis
doyisikliklorin sistemda operativ vo diizgiin totbiq
olunmasi, mohkems aparatnin is faaliyyatinds
effektivliyin = ytiksoldilmasi vo digor mihim
ohamiyyat kasb edan masslolorin halli ilo bagli
tokliflor hazirlanmig ve miivafiq icra hakimiyyati
orqanina gondarilarak icrast tomin edilmigdir.
Hamginin, Iqtisadiyyat Nazitliyi yaninda Dévlat
sahibkarlara

elektron kabineti”’nda

Vergi  Xidmatinin
“Sahibkarlarin
mohkoma isindon xabordar olmast moagsadilo

bildirigin

moxsus
tarafin

moalumat xarakterli elektron

yerlogdirilmasi tomin edilmisdir.

Goriilocok iglorlo baglh qeyd edim ki, Ali

Mohkomonin Plenumuna daxil olan miiraciatlorin

“Elektron mohkoma” sisteminda

islonmoasinin tomin edilmasi, mahkoms faaliyyati ilo bagl

informasiya

analitik thlil vo statistikanin elektron qaydada
aparilmasinin tokmillogdirilmasi ve statistik malumatlarin
emalinda BI texnologiyalarinin totbiqi, yekun mahkams
gorarlarinin bazasinda motn tzro axtarig funkisonalligin
yaradilmasi, elektron kabinetin istifado imkanlarnimn
genislondirilmasi, sistemin avtomatlagdirma daracasinin
yiksoldilmoasi, i  tzro  bezi  amdliyyatlarin
qruplagdirilmasi, istifadagi  rahatgiliginin  daha da
artirilmasi, mohkoma isinin  togkili {Gzro molumat
pancarasinin

funksionalliglarinin  geniglondirilmasi

moasalalori hal-hazirda is¢i qrupunun icraatindadur.

“Elektron mohkoms” informasiya sisteminin asas

kompanentlorindon olan  “elektron kabinet”-in
istifada qaydalar1 ilo bagli vatondaglarin diqqatins
hans1 maqamlar1 ¢atdirmaq istayardiniz? Vatondaglar
kabinetdan samorali istifads iigiin hansi qaydalarla

tanig olmalidirlar?

Bu masala ilo bagli bildirmak istardim ki, elektron kabinet
vasitosilo mohkomoalora edilon elektron miiraciatlorin say:
giinbagiin artmaqdadir. Nozorinizo ¢atdirim ki, 2022-ci
ilin 2 riibine olan moalumata asason sistemda elektron
kabinet istifadacilori say1 80 min nafaras yaxin togkil edir.
Votondaglarimiza mohkoms iglori barads mslumatlan
operativ almaq ve mohkamolora elektron formada
miraciot etmok ti¢in "Elektron mahkema" informasiya
sisteminds qeydiyyatdan ke¢moaklo elektron kabinet
yaratmag tovsiyo edirom. Bildirirom ki, elektron kabinet
vasitasilo istifadagilor alave amak ve vaxt sarf etmadan
elektron imza ilo tosdiglonmis elektron iddia orizasi vo
digor sonadlor vermoak, mohkoms isinin materiallar: ilo
atraflt tanig olmag, toyin olunmusg proseslor barads SMS,
elektron moktub ve diger wsullarla xsbar tutmag,
mohkoma sanadlorini hakimin elektron imzast ilo tosdiq
edilmis formada oldo etmok vo mohkoms riisumlarint
onlayn 6domoak imkanina malik olurlar.

Bir moasaloni xiisusilo  vurgulamaq istordim ki,
mohkomoays iddia orizesi ilo miiraciot etmadon do

elektron kabinet a¢ilmasi mtimkiindiir vo bunun asas
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ohamiyyati ondan ibarotdir ki, sizin elektron
kabinetiniz oldugu halda istonilon mahkomada
baranizds olan mahkomsa iglori hagqinda avtomatik
molumatlandirilacaq vo elektron kabinetds dorc
edilmis bitiin mahkama sanadlori ilo operativ tanig
ola bilacaksiniz.

Votondaglarimiz ~ Ali  Mahkomonin  internet
sohifasine  (supremecourt.gov.az) va  Vahid
mohkoma portalina (courts.gov.az) daxil olaraq
elektron kabinetdo geydiyyatdan kego vo istifads
qaydalar1 hagqinda talimatla tanis ola bilorlor.
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Abstract

United Nations published a report[1] last year
suggesting that a drone used in Libya’s civil war
selected a target without human control. This
signifies a new chapter in human history: A machine
that identifies and selects target based on Artificial
Intelligence; A machine that makes a decision about
human life. The ‘lethal

autonomous weapons systems’, but they are also

report calls them
called ‘killer robots’ or ‘slaughterbots’. These systems
raise a number of legal and ethical concerns. Killer
robots change the relationship between people and
technology by giving life and death decision-making
to machines. What we watch in movies is not science
fiction anymore. We see the cloud, so we should

foresee the storm coming.

Introduction

The 20th century contributed a lot to both human rights
and technology. After WWII, outraged by the horrors of
war and the Holocaust, the newly-formed United
Nations addressed issues such as torture, warfare against
civilians, the treatment of prisoners of war, and the
prosecution of war criminals, setting forth new rules for
warfare that protected basic rights. In 1948, the member
states of the United Nations drafted the United Nations
Universal Declaration of Human Rights. Since the
adoption of the declaration, the UN, national
governments, and independent organizations have
worked to advance, promote, and enforce human rights
throughout the world.[2] During the last century,
technology developed even more rapidly. The invention
of the triode tubes, transistors and integrated circuits
revolutionized electronics and computers, which made it
possible for us to think about Al The development of
technology had direct effects on our society. Nowadays,
computers are being used in different fields. Although
the impacts of computers on our society are mostly
positive, there are some areas, in which AI and Machine
learning are being used, that we should worry about. The
application of Al in military, more specifically in
autonomous weapons systems raise a host of concerns.
Drones have been using in military since last few decades.
As Second Karabakh War demonstrated to us, drones are
highly effective on the battlefield. We see the same in the
ongoing Ukrainian war, even songs are composed for
drones. But the key point is that they have been
controlled by a human operator. Lethal autonomous
weapons systems are weapons systems that use artificial
intelligence (AI) to identify, select, and kill human
targets without human intervention.[3] After initial
activation or launch by a person, an autonomous
weapon system self-initiates or triggers a strike in

response to information from the environment

[1] United Nations Security Council, 'Letter Dated 8 March 2021 From The Panel Of Experts On Libya Established Pursuant To Resolution 1973 (2011) Addressed To

The President Oof The Security Council’

(United

Nations Security Council 2021) <https://documents-dds-

ny.un.org/doc/UNDOC/GEN/N21/037/72/PDF/N2103772.pdf? OpenElement> accessed 9 April 2022
[2] 'Introduction To Development Of Human Rights | Encyclopedia.Com' (Encyclopedia.com, 2022) <https://www.encyclopedia.com/history/legal-and-political-

magazines/introduction-development-human-rights#:~:text=The%20modern%20concept%200£%20human, that%20humans%20possess%20from%20birth.>

April 2022

accessed 2

[3] LETHAL AUTONOMOUS WEAPONS SYSTEMS' (2021) <https://futureoflife.org/lethal-autonomous-weapons-systems/> accessed 11 July 2022
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received through sensors and on the basis of a
generalized "target profile”. This means that the user
does not choose, or even know, the specific target(s)
and the precise timing and/or location of the
resulting application(s) of force.[4] Developing
technologies like facial or vocal recognition often fail
in recognizing people of colour or persons with
disabilities. There are many examples on internet,
which show failures of chatbots, self-driving cars,
image recognition systems and many other Al

a lethal

autonomous weapons system might make, would

systems. However, the mistake that
not be forgivable as the mistakes of other Al systems.
A machine with the ability to kill is a massive threat
to human rights. It would be difficult for them to
comply with international law, and their ability to
act autonomously would interfere with legal
accountability. The weapons would also cross a
moral threshold, and their humanitarian and security

risks would outweigh possible military benefits.[5]

Problems lethal autonomous weapons systems can

cause.

A United Nations report suggested that a drone,
used against militia fighters in Libya’s civil war,
might have selected a target autonomously. [6] The
STM Kargu-2 drone, which the report described as
“a lethal autonomous weapons systems”, attacked
soldiers during a battle in Libya’s civil war in 2020,
may have done so without human control, according

to Final report of the Panel of Experts on Libya

[4]  International ~ Committee of the Red  Cross,

'ICRC

submitted in accordance with resolution 2509 (2020),
published by UN Security Council on March 8, 2021.
The Kargu-2 signifies something perhaps even more
globally significant: a new chapter in autonomous
weapons, one in which they are used to fight and kill
human beings based on Artificial Intelligence.[7] Due to
lack of human control, these systems raise a host of legal

and ethical concerns. Main legal concerns:

1. Would autonomous weapons systems be able to
comply with international humanitarian law’s
fundamental rules of distinction and proportionality?
International humanitarian law stipulates the military
operations, tactics and weapons that are permissible. The
two generally accepted principles of Distinction and
Proportionality are the basis for a number of specific
rules such as the prohibition of direct attacks on the
civilian population or on Civilian objects, the prohibition
of indiscriminate attacks and the obligation to adopt
precautionary measures (Precaution) so as to avoid or
limit casualties among Civilians and damage to civilian
objects to the greatest possible extent.[8] Without
meaningful human control, lethal autonomous weapons
systems cannot comply with the principles mentioned

above.

2. Would these weapons be able to show compassion
and respect human dignity in order to not to
undermine the principle of humanity?

Immanuel Kant said, ‘Act in such a way that you treat
humanity, whether in your own person or in the person
of any other, never merely as a means, but always at the
same time as an end.”’ The concepts of sympathy,
compassion and understanding belong to humanity,

POSITION ON AUTONOMOUS WEAPON  SYSTEMS  (2021)

<https://www.icrc.org/en/download/file/166330/icrc_position_on_aws_and_background_paper.pdf> accessed 6 April 2022

[5] Human Rights Woatch, "The

Dangers Of  Killer Robots And The Need For A

Preemptive Ban' (2016)

<https://www.hrw.org/sites/default/files/report_pdf/arms1216_web.pdf> accessed 5 April 2022

[6(] Cramer M, 'AL Drone May Have Acted On

Own In  Attacking  Fighters, UN.  Says' (nytimes.com,  2021)

<https://www.nytimes.com/2021/06/03/world/africa/libya-drone.html> accessed 5 April 2022
[7] Kallenborn Z, "Was A Flying Killer Robot Used In Libya? Quite Possibly’ (https://thebulletin.org/, 2021) <https://thebulletin.org/2021/05/was-a-flying-killer-robot-

used-in-libya-quite-possibly/> accessed 5 April 2022

[8] 'Practice Relating To Rule 1. The Principle Of Distinction Between Civilians And Combatants' (icrc.org, 2005) <https://ihl-databases.icrc.org/customary-

ihl/eng/docindex/v2_cou_ch_rulel#:~:text=The%20two%20generally%20accepted%20principles,adopt%20precautionary%20measures%20(Precaution)%20s0>
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and they cannot be mimicked by machines. So they
need to be controlled by humans in order to respect
human dignity and the principle of humanity.

3. Who would be held responsible for crimes
lethal

committed by autonomous weapons
systems?

Both, internal law systems and international criminal
law only recognize the criminal responsibility of
persons. For example, according to Rome Statute,
Article 25, only natural persons can be criminally
responsible. In order to avoid accountability gap,

people must make decisions.

4. How can we be sure that, the use of these
systems would not undermine the right to live,
remedy and dignity?

These rights are meant to be understood by people,
not by machines. Machines only do what they are
programmed to do. It’s absurd to think that, they can
and human

substitute human understanding

decision-making.

5. How can we be sure that these systems will not
be used to target certain people groups?

It will only be a matter of time until they appear on
the black market and in the hands of terrorists,
dictators wishing to control their populace better,
warlords wishing to perpetrate ethnic cleansing, etc.
Autonomous weapons are ideal for tasks such as
assassinations, nations,

destabilizing subduing

populations and selectively killing a particular ethnic
group.[9]

From an ethical perspective, this functioning process
risks effectively substituting human decisions about
life and death with sensor, software and machine

processes. This raises ethical concerns that are

especially acute when autonomous weapon systems are
used to target persons directly. They risk harming those
both

combatants hors de combat, and they increase the risk of

affected by armed conflict, civilians and
conflict escalation. Another issue is the deployment of
Autonomous weapons systems in rnilitary operations
may start global arms race. After gunpowder and nuclear
arms, autonomous weapons have been described as the

third revolution in warfare.[10]
Warnings and possible solutions.

In order to warn states and humanity, and recommend

solutions to the problems mentioned above,
international organizations set their positions on this
topic.

In 2012, Human Rights Watch published a report called
Losing Humanity: The Case against Killer Robots. The
report specifies, ‘Human Rights Watch and Harvard
Law School’s International Human Rights Clinic
(IHRC) believe that such revolutionary weapons would
not be consistent with international humanitarian law
and would increase the risk of death or injury to civilians
during armed conflict.” In order to solve this issue, the
report makes the following recommendations to states:
‘Prohibition of the development, production, and use of
fully autonomous weapons through an international
legally binding instrument; Adaptation of national laws
and policies to prohibit the development, production,
and use of fully autonomous weapons.” That report also
suggests that the roboticists and others, involved in the
development of robotic weapons should establish a
professional code of conduct governing the research and
development of autonomous robotic weapons, especially
those capable of becoming fully autonomous, in order to
ensure that legal and ethical concerns about their use in
armed conflict are adequately considered at all stages of

technological development.

[9] 'AUTONOMOUS WEAPONS: AN OPEN LETTER FROM Al & ROBOTICS RESEARCHERS' (2015) <https://futureoflife.org/2016/02/09/open-letter-

autonomous—weapons-ai—robotics/ > accessed 5 April 2022

[10] The Atlantic. 2021. The Third Revolution in Warfare. [online] Available at: <https://www.theatlantic.com/technology/archive/2021/09/i-weapons-are-third-

revolution-warfare/620013/> [Accessed 13 July 2022].
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International Committee of Red Cross (ICRC) also
addressed the concern autonomous weapons raise.
ICRC's position on autonomous weapon systems
argues that, ‘the process by which autonomous
weapon systems function: Brings risks of harm for
those affected by armed contflict, both civilians and
combatants, as well as dangers of conflict escalation;
Raises challenges for compliance with international
law, including international humanitarian law,
notably, the rules on the conduct of hostilities for the
protection of civilians; Raises fundamental ethical
concerns for humanity, in effect substituting human
decisions about life and death with sensor, software
2015, The

International Committee of the Red Cross has urged

and machine processes.” Since
States to establish internationally agreed limits on
autonomous weapon systems to ensure civilian
protection,  compliance  with  international
humanitarian law, and ethical acceptability.

Amnesty International also started a petition and
called people to sign it. They called on government
leaders around the world to launch negotiations for
new international law on autonomy in weapons
systems — to ensure human control in the use of
force and to prohibit machines that target people,
reducing us to objects, stereotypes and data points.
[11] “We are stumbling into a nightmare scenario, a
world where drones and other advanced weapons can
choose and attack targets without human control’,
said Verity Coyle, Amnesty International’s Senior
Adpvisor on Military, Security and Policing.

In 2013, nongovernmental organizations launched
the Campaign to Stop Killer Robots, and since then,
concerns about lethal autonomous weapons have
steadily climbed the international agenda. A growing
number of policymakers,

legislators,  private

companies, international and domestic

organizations, and ordinary individuals have

endorsed the call to ban fully autonomous weapons. The
United Nations Secretary-General Anténio Guterres
said, ‘Imagine the consequences of an autonomous
system that could, by itself, target and attack human
beings. I call upon States to ban these weapons, which are
politically unacceptable and morally repugnant.
Referring to the development of weapons that could
select targets and kill people without any human
intervention as “unconscionable”, 20 individuals and
organizations who have won the Nobel Peace Prize issued
a joint statement endorsing the call for a preemptive ban
‘We, the

undersigned Nobel Peace Prize Laureates, applaud this

on these fully autonomous weapons:
new global effort and whole-heartedly embrace its goal of
a preemptive ban on fully autonomous weapons that
would be able to select and attack targets on their own.’
Almost 100 states have acknowledged the importance of
meaningful human control over the use of force. Many
tech companies have pledged not to participate in the
development and the use of lethal autonomous weapons
systems.

In 2015, the Future of Life Institute announced an open
letter (Autonomous Weapons: An open letter from Al &
Robotics researchers), which foresaw some of the
problems which that might be posed by Autonomous
weapons in future. The letter indicates: ‘If any major
military power pushes ahead with Al weapon
development, a global arms race is virtually inevitable,
and the endpoint of this technological trajectory is
obvious: autonomous weapons will become the
Kalashnikovs of tomorrow.” The letter suggests a ban on
offensive autonomous weapons beyond meaningful
human control as a solution. It has been signed by
famous names, such as Elon Musk, Stephen Hawking,
Steve Wozniak and many others.

A chapter (“The Need for and Elements of a New Treaty
on Fully Autonomous Weapons’) from publication by
Fundagio Alexandre de Gusmio, based on a presentation
at the Rio Seminar on Autonomous Weapons Systems,

February 20, 2020, argues, ‘fully autonomous weapons

[11] 'Stop Killer Robots' (https://www.amnesty.org/, 2021) <https://www.amnesty.org/en/petition/stop-killer-robots/>
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cross the threshold of acceptability and should be
banned by a new international treaty’. The chapter
proposes key elements of a new treaty to maintain
meaningful human control over the use of force and
prohibit weapons systems that operate without it. As
the author suggests, the main element of the ‘new
treaty’ should be meaningful human control.

As  mentioned above, many international
organizations and scientists warned humanity about
the problems that lethal autonomous weapons
systems can cause, offering few possible solutions.
First of all, it should be understood that autonomy in
weapons systems is not entirely useless. Using
advanced military technology helps to diminish
casualties on one’s own side. However, there is a
saying, ‘guns don’t kill people, people do'. Giving the
decision-making to machines is what causes the
problem.

It is obvious that military operations carried out by
humans are not perfect and they often cause civilian
casualties (it is called ‘collateral damage'). But
according to international criminal law, it is
acceptable as long as it was not intentional and only
constitutes ~ war  crimes when  committed
intentionally. Nevertheless, the same logic cannot be
applied to lethal autonomous weapons systems, as
they are unpredictable by their nature. The mistake
of a machine and the mistake of a human cannot be
considered the same.

Prohibition of the lethal

autonomous weapons systems seems like the first

development  of

solution to the problem. Such prohibition can be
included in a new treaty or new protocol. However,
considering the fact that these weapons do not
require hard-to-get materials and their systems are
built on computers, such prohibition would be
difficult to monitor. Also, it is not certain whether
states will reach a consensus on such prohibition or

not.

Another possible solution of the problem is regulating
the use of lethal autonomous weapons systems. Defining
the main principles, standards and criteria for the
development and the use of such systems would increase
their reliability. Such regulations can also be included in a
new treaty or protocol. Instead of prohibiting such
weapons systems, regulating them seems like a better
option. Standards should be defined about lethal
autonomous weapon systems. Such as, what level of
autonomy is acceptable, on what missions these systems

can be used and etc.
Conclusion.

The first possible solution to the above mentioned
problems is the prohibition of lethal autonomous
weapons systems. The second one is the regulation of the
development and the use of lethal autonomous weapons
systems. Either way, it's obvious that something must be
done. As mentioned above, a complete ban of such
systems doesn’t seem to be possible in the modern World.
Instead, setting rules for developing and using such
systems appears to be a more reasonable option. Key
factor in such regulations should be limiting the level of
autonomy in weapons systems and providing meaningful
human control or supervision over decision-making.
Such prohibition or regulations could come in the form
of a new treaty or protocol to the Convention on
Conventional Weapons.

It is encouraging, there is an increasing union of opinions
among states that something must be done about lethal
autonomous weapon systems. A new international law
that bans or regulates the development and the use of
such systems is the perfect way to solve these problems

before technological developments have gone too far.
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Jobn Lindsey

Jobn Lindsey is the founder of “InCite LegalTech’, a
technology optimization firm that leverages
proprietary assessment software to provide a custom
roadmap for law firms looking to Digitally
Transform and get the most out of their Legal
Technology investments.

You can find John on LinkedlIn singing the praises
of Technology through song parodies or email him at
JobnL@InCiteLegal Tech.com

Hello, Mr. Lindsey. Thank you for accepting
our interview offer. How did you find yourself
becoming involved with Legal Tech?

Funny story, we did an interview with a Legal Tech
expert named Cat Casey. Cat is a Legal Tech
influencer and a tech genius who works in the
eDiscovery space and she shared with us a major
flaw in how Law Firms and Legal Dept were
attempting to take advantage of the various legal
technologies available to them but with no regard
to their current infrastructure readiness or systems

optimization.
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(and they were suffering a high rate of project failures.)
And since we had built a tool years ago to assist with this
process and have utilized it across various domains such
as Oil & Gas, Energy, Supply Chain & Logistics,
BioTech, Healthcare, etc. It struck us after we did that
show that there is an absolute opportunity to leverage the

solution in the Legal domain as well.

You are currently working as a president of the
"InCite LegalTech”. How did the "InCite LegalTech”

come about?

We are a very diverse firm made up of several different
divisions with unique areas of focus, however, our AIRR
- Al Readiness Roadmap tool has been a successful guide
for firms in many different domains, so when we see an
area that is “ripe” for digitally transforming, we make a
push into the space. Following our discussion with Cat
and our analysis of the Legal domain and need for tech,
we felt it would be a perfect area to leverage our
solutions. Since migrating into the Legal Tech domain,
we added Anna Lozyinski to our team, and she added the
Legal Tech assessment portion to our already existing

tool, and we are referring to it as the Tech Optimization

Tool.

Have you worked as a lawyer in any law firm? If yes,
how does your previous life as a lawyer and current
life as a President of "InCite LegalTech” compare?

No, I am not a lawyer, I rely on my General Council
within our firm as well as affiliate Lawyers for any areas
requiring detailed knowledge of the law. I am and have

been a technologist and businessman for my entire career.

What effect has the COVID-19 crisis had on the
progression and take up of legal tech amongst law

firms and in-house legal teams?

In my opinion, Covid has been a huge catalyst for the
Legal domain as it pertains to tech adoption.



It forced firms and organizations to work
differently or perish, so everyone, for the most part,
had to find a way to leverage technology to reach
people that could not be together in person any
longer. It was by far (in my opinion) the single most
factor in digital adoption in the past 2 decades.

Should lawyers be concerned by the rise of Al
and the concept of the “robot lawyer”?

No, I don’t believe skilled Lawyers will ever be
displaced by robots. Al is really about helping free
Lawyers up from the mundane and allowing them
to focus on the Higher Quality work that they are
trained to do. I don’t see where there is any rational
fear for Lawyers... They should be looking at this
technology as another way to serve their clients
better and in a more efficient and cost-effective

manner.

Do you think women are well represented in
legal tech? If not, how do you think it could be
improved?

I think that women are a huge part of the Legal Ops
and Legal Tech profession, but can we do better by
expanding their roles into leadership, ownership,
partnership, and board positions?? Absolutely, we
can and need to. I think the movement is happening
as there is such an enormous talent pool of

powerful women, and we support it 100%.

How do you think the next generation of
lawyers should approach using tech in their
careers?

I think tech should be taught in school as a critical
part of becoming a Lawyer.

I think they are missing a huge opportunity to leverage
tools and solutions that will help them run a better
business and be a better lawyer and the sooner they are
schooled on this the better.

What challenges did you face at the beginning of your
journey related to Legal Tech?

For us, it’s been being viewed as outsiders since we didn’t
start in the Legal domain. The way we have successfully
gotten around any of those objections was by sharing
how the technology we build and deploy has been
effective in other services-driven professional industries,
so we know it will work in Legal as well. And secondly,
we have partnered with prominent Lawyers that have
been deploying tech in global firms for years, such as
Anna Lozyinski and allowing them to build out the Legal

tech portion of our optimization solution.

Do you have any advice for lawyers seeking to get to

grips with legal tech?

Reach out to the massive LinkedIn community and find
some mentors (and there are a ton) that are willing to
help guide them through the learning process. Chad
Aboud is a perfect example of this. He posts all the time
about wanting people to DM him if they are thinking
about Digitally Transforming and he will share his
journey of success and help guide them to the necessary
resources to move forward. This type of help is readily

available, you just have.

Thank you very much for talking to us today, Mr.
Lindsey!
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Abstract

Because the 21st century has become an age of
technology, social media, digital devices, and cloud
connectivity have become an integral part of our
lives. Especially, in this pandemic era where
everything is almost digitized and technology is so
deeply surrounded in daily lives which makes to
think about privacy. Today, a large amount of
information some of which is personal is shared by
Internet users on social media platforms such as
Facebook, Instagram, Twitter, Telegram, LinkedIn,
TikTok, Snapchat, and others. The more the
Internet and social networks expand, the more
information is being shared online by social media
users, and consequently, it seems hard to control
social media privacy.

The meaning and value of privacy have become the
subject of considerable controversy. The power of

[1] Piller C. “Privacy in peril”. Macworld 10.7. (Jul.1993): 124-130.

new technology, the Internet, and social media raises
problems concerning the law, policy, and ethics on
privacy. This essay will investigate the value of privacy
and explore the relationship between social media and
privacy. We will also analyze the possibility of protection
of a person’s data collected and stored on social media
and identify ways to protect privacy on social media.

The right to privacy increased worldwide with the advent
of information technology in the 1960s and 1970s[1]. As
the value of privacy depends on society, culture, and
context, it is a complex and broad term to define. The
concept of privacy is articulated as the individual’s “right
to be left alone” and it has been defined as “the rightful
claim of the individual to determine the extent to which
he wishes to share of himself with others and his control
over the time, place and circumstances to communicate
with others” [2]. As an interest and a valuable aspect of
the human personality, privacy protects individual’s self-
determination, independence, dignity, and integrity.
Privacy is an important element for a democratic
society[3] as a social, public, and collective value.

All persons have a common interest in a right to privacy,
so privacy is something we all ought to value. If we do
not value our privacy, it may cause us to lose our privacy.
Consequently, individuals and society must recognize the
value of privacy and take measures to protect it.
However, the massive stores of personal data collected
and retained by social media make it almost impossible to
control privacy. In addition, in some cases, it is difficult
to strike a balance between freedom of expression and the
right to information, which are among the instrumental
values of a democratic political system, and the right to
privacy.

Social media is a technology where personal information

can be easily collected, processed, and disseminated.

[2] Thomas McIntyre Cooley. Treatise of the Law of Torts. 2nd ed. Callaghan, (1888): 29.
[3] Kirsty Hughes, The social value of privacy, the value of privacy to society and human rights discourse, Published online by Cambridge University Press: (05 July 2015), p

225.
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The Internet has become a new meeting place for
individuals as well as a business hub for corporates
and merchandisers for selling and promoting their
products and services. The rapid growth and
development of social media platforms cause us to
disregard the importance of privacy. With
technological advancements, it is now possible to
invade an individual's privacy without physically
accessing his/her place or property. Researchers can
obtain vast amounts of high-quality observational
data about human interactions and behaviors via
social media[4], which shows that such a platform
has allowed eavesdroppers to intrude into our
privacy. Data at risk can include our location, health
information, sexual orientation, religious
identification, facial recognition imaging, private
messages, personal photos, and more, depending on
the social media platforms. Such kind of personal
data collected and stored by social media platforms is
vulnerable to scraping, hacking, and data breaches,
especially if platforms fail to institute crucial security
measures and access limitations. Therefore, today,
social media is not really the safest place to be and
share personal information.

The question may arise that how does social media
affect privacy? Data mining, Phishing Attempts,
Malware Sharing, and Botnet Attacks are typically
social media threats in which criminals are adept at
tricking social media users into handing over sensitive
information, stealing personal data, and gaining
access to accounts that users consider private. Such

threats to privacy on social media lead individuals to

suffer harassment and lose their peace of mind. Privacy
concern on social media has grown in recent years.

Data breaches, in particular, have worried many social
media users, make them reconsider their relationships
with the social media platforms and the security of their
data on social media. The tragic story of Cambridge
Analytica, a consulting firm, is a case in point. This is
exactly how Cambridge Analytica used Facebook data in
an effort to influence voter behavior in the 2016
presidential election in the United States.[5] The scandal
involved exploited Facebook data of 87 million people
being used for advertising to influence during elections.
[6] One of the recent incidents belongs to LinkedIn
which more than 780,000 personal information such as
full names, email addresses, phone numbers, and
workplace information associated with the leak this year.
[7] However, LinkedIn has denied reports of this data
breach: “We want to be clear that this is not a data breach
and no private LinkedIn member data was exposed”.[8]
While LinkedIn denies this leak, leastways, this situation
makes individuals aware of dealing with their personal
information and wake up data sharing in relation to
social media privacy. This and other examples have
steadily eroded public trust, leaving many people
questioning if they have lost control over their personal
data. According to a Pew Trust survey, 80 percent of
social media users are concerned about corporations and
advertising accessing and utilizing their posts on social
media.[9] By understanding the value of privacy, the
impact of social media on privacy, individuals need to do
alot to protect their data.

Although each individual is in charge of their social
media privacy, in reality, it is hardly possible to control

social media privacy in your own way. This is because

[4] Moreno Mancosu and Federico Vegetti, What You Can Scrape and What Is Right to Scrape: A Proposal for a Tool to Collect Public Facebook Data, SAGE journals,
First Published July 31, 2020, p 2.

[5] Granville, K. The New York Times. Facebook and Cambridge Analytica: What you need to know as fallout widens (2018, March 19). Available at
https://www.nytimes.com/2018/03/19/technology/facebook-cambridge-analytica-explained.html.

[6] Cristina Criddle, BBC News Facebook sued over Cambridge Analytica data scandal (28 October 2020). Available at https://www.bbc.com/news/technology-54722362.
[7] CyberNews Team, Scraped data of 500 million LinkedIn users being sold online, 2 million records leaked as proof (06 April 2021, Updated on 07/04). Available at
hteps://cybernews.com/news/stolen-data-of-500-million-linkedin-users-being-sold-online-2-million-leaked-as-proof-2/.

[8] LinkedIn Pressroom, An update on report of scraped data (Jun 29, 2021). Available at https://news.linkedin.com/2021/june/an-update-from-linkedin.

[9] Lee Rainie, Pew Research Center, Americans’ complicated feelings about social media in an era of privacy concerns (March 27, 2018). Available at

https://www.pewresearch.org/fact-tank/2018/03/27/americans-complicated-feelings-about-social-media-in-an-era-of-privacy-concerns/.
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your friends and relatives will still disclose your
personal information, such as your pictures,
locations, and more on social media even if you take
measures to safeguard your privacy on social media,
including deleting your social media accounts. In
another word, “Tell me who your friends are, and I
will tell you who you are.” works on social media,
too. In 2008 testimony, EPIC’s Executive Director
Marc Rotenberg stated that “on Facebook ... third-
party applications do not only access the information
about a given user that has added the application.
Applications by default get access to much of the
information about that user’s friends.”[10] This
makes it clear that we are not alone in controlling our
privacy on social media.

To have a balance of privacy for all of us and
organizations in this digital age is only possible
through the toughest laws on privacy such as the
General Data Protection Regulation (GDPR)[11], as

well as increased inspections of companies
responsible for protecting personal information
under greater scrutiny. For example, the EU
recognized the necessity for updated security as
technology advanced, the Internet was developed
and the European Data Protection Directive was
adopted. Then in 2006 Facebook opened to the
public and in 2011 the company was sued by a
Google user for scanning her emails, Europe’s data
protection authority declared the EU needed “a
comprehensive  approach on  personal  data
protection”. Following the GDPR was adopted by
the EU as the successor of the EU 1995 Directives as
the result of the conceptual debates and issues
regarding personal data. If privacy issues on social
media are taken lightly, then digital privacy issues will

invite more and more cyber attacks thereby leading

companies to lose their reputation, theft of sensitive
records of users, and no trust of social media users.
When it comes to digital data nothing can be completely
health

information, or financial information. If there is

private such as photos, conversations,
currently not a way to 100 percent obscure your online
profile, then that could open the door to future strict
regulatory action. “When it comes to making these
decisions about privacy and vulnerabilities, without any
clear law or anything, it all becomes a matter of
opinion,” said Jeremiah Grossman, Chief of Security
Strategy and Founder of WhiteHat Security.

Even today, many countries do not recognize the right to
privacy as a specific constitutional right. Some countries
have enacted general comprehensive data protection
laws, and sectoral legislation dealing with privacy rights,
yet privacy law has primarily evolved through judicial
interventions in which the courts have read a right to
privacy into existing rules. Considering that Internet,
social media do not have a border, privacy needs
international action. Although in many countries,
international agreements such as the International
Covenant on Civil and Political Rights or the European
Convention on Human Rights recognize privacy rights
have been adopted into law, however, the law on privacy
and its regulation mechanism needs to keep pace with
technological development.

In conclusion, data privacy must not be ignored even if
you think that you have nothing to hide. What we
should be doing now is actively participating in the fight
against the challenges that are causing the unintended

death of data privacy in this era of digitization.

[10] Testimony and Statement for the Record of Marc Rotenberg Executive Director, EPIC, Hearing on “Impact and Policy Implications of Spyware on Consumers and

[11] What is GDPR, the EU’s new data protection law? Available at https://gdpr.cu/what-is-gdpr/.
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